Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

The purpose of this document is to identify the patches that have been delivered by Microsoft® which have
been tested against Pro-Watch. All the below listed patches have been tested against the current shipping
version of Pro-Watch with no adverse effects being observed. Microsoft patches not listed below do not apply to
a Pro-Watch system.

2025 - Microsoft® Patches Tested with Pro-Watch

Dec 2025:

Article Build Number Release date Products Download CVEs

CVE-2025-62221
CVE-2025-64658
CVE-2025-59517
CVE-2025-62458
CVE-2025-62573
CVE-2025-62565
CVE-2025-62571
CVE-2025-59516
CVE-2025-62456
CVE-2025-62467
CVE-2025-62461
CVE-2025-62472
CVE-2025-55233
CVE-2025-62567
CVE-2025-62549
CVE-2025-62457
CVE-2025-62462
CVE-2025-64673
CVE-2025-54100
CVE-2025-62464
CVE-2025-62473
CVE-2025-64670
CVE-2025-62466

Windows Server CVE-2025-62470
2022 (Server CVE-2025-62465
Core CVE-2025-64661
installation) CVE-2025-62454
Windows Server | Security CVE-2025-62463

KB5071547 | 10.0.20348.4529 | Dec 9, 2025 2022 Update CVE-2025-62474



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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KB5071413

10.0.20348.4467

Dec 9, 2025

Windows Server
2022 (Server
Core
installation)
Windows Server
2022

Security
Hotpatch
Update

CVE-2025-62221
CVE-2025-64658
CVE-2025-59517
CVE-2025-62458
CVE-2025-62573
CVE-2025-62565
CVE-2025-62571
CVE-2025-59516
CVE-2025-62456
CVE-2025-62467
CVE-2025-62461
CVE-2025-62472
CVE-2025-55233
CVE-2025-62567
CVE-2025-62549
CVE-2025-62457
CVE-2025-62462
CVE-2025-64673
CVE-2025-62464
CVE-2025-62473
CVE-2025-64670
CVE-2025-62466
CVE-2025-62470
CVE-2025-62465
CVE-2025-64661
CVE-2025-62454
CVE-2025-62463
CVE-2025-62474



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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CVE-2025-62221

CVE-2025-62572

CVE-2025-64658

CVE-2025-59517

CVE-2025-62570

CVE-2025-62573

CVE-2025-62565

CVE-2025-62571

CVE-2025-59516

CVE-2025-62456

CVE-2025-62467

Windows 11 CVE-2025-62461
Version 25H2 CVE-2025-62472
for ARM64- CVE-2025-55233
based Systems CVE-2025-62567
Windows 11 CVE-2025-62469
Version 24H2 CVE-2025-62549
for ARM64- CVE-2025-62457
based Systems CVE-2025-62462
Windows Server CVE-2025-54100
2025 CVE-2025-64673
Windows 11 CVE-2025-62569
Version 24H2 CVE-2025-62464
for x64-based CVE-2025-64670
Systems CVE-2025-62466
Windows 11 CVE-2025-62473
Version 25H2 CVE-2025-62468
for x64-based CVE-2025-62470
Systems CVE-2025-62465
Windows Server CVE-2025-64661
2025 (Server CVE-2025-62454
Core Security CVE-2025-62463
KB5072033 | 10.0.26200.7462 | Dec 9, 2025 installation) Update CVE-2025-62474



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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CVE-2025-62221

CVE-2025-62572

CVE-2025-64658

CVE-2025-59517

CVE-2025-62570

CVE-2025-62573

CVE-2025-62565

CVE-2025-62571

CVE-2025-59516

CVE-2025-62456

Windows 11 CVE-2025-62467
Version 25H2 CVE-2025-62461
for ARM64- CVE-2025-62472
based Systems CVE-2025-55233
Windows 11 CVE-2025-62567
Version 24H2 CVE-2025-62469
for ARM64- CVE-2025-62549
based Systems CVE-2025-62457
Windows Server CVE-2025-62462
2025 CVE-2025-64673
Windows 11 CVE-2025-62569
Version 24H2 CVE-2025-62464
for x64-based CVE-2025-64670
Systems CVE-2025-62466
Windows 11 CVE-2025-62473
Version 25H2 CVE-2025-62468
for x64-based CVE-2025-62470
Systems CVE-2025-62465
Windows Server CVE-2025-64661
2025 (Server Security CVE-2025-62454
Core Hotpatch CVE-2025-62463
KB5072014 | 10.0.26200.7392 | Dec 9, 2025 installation) Update CVE-2025-62474



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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CVE-2025-62221

CVE-2025-64658

CVE-2025-59517

CVE-2025-62458

Windows 10 CVE-2025-62455
Version 21H2 CVE-2025-62573
for ARM64- CVE-2025-62565
based Systems CVE-2025-62571
Windows 10 CVE-2025-59516
Version 21H2 CVE-2025-62467
for x64-based CVE-2025-62461
Systems CVE-2025-62472
Windows 10 CVE-2025-55233
Version 22H2 CVE-2025-62567
for ARM64- CVE-2025-62549
based Systems CVE-2025-62457
Windows 10 CVE-2025-62462
Version 22H2 CVE-2025-64673
for 32-bit CVE-2025-54100
Systems CVE-2025-62464
Windows 10 CVE-2025-62473
Version 22H2 CVE-2025-62466
for x64-based CVE-2025-64670
Systems CVE-2025-62470
Windows 10 CVE-2025-64661
Version 21H2 CVE-2025-62454
for 32-bit Security CVE-2025-62463
KB5071546 | 10.0.19045.6691 | Dec 9, 2025 Systems Update CVE-2025-62474



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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KB5071544

10.0.17763.8146

Dec 9, 2025

Windows 10
Version 1809 for
32-bit Systems
Windows Server
2019

Windows 10
Version 1809 for
x64-based
Systems
Windows Server
2019 (Server
Core
installation)

Security
Update

CVE-2025-62221
CVE-2025-64658
CVE-2025-59517
CVE-2025-62458
CVE-2025-62455
CVE-2025-62573
CVE-2025-62565
CVE-2025-62571
CVE-2025-59516
CVE-2025-62467
CVE-2025-62461
CVE-2025-62472
CVE-2025-55233
CVE-2025-62567
CVE-2025-62549
CVE-2025-62457
CVE-2025-62462
CVE-2025-64673
CVE-2025-54100
CVE-2025-62464
CVE-2025-62473
CVE-2025-62466
CVE-2025-62470
CVE-2025-64661
CVE-2025-62454
CVE-2025-62474



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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CVE-2025-62221
CVE-2025-64658
CVE-2025-59517
CVE-2025-62573
CVE-2025-62565
CVE-2025-62571
CVE-2025-59516
CVE-2025-62456
CVE-2025-62467
CVE-2025-62461
CVE-2025-62472
CVE-2025-55233
CVE-2025-62567
CVE-2025-62549
CVE-2025-62457
CVE-2025-62462
CVE-2025-54100
CVE-2025-64673
CVE-2025-62569
CVE-2025-62464
CVE-2025-64670
CVE-2025-62466
CVE-2025-62473
CVE-2025-62468
CVE-2025-62470

Windows Server CVE-2025-62465
2022, 23H2 CVE-2025-64661
Edition (Server CVE-2025-62454
Core Security CVE-2025-62463

KB5071542 | 10.0.25398.2025 | Dec 9, 2025 installation) Update CVE-2025-62474



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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CVE-2025-62221
CVE-2025-64658
CVE-2025-59517
CVE-2025-62458
CVE-2025-62573
CVE-2025-62565
CVE-2025-62571
CVE-2025-59516
CVE-2025-62456
CVE-2025-62467
CVE-2025-62461
CVE-2025-62472
CVE-2025-55233
CVE-2025-62567
CVE-2025-62549
CVE-2025-62457
CVE-2025-62462
CVE-2025-64673
CVE-2025-54100
CVE-2025-62464
CVE-2025-64670
CVE-2025-62466

Windows 11 CVE-2025-62473
Version 23H2 CVE-2025-62468
for x64-based CVE-2025-62470
Systems CVE-2025-62465
Windows 11 CVE-2025-64661
Version 23H2 CVE-2025-62454
for ARM64- Security CVE-2025-62463

KB5071417 | 10.0.22631.6345 | Dec 9, 2025 based Systems Update CVE-2025-62474



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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KB5074204

10.0.26100.7392

Dec 9, 2025

Windows 11
Version 24H2
for ARM64-
based Systems
Windows 11
Version 25H2
for ARM64-
based Systems
Windows Server
2025

Windows 11
Version 24H2
for x64-based
Systems
Windows 11
Version 25H2
for x64-based
Systems
Windows Server
2025 (Server
Core
installation)

Security
Update

CVE-2025-54100

KB5074353

10.0.20348.4467

Dec 9, 2025

Windows Server
2022 (Server
Core
installation)
Windows Server
2022

Security
Only

CVE-2025-54100

KB5066835

10.0.26100.6899

Dec 9, 2025

Windows 11
Version 24H2
for ARM64-
based Systems
Windows 11
Version 25H2
for ARM64-
based Systems
Windows Server
2025

Windows 11
Version 24H2
for x64-based
Systems
Windows 11
Version 25H2
for x64-based
Systems
Windows Server
2025 (Server
Core
installation)

Security
Update

CVE-2025-64679
CVE-2025-64680



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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Windows Server

2022, 23H2

Edition (Server

Core Security CVE-2025-64679
KB5066780 | 10.0.25398.1913 | Dec 9, 2025 installation) Update CVE-2025-64680

Windows 11

Version 23H2
for x64-based
Systems
Windows 11
Version 22H2
for ARM64-
based Systems
Windows 11
Version 23H2
for ARM64-
based Systems
Windows 11
Version 22H2
for x64-based Security CVE-2025-64679
KB5066793 | 10.0.22631.6060 | Dec 9, 2025 Systems Update CVE-2025-64680

Windows 10
Version 21H2
for ARM64-
based Systems
Windows 10
Version 21H2
for x64-based
Systems
Windows 10
Version 22H2
for ARM64-
based Systems
Windows 10
Version 22H2
for 32-bit
Systems
Windows 10
Version 22H2
for x64-based

Systems

Windows 10

Version 21H2

for 32-bit Security CVE-2025-64679
KB5066791 | 10.0.19045.6456 | Dec 9, 2025 Systems Update CVE-2025-64680

Windows Server
2022 (Server
Core
installation)
Windows Server | Security CVE-2025-64679
KB5066782 | 10.0.20348.4294 | Dec 9, 2025 2022 Update CVE-2025-64680



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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Windows 10
Version 1809 for
32-bit Systems
Windows Server
2019 (Server
Core
installation)
Windows Server
2019

Windows 10
Version 1809 for
x64-based Security CVE-2025-64679
KB5066586 | 10.0.17763.7919 | Dec 9, 2025 Systems Update CVE-2025-64680

Windows 11
Version 24H2
for ARM64-
based Systems
Windows 11
Version 25H2
for ARM64-
based Systems
Windows Server
2025

Windows 11
Version 24H2
for x64-based
Systems
Windows 11
Version 25H2
for x64-based
Systems
Windows Server
2025 (Server
Core Security
KB5068861 | 10.0.26100.7171 | Dec 9, 2025 installation) Update CVE-2025-64678



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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Atlanta, GA 30308
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Windows 11
Version 24H2
for ARM64-
based Systems
Windows 11
Version 25H2
for ARM64-
based Systems
Windows Server
2025

Windows 11
Version 24H2
for x64-based
Systems
Windows 11
Version 25H2
for x64-based

Systems
Windows Server
2025 (Server Security
Core Hotpatch
KB5068966 | 10.0.26100.7092 | Dec 9, 2025 installation) Update CVE-2025-64678
Windows Server
2022, 23H2
Edition (Server
Core Security
KB5068779 | 10.0.25398.1965 | Dec 9, 2025 installation) Update CVE-2025-64678
Windows 11

Version 23H2
for x64-based
Systems
Windows 11
Version 23H2
for ARM64- Security
KB5068865 | 10.0.22631.6199 | Dec 9, 2025 based Systems | Update CVE-2025-64678



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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KB5068781

10.0.19045.6575

Dec 9, 2025

Windows 10
Version 21H2
for ARM64-
based Systems
Windows 10
Version 21H2
for x64-based
Systems
Windows 10
Version 22H2
for ARM64-
based Systems
Windows 10
Version 22H2
for 32-bit
Systems
Windows 10
Version 22H2
for x64-based
Systems
Windows 10
Version 21H2
for 32-bit
Systems

Security
Update

CVE-2025-64678

KB5068787

10.0.20348.4405

Dec 9, 2025

Windows Server
2022 (Server
Core
installation)
Windows Server
2022

Security
Update

CVE-2025-64678

KB5068840

10.0.20348.4346

Dec 9, 2025

Windows Server
2022 (Server
Core
installation)
Windows Server
2022

Security
Hotpatch
Update

CVE-2025-64678

KB5068791

10.0.17763.8027

Dec 9, 2025

Windows 10
Version 1809 for
32-bit Systems
Windows Server
2019 (Server
Core
installation)
Windows Server
2019

Windows 10
Version 1809 for
x64-based
Systems

Security
Update

CVE-2025-64678



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0
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Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Microsoft Components

ProWatch 6.5.1 packed versions

Latest version December 2025

Till Dec2024:

Cum update .Net package for win2022
(KB5046547)

Cum update win2022 (KB5048685)

Cum update Microsoft operating system win2022 (KB5071547)
Latest OS build details: 20348.4529

Cum update .Net package for win2022 (No new update)

SQL 2022: CU20 is the last one — KB5068406

File Version 16.0.4222.2

OLE DB Driver: 18.6.5.0

Security Update for Microsoft OLE DB Driver for SQL Server
(KB5040711)-18.7.4.0

19.4.1 is the last update- Not supported with Pro-watch.
Recommended to use 18.6.5.0

|SQL server native client: 11.4.7462.6

”1 1.4 series is last one, No new update

|oDBC Driver: 17.10.3.1

||18.5.2.1 is the last updated, No new update

[VC++ redistributable version: 14.32.31326.0

”Latest version VC++ redistributable 14.44.35208 - latest released

Till Dec2024:

Cum update SQL 2019 (KB5046860)
Cum update .Net package for win2019
(KB5046540)

Cum update win2019 (KB5048661)

Cum update Microsoft operating system win2019 (KB5071544)
Latest OS build details: 17763.8146

Cum update .Net package for win2019 (No new update)

SQL: Cum update package CU32 is the last one - KB5068406
File Version 16.0.4222.2

Latest Windows OS updates:

Server (STD): Client (Professional/ ENT):
Windows 2022, OS build: Windows 11, OS build:

21H2 (20348.4526) Version 24H2 (OS 26100.7462)
Windows 2019, OS build: Windows 11, OS build:

1809 (17763.8146) Version 23H2 (OS 22631.6345)

Qualified Build Details:
1) PW Core 6.5.2 with IC 6.5.2.60
2) PW Core 6.6 with IC 6.6.0.132
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Nov 2025:

Article

Build Number

Release
date

Products

Download

CVEs

KB5066586

10.0.17763.7919

Nov 11,
2025

Windows 10 Version 1809
for 32-bit Systems
Windows Server 2019
Windows Server 2019
(Server Core installation)
Windows 10 Version 1809
for x64-based Systems

Security
Update

CVE-2025-62208
CVE-2025-62209

KB5066780

10.0.25398.1913

Nov 11,
2025

Windows Server 2022, 23H2
Edition (Server Core
installation)

Security
Update

CVE-2025-62208
CVE-2025-62209

KB5066782

10.0.20348.4294

Nov 11,
2025

Windows Server 2022
Windows Server 2022
(Server Core installation)

Security
Update

CVE-2025-62208
CVE-2025-62209

KB5066791

10.0.19045.6456

Nov 11,
2025

Windows 10 Version 22H2
for ARM64-based Systems
Windows 10 Version 21H2
for ARM64-based Systems
Windows 10 Version 22H2
for 32-bit Systems
Windows 10 Version 22H2
for x64-based Systems
Windows 10 Version 21H2
for 32-bit Systems
Windows 10 Version 21H2
for x64-based Systems

Security
Update

CVE-2025-62208
CVE-2025-62209

KB5066793

10.0.22631.6060

Nov 11,
2025

Windows 11 Version 22H2
for x64-based Systems

Windows 11 Version 23H2
for ARM64-based Systems
Windows 11 Version 22H2
for ARM64-based Systems
Windows 11 Version 23H2
for x64-based Systems

Security
Update

CVE-2025-62208
CVE-2025-62209
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Nov 11,
KB5066835 | 10.0.26100.6899 2025

Windows 11 Version 25H2
for ARM64-based Systems
Windows 11 Version 24H2
for x64-based Systems
Windows 11 Version 24H2
for ARM64-based Systems
Windows Server 2025
(Server Core installation)
Windows Server 2025
Windows 11 Version 25H2
for x64-based Systems

Security
Update

CVE-2025-62208
CVE-2025-62209

Nov 11,
KB5066837 | 10.0.10240.21161 | 2025

Windows 10 for x64-based
Systems

Windows 10 for 32-bit
Systems

Security
Update

CVE-2025-62208
CVE-2025-62209

Nov 11,
KB5068779 | 10.0.25398.1965 | 2025

Windows Server 2022, 23H2

Edition (Server Core
installation)

Security
Update

CVE-2025-59514
CVE-2025-59505
CVE-2025-60708
CVE-2025-59512
CVE-2025-60713
CVE-2025-62452
CVE-2025-60704
CVE-2025-60719
CVE-2025-59511
CVE-2025-60705
CVE-2025-60714
CVE-2025-59515
CVE-2025-60703
CVE-2025-59507
CVE-2025-62213
CVE-2025-60706
CVE-2025-62215
CVE-2025-60717
CVE-2025-60716
CVE-2025-60720
CVE-2025-59508
CVE-2025-60723
CVE-2025-60715
CVE-2025-59510
CVE-2025-59506
CVE-2025-60724
CVE-2025-62217
CVE-2025-59509
CVE-2025-60709
CVE-2025-60707
CVE-2025-59513
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5068781

10.0.19045.6575

Nov 11,
2025

Windows 10 Version 22H2
for ARM64-based Systems
Windows 10 Version 21H2
for ARM64-based Systems
Windows 10 Version 22H2
for 32-bit Systems
Windows 10 Version 22H2
for x64-based Systems
Windows 10 Version 21H2
for 32-bit Systems
Windows 10 Version 21H2
for x64-based Systems

Security
Update

CVE-2025-62219
CVE-2025-59514
CVE-2025-59505
CVE-2025-60708
CVE-2025-59512
CVE-2025-62452
CVE-2025-62218
CVE-2025-60704
CVE-2025-60719
CVE-2025-59511
CVE-2025-60705
CVE-2025-60714
CVE-2025-59515
CVE-2025-60703
CVE-2025-59507
CVE-2025-62213
CVE-2025-60706
CVE-2025-62215
CVE-2025-60717
CVE-2025-59508
CVE-2025-60720
CVE-2025-60716
CVE-2025-60715
CVE-2025-60723
CVE-2025-59510
CVE-2025-59506
CVE-2025-60724
CVE-2025-62217
CVE-2025-59509
CVE-2025-60709
CVE-2025-60707
CVE-2025-59513
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5068787

10.0.20348.4405

Nov 11,
2025

Windows Server 2022
Windows Server 2022
(Server Core installation)

Security
Update

CVE-2025-59514
CVE-2025-59505
CVE-2025-60708
CVE-2025-59512
CVE-2025-60713
CVE-2025-62452
CVE-2025-60704
CVE-2025-60719
CVE-2025-59511
CVE-2025-60705
CVE-2025-60714
CVE-2025-60703
CVE-2025-59507
CVE-2025-62213
CVE-2025-60706
CVE-2025-62215
CVE-2025-59508
CVE-2025-60720
CVE-2025-60716
CVE-2025-60715
CVE-2025-60723
CVE-2025-59510
CVE-2025-59506
CVE-2025-60724
CVE-2025-62217
CVE-2025-59509
CVE-2025-60709
CVE-2025-60707
CVE-2025-59513
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5068791

10.0.17763.8027

Nov 11,
2025

Windows 10 Version 1809
for x64-based Systems
Windows Server 2019
Windows Server 2019
(Server Core installation)
Windows 10 Version 1809
for 32-bit Systems

Security
Update

CVE-2025-62219
CVE-2025-59514
CVE-2025-59505
CVE-2025-60708
CVE-2025-59512
CVE-2025-60713
CVE-2025-62452
CVE-2025-62218
CVE-2025-60704
CVE-2025-60719
CVE-2025-59511
CVE-2025-60705
CVE-2025-60714
CVE-2025-59515
CVE-2025-60703
CVE-2025-59507
CVE-2025-62213
CVE-2025-60706
CVE-2025-62215
CVE-2025-60717
CVE-2025-59508
CVE-2025-60720
CVE-2025-60716
CVE-2025-60715
CVE-2025-60723
CVE-2025-59510
CVE-2025-59506
CVE-2025-60724
CVE-2025-62217
CVE-2025-59509
CVE-2025-60709
CVE-2025-60707
CVE-2025-59513



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5068840

10.0.20348.4346

Nov 11,
2025

Windows Server 2022
Windows Server 2022
(Server Core installation)

Security
Hotpatch
Update

CVE-2025-59514
CVE-2025-59505
CVE-2025-60708
CVE-2025-59512
CVE-2025-60713
CVE-2025-62452
CVE-2025-60704
CVE-2025-60719
CVE-2025-59511
CVE-2025-60705
CVE-2025-60714
CVE-2025-60703
CVE-2025-59507
CVE-2025-62213
CVE-2025-60706
CVE-2025-62215
CVE-2025-59508
CVE-2025-60720
CVE-2025-60716
CVE-2025-60715
CVE-2025-60723
CVE-2025-59510
CVE-2025-59506
CVE-2025-60724
CVE-2025-62217
CVE-2025-59509
CVE-2025-60709
CVE-2025-60707
CVE-2025-59513



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5068861

10.0.26100.7171

Nov 11,
2025

Windows 11 Version 25H2
for ARM64-based Systems
Windows 11 Version 24H2
for x64-based Systems
Windows 11 Version 24H2
for ARM64-based Systems
Windows Server 2025
(Server Core installation)
Windows Server 2025
Windows 11 Version 25H2
for x64-based Systems

Security
Update

CVE-2025-62219
CVE-2025-59514
CVE-2025-59505
CVE-2025-60708
CVE-2025-59512
CVE-2025-60713
CVE-2025-62452
CVE-2025-60704
CVE-2025-62218
CVE-2025-60719
CVE-2025-60718
CVE-2025-59511
CVE-2025-60705
CVE-2025-60710
CVE-2025-59515
CVE-2025-60703
CVE-2025-59507
CVE-2025-62213
CVE-2025-60706
CVE-2025-62215
CVE-2025-60717
CVE-2025-60716
CVE-2025-59508
CVE-2025-60720
CVE-2025-60723
CVE-2025-60715
CVE-2025-59510
CVE-2025-59506
CVE-2025-60724
CVE-2025-62217
CVE-2025-59509
CVE-2025-60721
CVE-2025-60709
CVE-2025-60707
CVE-2025-59513
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5068865

10.0.22631.6199

Nov 11,
2025

Windows 11 Version 23H2
for ARM64-based Systems
Windows 11 Version 23H2
for x64-based Systems

Security
Update

CVE-2025-62219
CVE-2025-59514
CVE-2025-59505
CVE-2025-60708
CVE-2025-59512
CVE-2025-62452
CVE-2025-62218
CVE-2025-60704
CVE-2025-60719
CVE-2025-59511
CVE-2025-60705
CVE-2025-60714
CVE-2025-59515
CVE-2025-60703
CVE-2025-59507
CVE-2025-62213
CVE-2025-60706
CVE-2025-62215
CVE-2025-60717
CVE-2025-60716
CVE-2025-59508
CVE-2025-60720
CVE-2025-60723
CVE-2025-60715
CVE-2025-59510
CVE-2025-59506
CVE-2025-60724
CVE-2025-62217
CVE-2025-59509
CVE-2025-60709
CVE-2025-60707
CVE-2025-59513
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5068966

10.0.26100.7092

Nov 11,
2025

Windows 11 Version 25H2
for ARM64-based Systems
Windows 11 Version 24H2
for x64-based Systems
Windows 11 Version 24H2
for ARM64-based Systems
Windows Server 2025
(Server Core installation)
Windows Server 2025
Windows 11 Version 25H2
for x64-based Systems

Security
Hotpatch
Update

CVE-2025-62219
CVE-2025-59514
CVE-2025-59505
CVE-2025-60708
CVE-2025-59512
CVE-2025-60713
CVE-2025-62452
CVE-2025-60704
CVE-2025-62218
CVE-2025-60719
CVE-2025-60718
CVE-2025-59511
CVE-2025-60705
CVE-2025-60710
CVE-2025-59515
CVE-2025-60703
CVE-2025-59507
CVE-2025-62213
CVE-2025-60706
CVE-2025-62215
CVE-2025-60717
CVE-2025-60716
CVE-2025-59508
CVE-2025-60720
CVE-2025-60723
CVE-2025-60715
CVE-2025-59510
CVE-2025-59506
CVE-2025-60724
CVE-2025-62217
CVE-2025-59509
CVE-2025-60721
CVE-2025-60709
CVE-2025-60707
CVE-2025-59513
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Microsoft Components

ProWatch 6.5.1 packed versions

Latest version November 2025

Till Dec2024:

Cum update .Net package for win2022
(KB5046547)

Cum update win2022 (KB5048685)

Cum update Microsoft operating system win2022
(KB5068787)

Latest OS build details: 20348.4405

Cum update .Net package for win2022 (KB5066743)
SQL 2022: CU20 is the last one —KB5068406

File Version 16.0.4222.2

OLE DB Driver: 18.6.5.0

Security Update for Microsoft OLE DB Driver for SQL Server
(KB5040711)-18.7.4.0

19.4.1 is the last update- Not supported with Pro-watch.
Recommended to use 18.6.5.0

|SQL server native client: 11.4.7462.6

”11.4 series is last one, No new update |

lobBC Driver: 17.10.3.1

||18.5.2.1 is the last updated, No new update |

VC++ redistributable version: 14.32.31326.0

Latest version VC++ redistributable 14.44.35208 - latest
released

Till Dec2024:

Cum update SQL 2019 (KB5046860)
Cum update .Net package for win2019
(KB5046540)

Cum update win2019 (KB5048661)

Cum update Microsoft operating system win2019 KB5066586,
KB5068791

Latest OS build details: 17763.8072

Cum update .Net package for win2019 (KB5066738)

SQL: Cum update package CU32 is the last one - KB5068406
File Version 16.0.4222.2

Latest Windows OS updates:

Server (STD): Client (Professional/ ENT):
Windows 2022, OS build: Windows 11, OS build:

21H2 (20348.4405) Version 24H2 (OS 26100.7171)
Windows 2019, OS build: Windows 11, OS build:

1809 (17763.8072) Version 23H2 (0S 22631.6199)

Qualified Build Details:
1) PW Core 6.5.2 with IC 6.5.2.60

2) PW Core 5.5.2 build 12726 Cumulative Hotfix
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javascript:void(0);
javascript:void(0);

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Oct 2025:
Release
Article Build Number date Products Download CVEs
Windows Server 2022 (Server Security CVE-2025-59502
Oct 14, Core installation) Hotpatch CVE-2025-59290
KB5065306 | 10.0.20348.4106 2025 Windows Server 2022 Update CVE-2025-59289
Windows Server 2022, 23H2 CVE-2025-59502
Oct 14, Edition (Server Core Security CVE-2025-59290
KB5065425 | 10.0.25398.1849 2025 installation) Update CVE-2025-59289
Windows 10 Version 1809 for
x64-based Systems
Windows Server 2019
Windows 10 Version 1809 for
32-bit Systems
Oct 14, | Windows Server 2019 (Server Security
KB5065428 | 10.0.17763.7792 2025 Core installation) Update CVE-2025-59502
Windows 10 Version 21H2 for
ARM64-based Systems
Windows 10 Version 22H2 for
x64-based Systems
Windows 10 Version 22H2 for
ARM64-based Systems
Windows 10 Version 21H2 for
x64-based Systems
Windows 10 Version 22H2 for
32-bit Systems CVE-2025-59502
Oct 14, Windows 10 Version 21H2 for Security CVE-2025-59290
KB5065429 | 10.0.19044.6332 2025 32-bit Systems Update CVE-2025-59289
Windows 11 Version 22H2 for
ARM64-based Systems
Windows 11 Version 23H2 for
x64-based Systems
Windows 11 Version 22H2 for
x64-based Systems CVE-2025-59502
Oct 14, Windows 11 Version 23H2 for Security CVE-2025-59290
KB5065431 | 10.0.22631.5909 2025 ARM64-based Systems Update CVE-2025-59289
Windows Server 2022 (Server CVE-2025-59502
Oct 14, Core installation) Security CVE-2025-59290
KB5065432 | 10.0.20348.4171 2025 Windows Server 2022 Update CVE-2025-59289



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5066586

10.0.17763.7919

Oct 14,
2025

Windows 10 Version 1809 for
x64-based Systems
Windows Server 2019 (Server
Core installation)

Windows 10 Version 1809 for
32-bit Systems

Windows Server 2019

Security
Update

CVE-2025-59208
CVE-2025-55678
CVE-2025-55695
CVE-2025-59275
CVE-2025-59253
CVE-2025-58717
CVE-2025-55333
CVE-2025-59186
CVE-2025-59278
CVE-2025-55701
CVE-2025-58739
CVE-2025-50175
CVE-2025-58726
CVE-2025-55325
CVE-2025-24052
CVE-2025-58715
CVE-2025-48813
CVE-2025-58725
CVE-2025-59205
CVE-2025-59202
CVE-2025-55700
CVE-2025-58730
CVE-2025-59211
CVE-2025-58719
CVE-2025-55696
CVE-2025-58733
CVE-2025-59254
CVE-2025-58729
CVE-2025-53768
CVE-2025-55326
CVE-2025-59282
CVE-2025-59255
CVE-2025-54957
CVE-2025-59258
CVE-2025-59191
CVE-2025-58722
CVE-2025-59190
CVE-2025-55687
CVE-2025-59200
CVE-2025-58734
CVE-2025-55692
CVE-2025-55335
CVE-2025-59201
CVE-2025-58737
CVE-2025-59207
CVE-2025-24990
CVE-2025-55683
CVE-2025-59188
CVE-2016-9535

CVE-2025-59184
CVE-2025-59196
CVE-2025-59295
CVE-2025-59198
CVE-2025-55681



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-59209
CVE-2025-55332
CVE-2025-59294
CVE-2025-59193
CVE-2025-55699
CVE-2025-25004
CVE-2025-47827
CVE-2025-58718
CVE-2025-59214
CVE-2025-59185
CVE-2025-50152
CVE-2025-58735
CVE-2025-58714
CVE-2025-49708
CVE-2025-58736
CVE-2025-58738
CVE-2025-58732
CVE-2025-59203
CVE-2025-55679
CVE-2025-53150
CVE-2025-55338
CVE-2025-59242
CVE-2025-59197
CVE-2025-59260
CVE-2025-59277
CVE-2025-58728
CVE-2025-55328
CVE-2025-55680
CVE-2025-59187
CVE-2025-59244
CVE-2025-59259
CVE-2025-59195
CVE-2025-55336
CVE-2025-59199
CVE-2025-59280
CVE-2025-59230
CVE-2025-59192
CVE-2025-58720
CVE-2025-59204
CVE-2025-58716



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5066780

10.0.25398.1913

Oct 14,
2025

Windows Server 2022, 23H2
Edition (Server Core
installation)

Security
Update

CVE-2025-59208
CVE-2025-55678
CVE-2025-55695
CVE-2025-59275
CVE-2025-59253
CVE-2025-58717
CVE-2025-55333
CVE-2025-59186
CVE-2025-59278
CVE-2025-55701
CVE-2025-58739
CVE-2025-50175
CVE-2025-58726
CVE-2025-55325
CVE-2025-24052
CVE-2025-58715
CVE-2025-48813
CVE-2025-58725
CVE-2025-59205
CVE-2025-59202
CVE-2025-58727
CVE-2025-55700
CVE-2025-58730
CVE-2025-59211
CVE-2025-55331
CVE-2025-58719
CVE-2025-55696
CVE-2025-58733
CVE-2025-59254
CVE-2025-58729
CVE-2025-55326
CVE-2025-59282
CVE-2025-59255
CVE-2025-55339
CVE-2025-54957
CVE-2025-59258
CVE-2025-59191
CVE-2025-58722
CVE-2025-59190
CVE-2025-55687
CVE-2025-58731
CVE-2025-55330
CVE-2025-59200
CVE-2025-58734
CVE-2025-55692
CVE-2025-2884

CVE-2025-59261
CVE-2025-55335
CVE-2025-59201
CVE-2025-58737
CVE-2025-59207
CVE-2025-24990
CVE-2025-55683
CVE-2025-59188



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2016-9535

CVE-2025-59184
CVE-2025-59196
CVE-2025-59194
CVE-2025-59295
CVE-2025-59198
CVE-2025-55681
CVE-2025-59209
CVE-2025-55340
CVE-2025-55332
CVE-2025-59294
CVE-2025-59193
CVE-2025-47979
CVE-2025-55699
CVE-2025-25004
CVE-2025-55686
CVE-2025-48004
CVE-2025-47827
CVE-2025-58718
CVE-2025-59214
CVE-2025-59185
CVE-2025-50152
CVE-2025-58735
CVE-2025-58714
CVE-2025-49708
CVE-2025-58736
CVE-2025-58738
CVE-2025-55685
CVE-2025-58732
CVE-2025-59203
CVE-2025-55697
CVE-2025-55679
CVE-2025-53150
CVE-2025-55338
CVE-2025-59242
CVE-2025-59197
CVE-2025-59260
CVE-2025-59277
CVE-2025-58728
CVE-2025-55328
CVE-2025-55680
CVE-2025-59187
CVE-2025-59244
CVE-2025-59257
CVE-2025-55694
CVE-2025-59259
CVE-2025-59195
CVE-2025-55689
CVE-2025-55336
CVE-2025-59199
CVE-2025-59280
CVE-2025-59230
CVE-2025-59192
CVE-2025-58720



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-59204
CVE-2025-58716



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5066782

10.0.20348.4294

Oct 14,
2025

Windows Server 2022 (Server
Core installation)
Windows Server 2022

Security
Update

CVE-2025-59208
CVE-2025-55678
CVE-2025-55695
CVE-2025-59275
CVE-2025-59253
CVE-2025-58717
CVE-2025-55333
CVE-2025-59186
CVE-2025-59278
CVE-2025-55701
CVE-2025-58739
CVE-2025-50175
CVE-2025-58726
CVE-2025-55325
CVE-2025-24052
CVE-2025-58715
CVE-2025-48813
CVE-2025-58725
CVE-2025-59205
CVE-2025-59202
CVE-2025-55700
CVE-2025-58730
CVE-2025-59211
CVE-2025-55331
CVE-2025-58719
CVE-2025-55696
CVE-2025-58733
CVE-2025-59254
CVE-2025-58729
CVE-2025-55326
CVE-2025-59282
CVE-2025-59255
CVE-2025-55339
CVE-2025-54957
CVE-2025-59258
CVE-2025-59191
CVE-2025-58722
CVE-2025-59190
CVE-2025-55687
CVE-2025-58731
CVE-2025-59200
CVE-2025-58734
CVE-2025-55692
CVE-2025-59261
CVE-2025-55335
CVE-2025-59201
CVE-2025-58737
CVE-2025-59207
CVE-2025-24990
CVE-2025-55683
CVE-2025-59188
CVE-2016-9535

CVE-2025-59184
CVE-2025-59196



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-59295
CVE-2025-59198
CVE-2025-55681
CVE-2025-59209
CVE-2025-55340
CVE-2025-55332
CVE-2025-59294
CVE-2025-59193
CVE-2025-55699
CVE-2025-25004
CVE-2025-55686
CVE-2025-47827
CVE-2025-58718
CVE-2025-59214
CVE-2025-59185
CVE-2025-50152
CVE-2025-58735
CVE-2025-58714
CVE-2025-49708
CVE-2025-58736
CVE-2025-58738
CVE-2025-55685
CVE-2025-58732
CVE-2025-59203
CVE-2025-55679
CVE-2025-55338
CVE-2025-59242
CVE-2025-59197
CVE-2025-59260
CVE-2025-59277
CVE-2025-55328
CVE-2025-55680
CVE-2025-59187
CVE-2025-59244
CVE-2025-59259
CVE-2025-59195
CVE-2025-55689
CVE-2025-55336
CVE-2025-59199
CVE-2025-59280
CVE-2025-59230
CVE-2025-59192
CVE-2025-58720
CVE-2025-59204
CVE-2025-58716



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5066791 | 10.0.19045.6456

Oct 14,
2025

Windows 10 Version 21H2 for
ARM64-based Systems
Windows 10 Version 22H2 for
x64-based Systems
Windows 10 Version 22H2 for
ARM64-based Systems
Windows 10 Version 21H2 for
x64-based Systems
Windows 10 Version 22H2 for
32-bit Systems

Windows 10 Version 21H2 for
32-bit Systems

Security
Update

CVE-2025-59208
CVE-2025-55678
CVE-2025-55695
CVE-2025-59275
CVE-2025-59253
CVE-2025-58717
CVE-2025-55333
CVE-2025-59278
CVE-2025-55701
CVE-2025-58739
CVE-2025-50175
CVE-2025-58726
CVE-2025-55325
CVE-2025-24052
CVE-2025-58715
CVE-2025-48813
CVE-2025-58725
CVE-2025-59205
CVE-2025-59202
CVE-2025-58727
CVE-2025-55700
CVE-2025-58730
CVE-2025-59211
CVE-2025-55331
CVE-2025-58719
CVE-2025-55696
CVE-2025-58733
CVE-2025-59254
CVE-2025-58729
CVE-2025-53768
CVE-2025-55326
CVE-2025-59282
CVE-2025-59255
CVE-2025-54957
CVE-2025-59191
CVE-2025-58722
CVE-2025-59190
CVE-2025-55687
CVE-2025-59200
CVE-2025-58734
CVE-2025-55692
CVE-2025-55335
CVE-2025-59201
CVE-2025-59207
CVE-2025-24990
CVE-2016-9535

CVE-2025-59196
CVE-2025-59295
CVE-2025-59198
CVE-2025-55681
CVE-2025-59209
CVE-2025-55340
CVE-2025-55332
CVE-2025-59294



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-59193
CVE-2025-55699
CVE-2025-25004
CVE-2025-55686
CVE-2025-47827
CVE-2025-58718
CVE-2025-59214
CVE-2025-53139
CVE-2025-59185
CVE-2025-50152
CVE-2025-58735
CVE-2025-58714
CVE-2025-49708
CVE-2025-58736
CVE-2025-58738
CVE-2025-55685
CVE-2025-58732
CVE-2025-59203
CVE-2025-55679
CVE-2025-53150
CVE-2025-55338
CVE-2025-59242
CVE-2025-59197
CVE-2025-59277
CVE-2025-58728
CVE-2025-55328
CVE-2025-55680
CVE-2025-59187
CVE-2025-59244
CVE-2025-59259
CVE-2025-59195
CVE-2025-55689
CVE-2025-55336
CVE-2025-59199
CVE-2025-59280
CVE-2025-59230
CVE-2025-59192
CVE-2025-58720
CVE-2025-59204
CVE-2025-58716



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5066793

10.0.22631.6060

Oct 14,
2025

Windows 11 Version 22H2 for
ARM64-based Systems
Windows 11 Version 23H2 for
x64-based Systems
Windows 11 Version 22H2 for
x64-based Systems
Windows 11 Version 23H2 for
ARM64-based Systems

Security
Update

CVE-2025-59208
CVE-2025-55678
CVE-2025-55695
CVE-2025-59275
CVE-2025-59253
CVE-2025-58717
CVE-2025-55333
CVE-2025-59278
CVE-2025-55701
CVE-2025-58739
CVE-2025-50175
CVE-2025-58726
CVE-2025-55325
CVE-2025-24052
CVE-2025-58715
CVE-2025-48813
CVE-2025-58725
CVE-2025-59205
CVE-2025-59202
CVE-2025-58727
CVE-2025-55700
CVE-2025-58730
CVE-2025-59211
CVE-2025-55331
CVE-2025-58719
CVE-2025-55696
CVE-2025-58733
CVE-2025-59254
CVE-2025-58729
CVE-2025-53768
CVE-2025-55326
CVE-2025-59282
CVE-2025-59255
CVE-2025-55339
CVE-2025-54957
CVE-2025-59191
CVE-2025-58722
CVE-2025-59190
CVE-2025-55687
CVE-2025-58731
CVE-2025-55330
CVE-2025-59200
CVE-2025-58734
CVE-2025-55692
CVE-2025-2884

CVE-2025-59261
CVE-2025-55335
CVE-2025-59201
CVE-2025-59207
CVE-2025-24990
CVE-2016-9535

CVE-2025-59284
CVE-2025-59196
CVE-2025-59194
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-59295
CVE-2025-59198
CVE-2025-55681
CVE-2025-59209
CVE-2025-55340
CVE-2025-55332
CVE-2025-59294
CVE-2025-59193
CVE-2025-55699
CVE-2025-25004
CVE-2025-55686
CVE-2025-48004
CVE-2025-47827
CVE-2025-58718
CVE-2025-59214
CVE-2025-53139
CVE-2025-59185
CVE-2025-50152
CVE-2025-58735
CVE-2025-58714
CVE-2025-49708
CVE-2025-58736
CVE-2025-58738
CVE-2025-55685
CVE-2025-55334
CVE-2025-58732
CVE-2025-59203
CVE-2025-55679
CVE-2025-53150
CVE-2025-55338
CVE-2025-59242
CVE-2025-59197
CVE-2025-59277
CVE-2025-58728
CVE-2025-53717
CVE-2025-55328
CVE-2025-55680
CVE-2025-59187
CVE-2025-59244
CVE-2025-59259
CVE-2025-59195
CVE-2025-55689
CVE-2025-55336
CVE-2025-59199
CVE-2025-59280
CVE-2025-59230
CVE-2025-59192
CVE-2025-58720
CVE-2025-59204
CVE-2025-58716
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Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5066835

10.0.26200.6899

Oct 14,
2025

Windows 11 Version 25H2 for
ARM64-based Systems
Windows 11 Version 24H2 for
x64-based Systems
Windows Server 2025
Windows Server 2025 (Server
Core installation)

Windows 11 Version 24H2 for
ARM64-based Systems
Windows 11 Version 25H2 for
x64-based Systems

Security
Update

CVE-2025-59208
CVE-2025-55678
CVE-2025-55695
CVE-2025-59275
CVE-2025-59253
CVE-2025-58717
CVE-2025-55677
CVE-2025-55333
CVE-2025-59186
CVE-2025-59206
CVE-2025-59278
CVE-2025-55701
CVE-2025-58739
CVE-2025-50175
CVE-2025-55690
CVE-2025-58726
CVE-2025-55684
CVE-2025-55325
CVE-2025-24052
CVE-2025-58715
CVE-2025-48813
CVE-2025-58725
CVE-2025-59205
CVE-2025-59202
CVE-2025-58727
CVE-2025-55700
CVE-2025-58730
CVE-2025-59211
CVE-2025-55331
CVE-2025-58719
CVE-2025-55696
CVE-2025-58733
CVE-2025-55691
CVE-2025-55698
CVE-2025-59254
CVE-2025-58729
CVE-2025-53768
CVE-2025-55326
CVE-2025-59282
CVE-2025-59255
CVE-2025-55339
CVE-2025-55676
CVE-2025-59189
CVE-2025-55682
CVE-2025-54957
CVE-2025-55688
CVE-2025-59258
CVE-2025-59191
CVE-2025-58722
CVE-2025-59190
CVE-2025-55687
CVE-2025-58731
CVE-2025-59241
CVE-2025-59200
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-55330
CVE-2025-58734
CVE-2025-55692
CVE-2025-58720
CVE-2025-2884

CVE-2025-59261
CVE-2025-55335
CVE-2025-59201
CVE-2025-58737
CVE-2025-59207
CVE-2025-24990
CVE-2025-55683
CVE-2025-59188
CVE-2016-9535

CVE-2025-59184
CVE-2025-59284
CVE-2025-59196
CVE-2025-59194
CVE-2025-59295
CVE-2025-59198
CVE-2025-55681
CVE-2025-59209
CVE-2025-55340
CVE-2025-55332
CVE-2025-59294
CVE-2025-59210
CVE-2025-59193
CVE-2025-47979
CVE-2025-55699
CVE-2025-25004
CVE-2025-55686
CVE-2025-48004
CVE-2025-50174
CVE-2025-47827
CVE-2025-58718
CVE-2025-59214
CVE-2025-53139
CVE-2025-59185
CVE-2025-50152
CVE-2025-58735
CVE-2025-58714
CVE-2025-49708
CVE-2025-58736
CVE-2025-58738
CVE-2025-55685
CVE-2025-55334
CVE-2025-58732
CVE-2025-59203
CVE-2025-55697
CVE-2025-55679
CVE-2025-53150
CVE-2025-55338
CVE-2025-59242
CVE-2025-59260
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-59277
CVE-2025-58728
CVE-2025-53717
CVE-2025-55328
CVE-2025-55337
CVE-2025-55680
CVE-2025-59187
CVE-2025-59244
CVE-2025-59257
CVE-2025-55694
CVE-2025-55689
CVE-2025-59259
CVE-2025-59195
CVE-2025-55336
CVE-2025-59199
CVE-2025-55693
CVE-2025-59280
CVE-2025-59230
CVE-2025-59192
CVE-2025-59197
CVE-2025-59204
CVE-2025-58716
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5066837

10.0.10240.21161

Oct 14,
2025

Windows 10 for x64-based
Systems
Windows 10 for 32-bit Systems

Security
Update

CVE-2025-59208
CVE-2025-59211
CVE-2025-24990
CVE-2025-55678
CVE-2025-55695
CVE-2025-58732
CVE-2025-59203
CVE-2025-59275
CVE-2016-9535

CVE-2025-58733
CVE-2025-59253
CVE-2025-58717
CVE-2025-55333
CVE-2025-59196
CVE-2025-59254
CVE-2025-59295
CVE-2025-58729
CVE-2025-59198
CVE-2025-59209
CVE-2025-59278
CVE-2025-59242
CVE-2025-55701
CVE-2025-55338
CVE-2025-53768
CVE-2025-58739
CVE-2025-59294
CVE-2025-59277
CVE-2025-59282
CVE-2025-58726
CVE-2025-55328
CVE-2025-55325
CVE-2025-24052
CVE-2025-58715
CVE-2025-55699
CVE-2025-54957
CVE-2025-25004
CVE-2025-59187
CVE-2025-59244
CVE-2025-47827
CVE-2025-58718
CVE-2025-58725
CVE-2025-59205
CVE-2025-59259
CVE-2025-59190
CVE-2025-59214
CVE-2025-55687
CVE-2025-59200
CVE-2025-58734
CVE-2025-55692
CVE-2025-59185
CVE-2025-50152
CVE-2025-58735
CVE-2025-59280
CVE-2025-55700
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-59230
CVE-2025-59192
CVE-2025-58730
CVE-2025-58714
CVE-2025-59197
CVE-2025-55335
CVE-2025-58736
CVE-2025-59201
CVE-2025-58738
CVE-2025-58716

Windows Server 2022, 23H2

Oct 14, Edition (Server Core Security
KB5070879 | 10.0.25398.1916 | 2025 installation) Update CVE-2025-59287
Windows Server 2019
Oct 14, Windows Server 2019 (Server Security
KB5070883 | 10.0.17763.7922 | 2025 Core installation) Update CVE-2025-59287
Windows Server 2022 (Server
Oct 14, Core installation) Security
KB5070884 | 10.0.20348.4297 | 2025 Windows Server 2022 Update CVE-2025-59287
Windows Server 2022 (Server Standalone
Oct 14, Core installation) Security
KB5070892 | 10.0.20348.4297 | 2025 Windows Server 2022 Update CVE-2025-59287
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Microsoft Components

ProWatch 6.5.1 packed versions

Latest version October 2025

Till Dec2024:

(KB5046547)
Cum update win2022 (KB5048685)

Cum update .Net package for win2022

Cum update Microsoft operating system win2022 (KB5070884)
Latest OS build details: 20348.4297

Cum update .Net package for win2022 (KB5066743)

SQL 2022: CU20 is the last one — KB5065220

File Version 16.0.4212.1

OLE DB Driver: 18.6.5.0

19.4.1 is the last update- Not supported with Pro-watch.
Recommended to use 18.6.5.0

|SQL server native client: 11.4.7462.6

”1 1.4 series is last one, No new update

|oDBC Driver: 17.10.3.1

”18.5.2.1 is the last updated, No new update

VC++ redistributable version: 14.32.31326.0

Latest version VC++ redistributable 14.44.35208 - latest
released

Till Dec2024:
Cum update SQL 2019 (KB5046860)

(KB5046540)
Cum update win2019 (KB5048661)

Cum update .Net package for win2019

Cum update Microsoft operating system win2019 KB5070883,
KB5066586

Latest OS build details: 17763.7922

Cum update .Net package for win2019 (KB5066738)

SQL: Cum update package CU32 is the last one - KB5065222
File Version 15.0.4445.1

Latest Windows OS updates:

Server (STD):

Client (Professional/ ENT):

Windows 2022, OS build:
21H2 (20348.4297)

Windows 2019, OS build:
1809 (17763.7922)

Windows 11, OS build:
Version 24H2 (OS 26100.6899)

Windows 11, OS build:
Version 23H2 (0S 22621.6060)

Qualified Build Details:
1) PW Core 6.5.2 with IC 6.5.2.60

2) PW Core 5.5.2 build 12726 Cumulative Hotfix

Sep 2025:
Release
Article Build Number date Products Download CVEs
Microsoft SQL
Server 2022 for
Sep 9, x64-based CVE-2025-55227
KB5065220 | 16.0.4212.1 2025 Systems (CU 20) Security Update CVE-2025-47997
Sep 9, Microsoft SQL CVE-2025-55227
KB5065221 | 16.0.1150.1 2025 Server 2022 for Security Update CVE-2025-47997
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

x64-based
Systems (GDR)

Sep 9,
KB5065222 | 15.0.4445.1 2025

Microsoft SQL
Server 2019 for
x64-based
Systems (CU 32)

Security Update

CVE-2025-55227
CVE-2025-47997
CVE-2024-21907

Sep 9,
KB5065223 | 15.0.2145.1 2025

Microsoft SQL
Server 2019 for
x64-based
Systems (GDR)

Security Update

CVE-2025-55227
CVE-2025-47997
CVE-2024-21907

Sep 9,
KB5065226 | 13.0.6470.1 2025

Microsoft SQL
Server 2016 for
x64-based
Systems Service
Pack 3 (GDR)

Security Update

CVE-2025-55227
CVE-2025-47997
CVE-2024-21907

Sep 18,
KB5065306 | 10.0.20348.4106 2025

Windows Server
2022

Windows Server
2022 (Server Core
installation)

SecurityHotpatchUpdate

CVE-2025-54913
CVE-2025-54916
CVE-2025-53804
CVE-2025-54917
CVE-2025-54114
CVE-2025-55225
CVE-2025-54093
CVE-2025-55224
CVE-2025-55234
CVE-2025-54106
CVE-2025-54102
CVE-2025-53810
CVE-2025-53796
CVE-2025-54099
CVE-2025-54107
CVE-2025-55228
CVE-2025-54911
CVE-2025-54112
CVE-2025-53797
CVE-2025-53802
CVE-2025-54115
CVE-2025-53801
CVE-2025-54096
CVE-2025-54109
CVE-2025-54912
CVE-2025-55236
CVE-2025-53806
CVE-2025-53799
CVE-2025-54919
CVE-2025-54113
CVE-2025-54110
CVE-2025-54091
CVE-2025-54894
CVE-2025-54101
CVE-2025-54111
CVE-2025-54097
CVE-2025-54116
CVE-2025-55223
CVE-2025-53803
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-53800
CVE-2025-54915
CVE-2025-53808
CVE-2025-54095
CVE-2025-53807
CVE-2025-59220
CVE-2025-54098
CVE-2025-49734
CVE-2025-54094
CVE-2025-54104
CVE-2025-53805
CVE-2025-54895
CVE-2025-54092
CVE-2025-53798
CVE-2025-55226
CVE-2025-54918



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5065425

10.0.25398.1849

Sep 18,
2025

Windows Server
2022, 23H2
Edition (Server
Core installation)

Security Update

CVE-2025-54913
CVE-2025-54916
CVE-2025-53804
CVE-2025-54917
CVE-2025-54114
CVE-2025-55225
CVE-2025-54093
CVE-2025-55224
CVE-2025-55234
CVE-2025-54106
CVE-2025-54102
CVE-2025-53810
CVE-2025-53796
CVE-2025-54099
CVE-2025-55228
CVE-2025-54107
CVE-2025-54911
CVE-2025-54112
CVE-2025-53797
CVE-2025-53802
CVE-2025-54115
CVE-2025-53801
CVE-2025-54096
CVE-2025-54109
CVE-2025-54912
CVE-2025-53806
CVE-2025-53799
CVE-2025-55236
CVE-2025-54919
CVE-2025-54103
CVE-2025-54113
CVE-2025-54110
CVE-2025-54091
CVE-2025-54894
CVE-2025-54101
CVE-2025-54111
CVE-2025-54097
CVE-2025-54116
CVE-2025-55223
CVE-2025-53803
CVE-2025-53800
CVE-2025-54915
CVE-2025-53808
CVE-2025-54095
CVE-2025-54105
CVE-2025-53807
CVE-2025-59220
CVE-2025-54098
CVE-2025-49734
CVE-2025-54094
CVE-2025-54104
CVE-2025-53805
CVE-2025-54895
CVE-2025-54092
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http://buildings.honeywell.com/security

CVE-2025-53798
CVE-2025-55226
CVE-2025-54918



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5065426

10.0.26100.6584

Sep 18,
2025

Windows 11
Version 24H2 for
ARM64-based
Systems
Windows 11
Version 24H2 for
x64-based
Systems

Security Update

CVE-2025-54108
CVE-2025-54913
CVE-2025-54916
CVE-2025-53804
CVE-2025-54917
CVE-2025-54114
CVE-2025-55225
CVE-2025-54093
CVE-2025-55224
CVE-2025-55234
CVE-2025-54106
CVE-2025-54102
CVE-2025-53810
CVE-2025-53796
CVE-2025-54099
CVE-2025-55228
CVE-2025-54107
CVE-2025-54911
CVE-2025-54112
CVE-2025-59215
CVE-2025-53797
CVE-2025-53802
CVE-2025-53809
CVE-2025-54115
CVE-2025-54096
CVE-2025-54109
CVE-2025-54912
CVE-2025-53806
CVE-2025-59216
CVE-2025-53799
CVE-2025-55236
CVE-2025-54919
CVE-2025-54103
CVE-2025-54113
CVE-2025-54110
CVE-2025-54091
CVE-2025-54894
CVE-2025-54111
CVE-2025-54097
CVE-2025-54116
CVE-2025-55223
CVE-2025-53803
CVE-2025-53800
CVE-2025-54915
CVE-2025-53808
CVE-2025-54095
CVE-2025-54105
CVE-2025-53807
CVE-2025-59220
CVE-2025-54098
CVE-2025-49734
CVE-2025-54094
CVE-2025-54104
CVE-2025-53805



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-54895
CVE-2025-54092
CVE-2025-53798
CVE-2025-55226
CVE-2025-54918



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5065428

10.0.17763.7792

Sep 9,
2025

Windows Server
2019 (Server Core
installation)
Windows 10
Version 1809 for
x64-based
Systems
Windows Server
2019

Windows 10
Version 1809 for
32-bit Systems

Security Update

CVE-2025-54913
CVE-2025-54916
CVE-2025-53804
CVE-2025-54917
CVE-2025-55225
CVE-2025-54093
CVE-2025-55224
CVE-2025-55234
CVE-2025-54106
CVE-2025-54102
CVE-2025-53810
CVE-2025-53796
CVE-2025-54099
CVE-2025-54107
CVE-2025-54911
CVE-2025-54112
CVE-2025-53797
CVE-2025-54115
CVE-2025-53801
CVE-2025-54096
CVE-2025-54109
CVE-2025-54912
CVE-2025-55236
CVE-2025-53806
CVE-2025-53799
CVE-2025-54919
CVE-2025-54113
CVE-2025-54110
CVE-2025-54091
CVE-2025-54894
CVE-2025-54101
CVE-2025-54111
CVE-2025-54097
CVE-2025-54116
CVE-2025-55223
CVE-2025-53803
CVE-2025-53800
CVE-2025-54915
CVE-2025-53808
CVE-2025-54095
CVE-2025-53807
CVE-2025-54098
CVE-2025-49734
CVE-2025-54094
CVE-2025-54104
CVE-2025-54895
CVE-2025-54092
CVE-2025-53798
CVE-2025-55226
CVE-2025-54918



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5065429

10.0.19044.6332

Sep 18,
2025

Windows 10
Version 22H2 for
32-bit Systems
Windows 10
Version 22H2 for
x64-based
Systems
Windows 10
Version 22H2 for
ARM64-based
Systems
Windows 10
Version 21H2 for
x64-based
Systems
Windows 10
Version 21H2 for
32-bit Systems
Windows 10
Version 21H2 for
ARM64-based
Systems

Security Update

CVE-2025-54913
CVE-2025-54916
CVE-2025-53804
CVE-2025-54917
CVE-2025-54114
CVE-2025-54093
CVE-2025-55224
CVE-2025-55234
CVE-2025-54102
CVE-2025-53810
CVE-2025-54099
CVE-2025-54107
CVE-2025-55228
CVE-2025-54911
CVE-2025-54112
CVE-2025-53802
CVE-2025-54115
CVE-2025-53801
CVE-2025-54109
CVE-2025-54912
CVE-2025-53799
CVE-2025-55236
CVE-2025-54919
CVE-2025-54103
CVE-2025-54110
CVE-2025-54091
CVE-2025-54894
CVE-2025-54101
CVE-2025-54111
CVE-2025-54116
CVE-2025-55223
CVE-2025-53803
CVE-2025-53800
CVE-2025-54915
CVE-2025-53808
CVE-2025-53807
CVE-2025-59220
CVE-2025-54098
CVE-2025-49734
CVE-2025-54094
CVE-2025-54104
CVE-2025-54895
CVE-2025-54092
CVE-2025-55226
CVE-2025-54918



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5065430

10.0.10240.21128

Sep 9,
2025

Windows 10 for
32-bit Systems
Windows 10 for
x64-based
Systems

Security Update

CVE-2025-54913
CVE-2025-54916
CVE-2025-53804
CVE-2025-54917
CVE-2025-54093
CVE-2025-55234
CVE-2025-53810
CVE-2025-54099
CVE-2025-54107
CVE-2025-54911
CVE-2025-54112
CVE-2025-53801
CVE-2025-54109
CVE-2025-54912
CVE-2025-53799
CVE-2025-54110
CVE-2025-54091
CVE-2025-54894
CVE-2025-54101
CVE-2025-54111
CVE-2025-54116
CVE-2025-53803
CVE-2025-54915
CVE-2025-53808
CVE-2025-54098
CVE-2025-54094
CVE-2025-54104
CVE-2025-54895
CVE-2025-55226
CVE-2025-54918



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5065431

10.0.22631.5909

Sep 18,
2025

Windows 11
Version 23H2 for
x64-based
Systems
Windows 11
Version 23H2 for
ARM64-based
Systems
Windows 11
Version 22H2 for
x64-based
Systems
Windows 11
Version 22H2 for
ARM64-based
Systems

Security Update

CVE-2025-54913
CVE-2025-54916
CVE-2025-53804
CVE-2025-54917
CVE-2025-54114
CVE-2025-54093
CVE-2025-55224
CVE-2025-55234
CVE-2025-54102
CVE-2025-53810
CVE-2025-54099
CVE-2025-55228
CVE-2025-54107
CVE-2025-54911
CVE-2025-54112
CVE-2025-53802
CVE-2025-54115
CVE-2025-53801
CVE-2025-54109
CVE-2025-54912
CVE-2025-53799
CVE-2025-55236
CVE-2025-54919
CVE-2025-54103
CVE-2025-54110
CVE-2025-54091
CVE-2025-54894
CVE-2025-54101
CVE-2025-54111
CVE-2025-54116
CVE-2025-55223
CVE-2025-53803
CVE-2025-53800
CVE-2025-54915
CVE-2025-53808
CVE-2025-53807
CVE-2025-59220
CVE-2025-54098
CVE-2025-49734
CVE-2025-54094
CVE-2025-54104
CVE-2025-53805
CVE-2025-54895
CVE-2025-54092
CVE-2025-55226
CVE-2025-54918



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5065432

10.0.20348.4171

Sep 18,
2025

Windows Server
2022

Windows Server
2022 (Server Core
installation)

Security Update

CVE-2025-54913
CVE-2025-54916
CVE-2025-53804
CVE-2025-54917
CVE-2025-54114
CVE-2025-55225
CVE-2025-54093
CVE-2025-55224
CVE-2025-55234
CVE-2025-54106
CVE-2025-54102
CVE-2025-53810
CVE-2025-53796
CVE-2025-54099
CVE-2025-54107
CVE-2025-55228
CVE-2025-54911
CVE-2025-54112
CVE-2025-53797
CVE-2025-53802
CVE-2025-54115
CVE-2025-53801
CVE-2025-54096
CVE-2025-54109
CVE-2025-54912
CVE-2025-55236
CVE-2025-53806
CVE-2025-53799
CVE-2025-54919
CVE-2025-54113
CVE-2025-54110
CVE-2025-54091
CVE-2025-54894
CVE-2025-54101
CVE-2025-54111
CVE-2025-54097
CVE-2025-54116
CVE-2025-55223
CVE-2025-53803
CVE-2025-53800
CVE-2025-54915
CVE-2025-53808
CVE-2025-54095
CVE-2025-53807
CVE-2025-59220
CVE-2025-54098
CVE-2025-49734
CVE-2025-54094
CVE-2025-54104
CVE-2025-53805
CVE-2025-54895
CVE-2025-54092
CVE-2025-53798



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-55226
CVE-2025-54918



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Microsoft Components

ProWatch 6.5.2 packed versions

Latest version Sep 2025

Till Dec2024:

Cum update .Net package for win2022
(KB5046547)

Cum update win2022 (KB5048685)

Cum update Microsoft operating system win2022 (KB5065432)
Latest OS build details: 20348.4171

Cum update .Net package for win2022 (KB5065962)
SQL: CU19is the last one - KB5065220
File Version 16.0.4210.1

OLE DB Driver: 18.6.5.0

19.4.1 is the last update- Not supported with Pro-watch.
Recommended to use 18.6.5.0

|SQL server native client: 11.4.7462.6

||1 1.4 series is last one, No new update

|ODBC Driver: 17.10.3.1

”1 8.5.2.1 is the last update

|VC++ redistributable version: 14.32.31326.0

”Latest version VC++ redistributable 14.44.35208 - latest released

Till Dec2024:

Cum update SQL 2019 (KB5046860)
Cum update .Net package for win2019
(KB5046540)

Cum update win2019 (KB5048661)

Cum update Microsoft operating system win2019 KB5065428
Latest OS build details: 17763.7792
Cum update .Net package for win2019 (KB5065955)

SQL: Cum update package CU32 is the last one - KB5065222
File Version 15.0.4445.1

Latest Windows OS updates:

Server (STD): Client (Professional/ ENT):
Windows 2022, OS build: Windows 11, OS build:

21H2 (20348.4171) Version 24H2 (OS 26100.5074)
Windows 2019, OS build: Windows 11, OS build:

1809 (17763.7792) Version 23H2 (0S 22631.5768)

Qualified Build Details:
1) PW Core 6.5.2 with IC 6.5.2.60

2) PW Core 5.5.2 build 12726 Cumulative Hotfix
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javascript:void(0);

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

August 2025:

Article

Build Number

Release
date

Products

Download

CVEs

KB5064010

10.0.26100.4851

Aug 12,
2025

Windows 11
Version 24H2 for
ARM64-based
Systems
Windows Server
2025

Windows Server
2025 (Server Core
installation)
Windows 11
Version 24H2 for
x64-based Systems

SecurityHotpatchUpdate

CVE-2025-53145
CVE-2025-53721
CVE-2025-53718
CVE-2025-53716
CVE-2025-50168
CVE-2025-53143
CVE-2025-50170
CVE-2025-53149
CVE-2025-50163
CVE-2025-50154
CVE-2025-49762
CVE-2025-53135
CVE-2025-53132
CVE-2025-53133
CVE-2025-53131
CVE-2025-49761
CVE-2025-53153
CVE-2025-53723
CVE-2025-53151
CVE-2025-53142
CVE-2025-53155
CVE-2025-50164
CVE-2025-50176
CVE-2025-50157
CVE-2025-50166
CVE-2025-53141
CVE-2025-50160
CVE-2025-53779
CVE-2025-50159
CVE-2025-50167
CVE-2025-50155
CVE-2025-53725
CVE-2025-53147
CVE-2025-50156
CVE-2025-53148
CVE-2025-53137
CVE-2025-53722
CVE-2025-50177
CVE-2025-50165
CVE-2025-50169
CVE-2025-53726
CVE-2025-50172
CVE-2025-50158
CVE-2025-53719
CVE-2025-50171
CVE-2025-49751



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-53766
CVE-2025-53134
CVE-2025-53136
CVE-2025-50162
CVE-2025-50173
CVE-2025-53140
CVE-2025-49743
CVE-2025-50161
CVE-2025-53724
CVE-2025-53156
CVE-2025-53778
CVE-2025-53720
CVE-2025-53154
CVE-2025-53138
CVE-2025-53144



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5063899

10.0.25398.1791

Aug 12,
2025

Windows Server
2022, 23H2 Edition
(Server Core
installation)

SecurityUpdate

CVE-2025-53145
CVE-2025-53721
CVE-2025-53718
CVE-2025-53716
CVE-2025-50168
CVE-2025-53143
CVE-2025-50170
CVE-2025-53149
CVE-2025-50163
CVE-2025-50154
CVE-2025-49762
CVE-2025-53135
CVE-2025-53132
CVE-2025-53131
CVE-2025-49761
CVE-2025-53153
CVE-2025-53723
CVE-2025-53151
CVE-2025-53142
CVE-2025-53155
CVE-2025-50164
CVE-2025-50176
CVE-2025-50157
CVE-2025-50166
CVE-2025-53141
CVE-2025-50160
CVE-2025-50159
CVE-2025-50167
CVE-2025-50155
CVE-2025-53725
CVE-2025-53147
CVE-2025-50156
CVE-2025-53148
CVE-2025-53137
CVE-2025-53722
CVE-2025-50177
CVE-2025-53726
CVE-2025-50172
CVE-2025-50158
CVE-2025-53719
CVE-2025-50171
CVE-2025-49751
CVE-2025-53766
CVE-2025-53134
CVE-2025-53136
CVE-2025-50162
CVE-2025-50173
CVE-2025-53140
CVE-2025-49743
CVE-2025-50161
CVE-2025-53724
CVE-2025-53156
CVE-2025-53778
CVE-2025-53720



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-53154
CVE-2025-53138
CVE-2025-53144



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5063880

10.0.20348.4052

Aug 12,
2025

Windows Server
2022 (Server Core
installation)
Windows Server
2022

SecurityUpdate

CVE-2025-53145
CVE-2025-53721
CVE-2025-53718
CVE-2025-53716
CVE-2025-53143
CVE-2025-50170
CVE-2025-53149
CVE-2025-50163
CVE-2025-50154
CVE-2025-49762
CVE-2025-53135
CVE-2025-53132
CVE-2025-53131
CVE-2025-50153
CVE-2025-49761
CVE-2025-53153
CVE-2025-53723
CVE-2025-53151
CVE-2025-53155
CVE-2025-50164
CVE-2025-50176
CVE-2025-50157
CVE-2025-50166
CVE-2025-53141
CVE-2025-50160
CVE-2025-50159
CVE-2025-50167
CVE-2025-50155
CVE-2025-53725
CVE-2025-53147
CVE-2025-50156
CVE-2025-53148
CVE-2025-53137
CVE-2025-53722
CVE-2025-50177
CVE-2025-53726
CVE-2025-53152
CVE-2025-50172
CVE-2025-53719
CVE-2025-50171
CVE-2025-50158
CVE-2025-49751
CVE-2025-53766
CVE-2025-53134
CVE-2025-53136
CVE-2025-50162
CVE-2025-50173
CVE-2025-53140
CVE-2025-49743
CVE-2025-50161
CVE-2025-53724
CVE-2025-53778
CVE-2025-53720
CVE-2025-53154



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-53138
CVE-2025-53144



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5063878 | 10.0.26100.4946

Aug 12,
2025

Windows 11
Version 24H2 for
ARM64-based
Systems
Windows Server
2025

Windows Server
2025 (Server Core
installation)
Windows 11
Version 24H2 for
x64-based Systems

Security Update

CVE-2025-53145
CVE-2025-53721
CVE-2025-53718
CVE-2025-53716
CVE-2025-50168
CVE-2025-53143
CVE-2025-50170
CVE-2025-53149
CVE-2025-50163
CVE-2025-50154
CVE-2025-49762
CVE-2025-53135
CVE-2025-53132
CVE-2025-53133
CVE-2025-53131
CVE-2025-49761
CVE-2025-53153
CVE-2025-53723
CVE-2025-53151
CVE-2025-53142
CVE-2025-53155
CVE-2025-50164
CVE-2025-50176
CVE-2025-50157
CVE-2025-50166
CVE-2025-53141
CVE-2025-50160
CVE-2025-53779
CVE-2025-50159
CVE-2025-50167
CVE-2025-50155
CVE-2025-53725
CVE-2025-53147
CVE-2025-50156
CVE-2025-53148
CVE-2025-53137
CVE-2025-53722
CVE-2025-50177
CVE-2025-50165
CVE-2025-50169
CVE-2025-53726
CVE-2025-50172
CVE-2025-50158
CVE-2025-53719
CVE-2025-50171
CVE-2025-49751
CVE-2025-53766
CVE-2025-53134
CVE-2025-53136
CVE-2025-50162
CVE-2025-50173
CVE-2025-53140
CVE-2025-49743
CVE-2025-50161



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-53724
CVE-2025-53156
CVE-2025-53778
CVE-2025-53720
CVE-2025-53154
CVE-2025-53138
CVE-2025-53144



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5063877 | 10.0.17763.7678

Aug 12,
2025

Windows Server
2019

Windows 10
Version 1809 for
x64-based Systems
Windows 10
Version 1809 for
32-bit Systems
Windows Server
2019 (Server Core
installation)

Security Update

CVE-2025-53145
CVE-2025-53721
CVE-2025-53718
CVE-2025-53716
CVE-2025-53143
CVE-2025-50170
CVE-2025-53149
CVE-2025-50163
CVE-2025-50154
CVE-2025-49762
CVE-2025-53135
CVE-2025-53132
CVE-2025-53131
CVE-2025-50153
CVE-2025-49761
CVE-2025-53153
CVE-2025-53723
CVE-2025-53151
CVE-2025-53155
CVE-2025-50164
CVE-2025-50157
CVE-2025-50166
CVE-2025-53141
CVE-2025-50160
CVE-2025-50159
CVE-2025-50167
CVE-2025-50155
CVE-2025-53725
CVE-2025-53147
CVE-2025-50156
CVE-2025-53148
CVE-2025-53137
CVE-2025-53722
CVE-2025-50177
CVE-2025-53726
CVE-2025-53152
CVE-2025-50172
CVE-2025-53719
CVE-2025-50158
CVE-2025-49751
CVE-2025-53766
CVE-2025-53134
CVE-2025-53136
CVE-2025-50162
CVE-2025-50173
CVE-2025-53140
CVE-2025-49743
CVE-2025-50161
CVE-2025-53724
CVE-2025-53778
CVE-2025-53720
CVE-2025-53154
CVE-2025-53138
CVE-2025-53144



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Windows 11
Version 22H2 for
x64-based Systems
Windows 11
Version 22H2 for
ARM64-based
Systems

Windows 11
Version 23H2 for
ARM64-based

CVE-2025-53145
CVE-2025-53721
CVE-2025-53718
CVE-2025-53716
CVE-2025-50168
CVE-2025-53143
CVE-2025-50170
CVE-2025-53149
CVE-2025-50154
CVE-2025-49762
CVE-2025-53135
CVE-2025-53132
CVE-2025-53131
CVE-2025-50153
CVE-2025-49761
CVE-2025-53723
CVE-2025-53151
CVE-2025-53142
CVE-2025-53155
CVE-2025-50176
CVE-2025-50166
CVE-2025-53141
CVE-2025-50159
CVE-2025-50167
CVE-2025-50155
CVE-2025-53725
CVE-2025-53147
CVE-2025-53137
CVE-2025-53722
CVE-2025-50177
CVE-2025-53726
CVE-2025-53152
CVE-2025-50172
CVE-2025-50158
CVE-2025-50171
CVE-2025-49751
CVE-2025-53766
CVE-2025-53134
CVE-2025-53136
CVE-2025-50173
CVE-2025-53140
CVE-2025-49743
CVE-2025-50161

Systems CVE-2025-53724

Windows 11 CVE-2025-53778

Aug12, | Version 23H2 for CVE-2025-53154

KB5063875 | 10.0.22631.5768 | 2025 x64-based Systems | Security Update CVE-2025-53144
CVE-2025-24999

Microsoft SQL CVE-2025-49758

Server 2022 for x64- CVE-2025-49759

Aug 12, based Systems (CU CVE-2025-53727

KB5063814 | 16.0.4210.1 2025 20) Security Update CVE-2025-47954



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5063812

10.0.20348.3989

Aug 12,
2025

Windows Server
2022 (Server Core
installation)
Windows Server
2022

SecurityHotpatchUpdate

CVE-2025-53145
CVE-2025-53721
CVE-2025-53718
CVE-2025-53716
CVE-2025-53143
CVE-2025-50170
CVE-2025-53149
CVE-2025-50163
CVE-2025-50154
CVE-2025-49762
CVE-2025-53135
CVE-2025-53132
CVE-2025-53131
CVE-2025-50153
CVE-2025-49761
CVE-2025-53153
CVE-2025-53723
CVE-2025-53151
CVE-2025-53155
CVE-2025-50164
CVE-2025-50176
CVE-2025-50157
CVE-2025-50166
CVE-2025-53141
CVE-2025-50160
CVE-2025-50159
CVE-2025-50167
CVE-2025-50155
CVE-2025-53725
CVE-2025-53147
CVE-2025-50156
CVE-2025-53148
CVE-2025-53137
CVE-2025-53722
CVE-2025-50177
CVE-2025-53726
CVE-2025-53152
CVE-2025-50172
CVE-2025-53719
CVE-2025-50171
CVE-2025-50158
CVE-2025-49751
CVE-2025-53766
CVE-2025-53134
CVE-2025-53136
CVE-2025-50162
CVE-2025-50173
CVE-2025-53140
CVE-2025-49743
CVE-2025-50161
CVE-2025-53724
CVE-2025-53778
CVE-2025-53720
CVE-2025-53154



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-53138
CVE-2025-53144

Microsoft SQL
Server 2016 for x64-
based Systems

CVE-2025-24999
CVE-2025-49758

Aug 12, Service Pack 3 CVE-2025-53727
KB5063762 | 13.0.6465.1 2025 (GDR) Security Update CVE-2025-49759
Microsoft SQL
Server 2016 for x64-
based Systems CVE-2025-24999
Service Pack 3 CVE-2025-49758
Aug 12, Azure Connect CVE-2025-53727
KB5063761 13.0.7060.1 2025 Feature Pack Security Update CVE-2025-49759
Microsoft SQL CVE-2025-24999
Server 2017 for x64- CVE-2025-49758
Aug 12, based Systems CVE-2025-53727
KB5063760 | 14.0.2080.1 2025 (GDR) Security Update CVE-2025-49759
Microsoft SQL CVE-2025-24999
Server 2017 for x64- CVE-2025-49758
Aug 12, based Systems (CU CVE-2025-53727
KB5063759 | 14.0.3500.1 2025 31) Security Update CVE-2025-49759



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Microsoft SQL CVE-2025-24999
Server 2019 for x64- CVE-2025-49758
Aug 12, based Systems CVE-2025-53727
KB5063758 | 15.0.2140.1 2025 (GDR) Security Update CVE-2025-49759
Microsoft SQL CVE-2025-24999
Server 2019 for x64- CVE-2025-49758
Aug 12, based Systems (CU CVE-2025-53727
KB5063757 15.0.4440.1 2025 32) Security Update CVE-2025-49759
CVE-2025-24999
Microsoft SQL CVE-2025-49758
Server 2022 for x64- CVE-2025-49759
Aug 12, based Systems CVE-2025-53727
KB5063756 | 16.0.1145.1 2025 (GDR) Security Update CVE-2025-47954
Windows Server
2022 (Server Core
installation) CVE-2025-49757
Aug 12, Windows Server CVE-2025-53789
KB5062572 | 10.0.20348.3932 | 2025 2022 Security Update CVE-2025-48807
Windows Server
2022, 23H2 Edition CVE-2025-49757
Aug12, | (Server Core CVE-2025-53789
KB5062570 10.0.25398.1732 | 2025 installation) Security Update CVE-2025-48807
Windows 10
Version 1607 for
x64-based Systems
Windows 10
Version 1607 for
32-bit Systems
Windows Server
2016 (Server Core
installation) CVE-2025-49757
Aug 12, Windows Server CVE-2025-53789
KB5062560 | 10.0.14393.8246 | 2025 2016 Security Update CVE-2025-48807
Windows Server
2019
Windows 10
Version 1809 for
x64-based Systems
Windows 10
Version 1809 for
32-bit Systems
Windows Server CVE-2025-49757
Aug 12, | 2019 (Server Core CVE-2025-53789
KB5062557 | 10.0.17763.7558 | 2025 installation) Security Update CVE-2025-48807



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Aug 12,
KB5062554 | 10.0.19044.6093 | 2025

Windows 10
Version 22H2 for
x64-based Systems
Windows 10
Version 22H2 for
32-bit Systems
Windows 10
Version 22H2 for
ARM64-based
Systems

Windows 10
Version 21H2 for
ARM64-based
Systems

Windows 10
Version 21H2 for
x64-based Systems
Windows 10
Version 21H2 for
32-bit Systems

Security Update

CVE-2025-53789
CVE-2025-48807

Aug 12,
KB5062553 | 10.0.26100.4652 | 2025

Windows 11
Version 24H2 for
ARM64-based
Systems
Windows Server
2025

Windows Server
2025 (Server Core
installation)
Windows 11
Version 24H2 for
x64-based Systems

Security Update

CVE-2025-49757
CVE-2025-53789
CVE-2025-48807

Aug 12,
KB5062552 | 10.0.22631.5624 | 2025

Windows 11
Version 22H2 for
x64-based Systems
Windows 11
Version 22H2 for
ARM64-based
Systems

Windows 11
Version 23H2 for
ARM64-based
Systems

Windows 11
Version 23H2 for
x64-based Systems

Security Update

CVE-2025-53789
CVE-2025-48807

Microsoft Components

ProWatch 6.5.2 packed versions

Latest version Aug 2025
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Till Dec2024:

Cum update .Net package for win2022
(KB5046547)

Cum update win2022 (KB5048685)

Cum update Microsoft operating system win2022 (KB5063880)
Latest OS build details: 20348.4052

SQL: CU19is the last one - KB5063814
File Version 16.0.4210.1

|OLE DB Driver: 18.6.5.0

”1 9.4.1is the last update- No new update

|SQL server native client: 11.4.7462.6

||1 1.4 series is last one, No new update

|ODBC Driver: 17.10.3.1

”18.5.1.1 is the last updated, No new update

|VC++ redistributable version: 14.32.31326.0

”Latest version VC++ redistributable 14.44.35208 - latest released

Till Dec2024:

Cum update SQL 2019 (KB5046860)
Cum update .Net package for win2019
(KB5046540)

Cum update win2019 (KB5048661)

Cum update Microsoft operating system win2019 KB5063877
Latest OS build details: 17763.7678

SQL: Cum update package CU32 is the last one- No new update
File Version 15.0.4435.7

Latest Windows OS updates:

Server (STD): Client (Professional/ ENT):
Windows 2022, OS build: Windows 11, OS build:

21H2 (20348.4052) Version 24H2 (OS 26100.4946)
Windows 2019, OS build: Windows 11, OS build:

1809 (17763.7678) Version 23H2 (0S 22621.5768)

Qualified Build Details:
1) PW Core 6.5.2 with IC 6.5.2.60

2) PW Core 5.5.2 build 12726 Cumulative Hotfix

July 2025:

Article Build Number Release date Products Download CVEs
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5062572

10.0.20348.3932

Jul 8, 2025

Windows Server
2022

Windows Server
2022 (Server
Core installation)

Security Update

CVE-2025-49744
CVE-2025-48815
CVE-2025-49760
CVE-2025-48808
CVE-2025-47975
CVE-2025-49657
CVE-2025-49721
CVE-2025-48816
CVE-2025-49661
CVE-2025-48802
CVE-2025-47976
CVE-2025-48811
CVE-2025-49664
CVE-2025-49675
CVE-2025-49659
CVE-2025-49722
CVE-2025-47981
CVE-2025-47991
CVE-2025-49688
CVE-2025-49730
CVE-2025-49670
CVE-2025-49726
CVE-2025-48822
CVE-2025-49679
CVE-2025-49667
CVE-2025-49680
CVE-2025-49733
CVE-2024-36350
CVE-2025-49684
CVE-2025-48806
CVE-2025-47982
CVE-2025-49740
CVE-2025-47971
CVE-2025-49727
CVE-2025-48803
CVE-2025-48821
CVE-2025-47996
CVE-2025-47998
CVE-2025-49666
CVE-2025-47987
CVE-2025-49729
CVE-2025-49716
CVE-2025-48814
CVE-2025-48805
CVE-2025-49682
CVE-2025-49689
CVE-2025-49690
CVE-2025-49691
CVE-2025-49681
CVE-2025-48003
CVE-2025-47973
CVE-2025-49658
CVE-2025-48000
CVE-2025-47980
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-48824
CVE-2025-48818
CVE-2025-49663
CVE-2025-49671
CVE-2025-48001
CVE-2025-47985
CVE-2025-49724
CVE-2025-49732
CVE-2025-47159
CVE-2025-47999
CVE-2025-47978
CVE-2025-48800
CVE-2025-48804
CVE-2025-36357
CVE-2025-47972
CVE-2025-49723
CVE-2025-49687
CVE-2025-48819
CVE-2025-49686
CVE-2025-49673
CVE-2025-49753
CVE-2025-49683
CVE-2025-48823
CVE-2025-49665
CVE-2025-47984
CVE-2025-49742
CVE-2025-49668
CVE-2025-49669
CVE-2025-49676
CVE-2025-49672
CVE-2025-48820
CVE-2025-49660
CVE-2025-47986
CVE-2025-49674
CVE-2025-49685
CVE-2025-49678
CVE-2025-48817
CVE-2025-49725
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5062560

10.0.14393.8246

Jul 8, 2025

Windows 10
Version 1607 for
32-bit Systems
Windows Server
2016 (Server
Core installation)
Windows 10
Version 1607 for
x64-based
Systems
Windows Server
2016

Security Update

CVE-2025-49744
CVE-2025-48815
CVE-2025-49760
CVE-2025-48808
CVE-2025-47975
CVE-2025-49657
CVE-2025-49721
CVE-2025-48816
CVE-2025-49661
CVE-2025-47976
CVE-2025-48811
CVE-2025-49664
CVE-2025-49675
CVE-2025-49659
CVE-2025-49722
CVE-2025-47981
CVE-2025-47991
CVE-2025-49688
CVE-2025-49730
CVE-2025-49670
CVE-2025-49726
CVE-2025-48822
CVE-2025-49679
CVE-2025-49667
CVE-2025-49680
CVE-2024-36350
CVE-2025-49684
CVE-2025-48806
CVE-2025-47982
CVE-2025-49740
CVE-2025-47971
CVE-2025-49727
CVE-2025-48803
CVE-2025-48821
CVE-2025-47996
CVE-2025-47998
CVE-2025-49666
CVE-2025-47987
CVE-2025-49729
CVE-2025-49716
CVE-2025-48814
CVE-2025-48805
CVE-2025-49689
CVE-2025-49691
CVE-2025-49681
CVE-2025-47973
CVE-2025-49658
CVE-2025-48000
CVE-2025-47980
CVE-2025-48824
CVE-2025-48799
CVE-2025-48818
CVE-2025-49663
CVE-2025-49671
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-48001
CVE-2025-47985
CVE-2025-49732
CVE-2025-47159
CVE-2025-47999
CVE-2025-48800
CVE-2025-48804
CVE-2025-36357
CVE-2025-47972
CVE-2025-49687
CVE-2025-48819
CVE-2025-49686
CVE-2025-49673
CVE-2025-49753
CVE-2025-49683
CVE-2025-48823
CVE-2025-49665
CVE-2025-47984
CVE-2025-49742
CVE-2025-49668
CVE-2025-49669
CVE-2025-49676
CVE-2025-49672
CVE-2025-48820
CVE-2025-49660
CVE-2025-47986
CVE-2025-49674
CVE-2025-49678
CVE-2025-48817
CVE-2025-49725
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5062554

10.0.19045.6093

Jul 8, 2025

Windows 10
Version 22H2 for
32-bit Systems
Windows 10
Version 21H2 for
32-bit Systems
Windows 10
Version 21H2 for
x64-based
Systems
Windows 10
Version 22H2 for
x64-based
Systems
Windows 10
Version 22H2 for
ARM64-based
Systems
Windows 10
Version 21H2 for
ARM64-based
Systems

Security Update

CVE-2025-47999
CVE-2025-48800
CVE-2025-49744
CVE-2025-48815
CVE-2025-48805
CVE-2025-49730
CVE-2025-49682
CVE-2025-48804
CVE-2025-48808
CVE-2025-47975
CVE-2025-49760
CVE-2025-49726
CVE-2025-48822
CVE-2025-36357
CVE-2025-47972
CVE-2025-49679
CVE-2025-49667
CVE-2025-49723
CVE-2025-49687
CVE-2025-49721
CVE-2025-48816
CVE-2025-48819
CVE-2025-49733
CVE-2025-49680
CVE-2025-49690
CVE-2025-49691
CVE-2025-49689
CVE-2025-48003
CVE-2025-47973
CVE-2024-36350
CVE-2025-49686
CVE-2025-49661
CVE-2025-49658
CVE-2025-48000
CVE-2025-49683
CVE-2025-49684
CVE-2025-47980
CVE-2025-48823
CVE-2025-48799
CVE-2025-48806
CVE-2025-47976
CVE-2025-49665
CVE-2025-47982
CVE-2025-49740
CVE-2025-47984
CVE-2025-49742
CVE-2025-48818
CVE-2025-47971
CVE-2025-48811
CVE-2025-49727
CVE-2025-48803
CVE-2025-48821
CVE-2025-47996
CVE-2025-49664
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-48820
CVE-2025-48001
CVE-2025-49660
CVE-2025-47985
CVE-2025-47987
CVE-2025-49675
CVE-2025-49724
CVE-2025-49659
CVE-2025-49722
CVE-2025-49732
CVE-2025-48814
CVE-2025-47986
CVE-2025-47981
CVE-2025-49685
CVE-2025-49678
CVE-2025-48817
CVE-2025-47991
CVE-2025-49725
CVE-2025-47159

Windows Server
2016 (Server
Core installation)
Windows Server

KB5061010 10.0.14393.8148 | Jul 8, 2025 2016 Security Update CVE-2025-49735
Windows Server
2019
Windows Server
2019 (Server
KB5060531 10.0.17763.7434 | Jul 8, 2025 Core installation) | Security Update CVE-2025-49735
Microsoft SQL
Server 2019 for CVE-2025-49719
x64-based CVE-2025-49718
KB5058722 15.0.4435.7 Jul 8, 2025 Systems (CU 32) | Security Update CVE-2025-49717
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE

Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5058721

16.0.4200.1

Jul 8, 2025

Microsoft SQL
Server 2022 for
x64-based
Systems (GDR)

Security Update

CVE-2025-49719
CVE-2025-49718
CVE-2025-49717

KB5058718

13.0.6460.7

Jul 8, 2025

Microsoft SQL
Server 2016 for
x64-based
Systems Service
Pack 2 (GDR)

Security Update

CVE-2025-49719

KB5058717

13.0.7055.9

Jul 8, 2025

Microsoft SQL
Server 2016 for
x64-based
Systems Service
Pack 3 Azure
Connect Feature
Pack

Security Update

CVE-2025-49719

KB5058716

14.0.2075.8

Jul 8, 2025

Microsoft SQL
Server 2017 for
x64-based

Systems (GDR)

Security Update

CVE-2025-49719

KB5058714

14.0.3495.9

Jul 8, 2025

Microsoft SQL
Server 2017 for
x64-based
Systems (CU 31)

Security Update

CVE-2025-49719

KB5058713

15.0.2135.5

Jul 8, 2025

Microsoft SQL
Server 2019 for
x64-based

Systems (GDR)

Security Update

CVE-2025-49719
CVE-2025-49718
CVE-2025-49717

KB5058712

16.0.1140.6

Jul 8, 2025

Microsoft SQL
Server 2022 for
x64-based
Systems (CU 19)

Security Update

CVE-2025-49719
CVE-2025-49718
CVE-2025-49717
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Microsoft Components

ProWatch 6.5.1 packed versions

Latest version July 2025

Till Dec2024:

Cum update .Net package for win2022
(KB5046547)

Cum update win2022 (KB5048685)

Cum update Microsoft operating system win2022 (KB5062572,
KB5060525)
Latest OS build details: 20348.3932

SQL: CU19is the last one — No new update
File Version 16.0.4200.1

|OLE DB Driver: 18.6.5.0

”1 9.4.1 is the last update- No new update

|SQL server native client: 11.4.7462.6

||1 1.4 series is last one, No new update

|ODBC Driver: 17.10.3.1

||1 8.5.1.1 is the last updated, No new update

|VC++ redistributable version: 14.32.31326.0

”Latest version VC++ redistributable 14.44.35208 - latest released

Till Dec2024:

Cum update SQL 2019 (KB5046860)
Cum update .Net package for win2019
(KB5046540)

Cum update win2019 (KB5048661)

Cum update Microsoft operating system win2019 KB5060531
Latest OS build details: 17763.7558

SQL: Cum update package CU32 is the last one- No new update
File Version 15.0.4435.7

Latest Windows OS updates:

Server (STD): Client (Professional/ ENT):
Windows 2022, OS build: Windows 11, OS build:

21H2 (20348.3932) Version 24H2 (OS 26100.4770)
Windows 2019, OS build: Windows 11, OS build:

1809 (17763.7558) Version 23H2 (0S 22621.5699)

Qualified Build Details:
1) PW Core 6.5.2 with IC 6.5.2.60

2) PW Core 6.5.1 build 17310 HOTFIX1 with IC 6.5.1.386 Patch 388

3) PW Core 5.5.2 build 12726 Cumulative Hotfix
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

June 2025:

Article

Build Number

Release
date

Products

Download

CVEs

KB5060526

10.0.20348.3807

Jun 10,
2025

Windows Server
2022 (Server
Core
installation)
Windows Server
2022

Security Update

CVE-2025-47160
CVE-2025-33056
CVE-2025-33066
CVE-2025-32725
CVE-2025-32718
CVE-2025-33070
CVE-2025-33062
CVE-2025-33067
CVE-2025-33053
CVE-2025-33060
CVE-2025-24069
CVE-2025-33058
CVE-2025-32715
CVE-2025-32719
CVE-2025-33057
CVE-2025-32720
CVE-2025-33063
CVE-2025-33071
CVE-2025-33052
CVE-2025-32712
CVE-2025-33068
CVE-2025-33064
CVE-2025-33073
CVE-2025-33055
CVE-2025-32713
CVE-2025-33050
CVE-2025-24068
CVE-2025-32722
CVE-2025-32714
CVE-2025-33075
CVE-2025-3052

CVE-2025-24065
CVE-2025-32721
CVE-2025-33065
CVE-2025-32716
CVE-2025-29828
CVE-2025-33061
CVE-2025-32724
CVE-2025-33059
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5060525

10.0.20348.3745

Jun 10,
2025

Windows Server
2022 (Server
Core
installation)
Windows Server
2022

SecurityHotpatchUpdate

CVE-2025-47160
CVE-2025-33056
CVE-2025-33066
CVE-2025-32725
CVE-2025-32718
CVE-2025-33070
CVE-2025-33062
CVE-2025-33067
CVE-2025-33053
CVE-2025-33060
CVE-2025-24069
CVE-2025-33058
CVE-2025-32715
CVE-2025-32719
CVE-2025-33057
CVE-2025-32720
CVE-2025-33063
CVE-2025-33071
CVE-2025-33052
CVE-2025-32712
CVE-2025-33068
CVE-2025-33064
CVE-2025-33073
CVE-2025-33055
CVE-2025-32713
CVE-2025-33050
CVE-2025-24068
CVE-2025-32722
CVE-2025-32714
CVE-2025-33075
CVE-2025-3052

CVE-2025-24065
CVE-2025-32721
CVE-2025-33065
CVE-2025-32716
CVE-2025-29828
CVE-2025-33061
CVE-2025-32724
CVE-2025-33059



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5060531

10.0.17763.7434

Jun 10,
2025

CVE-2025-47160
CVE-2025-33056
CVE-2025-33066
CVE-2025-32725
CVE-2025-32718
CVE-2025-33070
CVE-2025-33062
CVE-2025-33067
CVE-2025-33053
CVE-2025-33060
CVE-2025-24069
CVE-2025-33058
CVE-2025-32715
CVE-2025-32719
CVE-2025-33057
CVE-2025-32720
CVE-2025-33063
CVE-2025-33071
CVE-2025-33052
CVE-2025-32712
CVE-2025-33068
CVE-2025-33064
CVE-2025-33073
CVE-2025-33055
CVE-2025-32713

Windows 10 CVE-2025-33050
Version 1809 for CVE-2025-24068
x64-based CVE-2025-32722
Systems CVE-2025-32714
Windows Server CVE-2025-33075
2019 CVE-2025-3052

Windows Server
2019 (Server
Core
installation)
Windows 10
Version 1809 for
32-bit Systems

Security Update

CVE-2025-24065
CVE-2025-32721
CVE-2025-33065
CVE-2025-32716
CVE-2025-33061
CVE-2025-32724
CVE-2025-33059

KB5058411

10.0.26100.4061

Jun 10,
2025

Windows Server
2025 (Server
Core
installation)
Windows Server
2025

Windows 11
Version 24H2 for
x64-based
Systems
Windows 11
Version 24H2 for
ARM64-based
Systems

Security Update

CVE-2025-47969
CVE-2025-47955
CVE-2025-32710
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

Microsoft Components

ProWatch 6.5.1 packed versions

Latest version Jun 2025

Till Dec2024:

Cum update .Net package for win2022
(KB5046547)

Cum update win2022 (KB5048685)

Cum update Microsoft operating system win2022 (KB5060526,
KB5060525)
Latest OS build details: 20348.3807

SQL: CU19is the last one — No new update
File Version 16.0.4195.2

|OLE DB Driver: 18.6.5.0

||19.4.1 is the last update- No new update

|SQL server native client: 11.4.7462.6

||1 1.4 series is last one, No new update

|ODBC Driver: 17.10.3.1

”18.5.1 .1is the last updated, No new update

VC++ redistributable version: 14.32.31326.0

Latest version VC++ redistributable 14.44.35208 - latest
released

Till Dec2024:

Cum update SQL 2019 (KB5046860)
Cum update .Net package for win2019
(KB5046540)

Cum update win2019 (KB5048661)

Cum update Microsoft operating system win2019 KB5060531
Latest OS build details: 17763.7434

SQL: Cum update package CU32 is the last one- No new update
File Version 15.0.4430.1

Latest Windows OS updates:

Server (STD): Client (Professional/ ENT):
Windows 2022, OS build: Windows 11, OS build:

21H2 (20348.3807) Version 24H2 (OS 26100.4484)
Windows 2019, OS build: Windows 11, OS build:

1809 (17763.7434) Version 23H2 (0S 22631.5192)

Qualified Build Details:

1) PW Core 6.5.1 build 17310 HOTFIX1 with IC 6.5.1.386 Patch 388

2) PW Core 5.5.2 build 12726 Cumulative Hotfix
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

May 2025:
Release
Article Build Number date Products Download CVEs

May 13,
KB5058385 | 10.0.20348.3692 | 2025

Windows Server
2022 (Server Core
installation)
Windows Server
2022

Security Update

CVE-2025-29959
CVE-2025-30394
CVE-2025-29961
CVE-2025-29841
CVE-2025-29963
CVE-2025-27468
CVE-2025-30400
CVE-2025-29957
CVE-2025-26677
CVE-2025-29842
CVE-2025-29968
CVE-2025-32706
CVE-2025-29964
CVE-2025-29829
CVE-2025-29837
CVE-2025-29836
CVE-2025-29840
CVE-2025-29835
CVE-2025-29960
CVE-2025-29966
CVE-2025-29956
CVE-2025-29954
CVE-2025-29831
CVE-2025-29962
CVE-2025-29967
CVE-2025-24063
CVE-2025-29839
CVE-2025-32709
CVE-2025-32701
CVE-2025-30385
CVE-2025-29832
CVE-2025-30388
CVE-2025-29969
CVE-2025-29833
CVE-2025-29974
CVE-2025-29830
CVE-2025-30397
CVE-2025-29958
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5058500

10.0.20348.3630

May 13,
2025

Windows Server
2022 (Server Core
installation)
Windows Server
2022

SecurityHotpatchUpdate

CVE-2025-29959
CVE-2025-30394
CVE-2025-29961
CVE-2025-29841
CVE-2025-29963
CVE-2025-27468
CVE-2025-30400
CVE-2025-29957
CVE-2025-26677
CVE-2025-29842
CVE-2025-29968
CVE-2025-32706
CVE-2025-29829
CVE-2025-29964
CVE-2025-29837
CVE-2025-29836
CVE-2025-29840
CVE-2025-29835
CVE-2025-29960
CVE-2025-29966
CVE-2025-29956
CVE-2025-29954
CVE-2025-29831
CVE-2025-29962
CVE-2025-29967
CVE-2025-24063
CVE-2025-29839
CVE-2025-32709
CVE-2025-32701
CVE-2025-30385
CVE-2025-29832
CVE-2025-30388
CVE-2025-29969
CVE-2025-29833
CVE-2025-29974
CVE-2025-29830
CVE-2025-30397
CVE-2025-29958
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5058384

10.0.25398.1611

May 13,
2025

Windows Server
2022, 23H2
Edition (Server
Core installation)

Security Update

CVE-2025-29959
CVE-2025-30394
CVE-2025-29961
CVE-2025-29841
CVE-2025-29963
CVE-2025-27468
CVE-2025-30400
CVE-2025-29957
CVE-2025-26677
CVE-2025-29842
CVE-2025-29968
CVE-2025-32706
CVE-2025-29829
CVE-2025-29964
CVE-2025-29837
CVE-2025-29836
CVE-2025-29840
CVE-2025-29835
CVE-2025-29960
CVE-2025-29966
CVE-2025-29956
CVE-2025-29954
CVE-2025-29831
CVE-2025-29962
CVE-2025-29967
CVE-2025-24063
CVE-2025-29839
CVE-2025-32709
CVE-2025-32701
CVE-2025-30385
CVE-2025-29832
CVE-2025-30388
CVE-2025-29969
CVE-2025-29833
CVE-2025-29974
CVE-2025-29970
CVE-2025-29830
CVE-2025-30397
CVE-2025-29958
CVE-2025-29955
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

KB5058392

10.0.17763.7314

May 13,
2025

Windows Server
2019

Windows Server
2019 (Server Core
installation)
Windows 10
Version 1809 for
x64-based
Systems
Windows 10
Version 1809 for
32-bit Systems

Security Update

CVE-2025-29959
CVE-2025-30394
CVE-2025-29961
CVE-2025-29963
CVE-2025-27468
CVE-2025-30400
CVE-2025-29957
CVE-2025-32707
CVE-2025-26677
CVE-2025-29842
CVE-2025-29968
CVE-2025-32706
CVE-2025-29829
CVE-2025-29964
CVE-2025-29837
CVE-2025-29836
CVE-2025-29840
CVE-2025-29835
CVE-2025-29960
CVE-2025-29966
CVE-2025-29956
CVE-2025-29954
CVE-2025-29831
CVE-2025-29962
CVE-2025-29967
CVE-2025-24063
CVE-2025-29839
CVE-2025-32709
CVE-2025-32701
CVE-2025-30385
CVE-2025-29832
CVE-2025-30388
CVE-2025-29969
CVE-2025-29833
CVE-2025-29974
CVE-2025-29830
CVE-2025-30397
CVE-2025-29958

Microsoft Components

ProWatch 6.5.1 packed versions

Latest version May 2025

Till Dec2024:

Cum update .Net package for win2022

(KB5046547)

Cum update win2022 (KB5048685)

KB5054531

File Version 16.0.4195.2

Cum update Microsoft operating system win2022 (KB5058385,
KB5058500, KB5058384)
Latest OS build details: 20348.3692

SQL: Cumulative Update Package CU19 for SQL Server 2022 -
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

|OLE DB Driver: 18.6.5.0

|[19.4.1

[SQL server native client: 11.4.7462.6

||1 1.4 No new update

|[oDBC Driver: 17.10.3.1

”18.5.1.1 No new update

|VC++ redistributable version: 14.32.31326.0

||Latest version VC++ redistributable 14.44.35112.1

Till Dec2024:

Cum update SQL 2019 (KB5046860)
Cum update .Net package for win2019
(KB5046540)

Cum update win2019 (KB5048661)

Cum update Microsoft operating system win2019 KB5058392
Latest OS build details: 17763.7314

SQL: Cum update package CU32 SQL 2019 (KB5054833)-
File Version 15.0.4430.1 - No new update May month

Latest Windows OS updates:

Server (STD): Client (Professional/ ENT):
Windows 2022, OS build: Windows 11, OS build:

21H2 (20348.3692) Version 24H2 (0S 26100.3775)
Windows 2019, OS build: Windows 11, OS build:

1809 (17763.7314) Version 23H2 (0S 22631.5192)

Qualified Build Details:
1) PW Core 6.5 with IC 6.5.0.343

2) PW Core 6.5 build 17176 HOTFIX2 with IC 6.5.0.343 Patch 357

3) PW Core 5.5.2 build 12726 Cumulative Hotfix

April 2025:

| Article Build Number Release date

Products Download CVEs
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
26669
CVE-2025-
27487
CVE-2025-
27738
CVE-2025-
26665
CVE-2025-
27732
CVE-2025-
21221
CVE-2025-
26673
CVE-2025-
21205
CVE-2025-
24062
CVE-2025-
21197
CVE-2025-
26686
CVE-2025-
27727
CVE-2025-
29812
CVE-2025-
27467
CVE-2025-
27484
CVE-2025-
27729
CVE-2025-
26670
CVE-2025-
27478
CVE-2025-
26674
CVE-2025-
27742
CVE-2025-
26635
Windows 11 Version CVE-2025-
23H2 for x64-based 26679
Systems CVE-2025-
Windows 11 Version 27477
22H2 for ARM64- CVE-2025-
based Systems 27481
Windows 11 Version CVE-2025-
22H2 for x64-based 26648
Systems CVE-2025-
Windows 11 Version 24060
23H2 for ARM64- Security CVE-2025-
KB5055528 | 10.0.22631.5191 | Apr 8, 2025 based Systems Update 21222
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
27492
CVE-2025-
26672
CVE-2025-
26644
CVE-2025-
27471
CVE-2025-
27469
CVE-2025-
26666
CVE-2025-
27491
CVE-2025-
29824
CVE-2025-
24073
CVE-2025-
27735
CVE-2025-
29809
CVE-2025-
26649
CVE-2025-
26640
CVE-2025-
26637
CVE-2025-
24058
CVE-2025-
27739
CVE-2025-
26651
CVE-2025-
27475
CVE-2025-
26678
CVE-2025-
21191
CVE-2025-
27730
CVE-2025-
27737
CVE-2025-
26668
CVE-2025-
26681
CVE-2025-
26688
CVE-2025-
21204
CVE-2025-
26641
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
26639
CVE-2025-
26663
CVE-2025-
27731
CVE-2025-
26687
CVE-2025-
29810
CVE-2025-
29811
CVE-2025-
27476
CVE-2025-
27490
CVE-2025-
24074
CVE-2025-
27736
CVE-2025-
26675
CVE-2025-
27473

KB5054980 | Not Present Not Present Not Present Not Present Not Present

KB2267602 | Not Present Not Present Not Present Not Present Not Present
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
27732
CVE-2025-
26686
CVE-2025-
24062
CVE-2025-
27727
CVE-2025-
27479
CVE-2025-
21203
CVE-2025-
26674
CVE-2025-
27481
CVE-2025-
21222
CVE-2025-
26672
CVE-2025-
26644
CVE-2025-
27469
CVE-2025-
26647
CVE-2025-
26652
CVE-2025-
26668
CVE-2025-
26688
CVE-2025-
27470
CVE-2025-
26663
CVE-2025-
27476
CVE-2025-
27490
CVE-2025-
24074
CVE-2025-
27736
Windows 11 Version CVE-2025-
24H2 for x64-based 27487
Systems CVE-2025-
Windows Server 2025 27474
(Server Core CVE-2025-
installation) 27478
Windows 11 Version CVE-2025-
24H2 for ARM64- 29812
based Systems Security CVE-2025-
KB5055523 | 10.0.26100.3775 | Apr 8, 2025 Windows Server 2025 | Update 27467
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
27742
CVE-2025-
27477
CVE-2025-
29824
CVE-2025-
24073
CVE-2025-
29809
CVE-2025-
27480
CVE-2025-
27730
CVE-2025-
27737
CVE-2025-
21204
CVE-2025-
26639
CVE-2025-
26687
CVE-2025-
26676
CVE-2025-
26669
CVE-2025-
27486
CVE-2025-
21174
CVE-2025-
27482
CVE-2025-
27484
CVE-2025-
27729
CVE-2025-
26679
CVE-2025-
26648
CVE-2025-
24060
CVE-2025-
26649
CVE-2025-
26640
CVE-2025-
24058
CVE-2025-
26651
CVE-2025-
26664
CVE-2025-
27485
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
26680
CVE-2025-
27740
CVE-2025-
29810
CVE-2025-
29811
CVE-2025-
27738
CVE-2025-
26665
CVE-2025-
21221
CVE-2025-
26673
CVE-2025-
26671
CVE-2025-
21205
CVE-2025-
21197
CVE-2025-
26670
CVE-2025-
27492
CVE-2025-
26666
CVE-2025-
27471
CVE-2025-
27491
CVE-2025-
27735
CVE-2025-
26637
CVE-2025-
26667
CVE-2025-
27739
CVE-2025-
27475
CVE-2025-
26678
CVE-2025-
21191
CVE-2025-
26681
CVE-2025-
26641
CVE-2025-
27731
CVE-2025-
27728
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
26675
CVE-2025-
27473

KB5056686 | Not Present Not Present Not Present Not Present Not Present

KB5054979 | Not Present Not Present Not Present Not Present Not Present

CVE-2025-
29808
CVE-2025-
27732
CVE-2025-
27489
CVE-2025-
26686
CVE-2025-
24062
CVE-2025-
27727
CVE-2025-
27479
CVE-2025-
21203
CVE-2025-
Azure Stack HCI OS 26674
22H2 CVE-2025-
Windows Server 2022 27481
(Server Core CVE-2025-
installation) Security 21222
KB5055526 | 10.0.20348.3454 | Apr 8, 2025 Windows Server 2022 | Update CVE-2025-
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

26672
CVE-2025-
27469
CVE-2025-
26647
CVE-2025-
26652
CVE-2025-
26668
CVE-2025-
26688
CVE-2025-
27470
CVE-2025-
26663
CVE-2025-
27490
CVE-2025-
24074
CVE-2025-
27736
CVE-2025-
27487
CVE-2025-
27474
CVE-2025-
27478
CVE-2025-
29812
CVE-2025-
27742
CVE-2025-
26635
CVE-2025-
27477
CVE-2025-
29824
CVE-2025-
24073
CVE-2025-
29809
CVE-2025-
27480
CVE-2025-
27737
CVE-2025-
21204
CVE-2025-
26639
CVE-2025-
26687
CVE-2025-
26676
CVE-2025-
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

26669
CVE-2025-
27486
CVE-2025-
21174
CVE-2025-
27482
CVE-2025-
27484
CVE-2025-
26679
CVE-2025-
26648
CVE-2025-
24060
CVE-2025-
26649
CVE-2025-
24058
CVE-2025-
26651
CVE-2025-
26664
CVE-2025-
27485
CVE-2025-
26680
CVE-2025-
27740
CVE-2025-
29810
CVE-2025-
27738
CVE-2025-
26665
CVE-2025-
26673
CVE-2025-
21221
CVE-2025-
26671
CVE-2025-
21205
CVE-2025-
21197
CVE-2025-
26670
CVE-2025-
27492
CVE-2025-
26666
CVE-2025-
27471
CVE-2025-
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

27491
CVE-2025-
27735
CVE-2025-
26637
CVE-2025-
26667
CVE-2025-
27739
CVE-2025-
26678
CVE-2025-
21191
CVE-2025-
26681
CVE-2025-
26641
CVE-2025-
27731
CVE-2025-
26675
CVE-2025-
27473

KB5055688

Not Present

Not Present

Not Present

Not Present

Not Present

KB5059092

Not Present

Not Present

Not Present

Not Present

Not Present

KB5046862

Not Present

Not Present

Not Present

Not Present

Not Present

KB5037570

Not Present

Not Present

Not Present

Not Present

Not Present

KB5040711

Not Present

Not Present

Not Present

Not Present

Not Present

KB5055681

Not Present

Not Present

Not Present

Not Present

Not Present

KB5055519

10.0.17763.7137

Apr 8, 2025

Windows Server 2019
(Server Core
installation)
Windows 10 Version
1809 for x64-based
Systems

Windows 10 Version
1809 for 32-bit
Systems

Windows Server 2019

Security
Update

CVE-2025-
26669
CVE-2025-
27487
CVE-2025-
27474
CVE-2025-
27486
CVE-2025-
27738
CVE-2025-
26686
CVE-2025-
27732
CVE-2025-
26673
CVE-2025-
21221
CVE-2025-
27741
CVE-2025-
21174
CVE-2025-
26665
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
27482
CVE-2025-
26671
CVE-2025-
21205
CVE-2025-
21197
CVE-2025-
27483
CVE-2025-
27727
CVE-2025-
27467
CVE-2025-
26670
CVE-2025-
27484
CVE-2025-
27479
CVE-2025-
27478
CVE-2025-
21203
CVE-2025-
26674
CVE-2025-
27742
CVE-2025-
26635
CVE-2025-
27481
CVE-2025-
26679
CVE-2025-
26648
CVE-2025-
27477
CVE-2025-
24060
CVE-2025-
21222
CVE-2025-
27733
CVE-2025-
26672
CVE-2025-
26666
CVE-2025-
26644
CVE-2025-
27469
CVE-2025-
27471
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
27491
CVE-2025-
29824
CVE-2025-
24073
CVE-2025-
27735
CVE-2025-
29809
CVE-2025-
26640
CVE-2025-
26637
CVE-2025-
24058
CVE-2025-
27480
CVE-2025-
26667
CVE-2025-
27739
CVE-2025-
26664
CVE-2025-
27485
CVE-2025-
26678
CVE-2025-
27730
CVE-2025-
21191
CVE-2025-
26647
CVE-2025-
26652
CVE-2025-
27737
CVE-2025-
26680
CVE-2025-
26668
CVE-2025-
26688
CVE-2025-
21204
CVE-2025-
27470
CVE-2025-
26641
CVE-2025-
26663
CVE-2025-
27731
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-
27740
CVE-2025-
26687
CVE-2025-
29810
CVE-2025-
27476
CVE-2025-
26676
CVE-2025-
24074
CVE-2025-
27736
CVE-2025-
27473

KB5058922 | Not Present Not Present Not Present Not Present Not Present

Microsoft Components

ProWatch 6.5.1 packed versions Latest version Apr 2025

Cum update Microsoft operating system win2022 (KB5055526,
KB5055688)

Till Dec2024: 0S build details: 20348.3454

Cum update .Net package for
win2022 (KB5046547)

Cum update win2022 (KB5043685) SQL: Cumulative Update Package CU18 for SQL Server 2022 -

KB5050771
File Version 16.0.4185.3 -No new update Apr month

|oLE DB Driver: 18.6.5.0 ||79.3.5 No new update |

SQL server native client:
11.4.7462.6

|obBc Driver: 17.10.3.1 ||78.5.1.7 (New update) |

11.4 No new update

VC++ redistributable version:

14.32.31326.0 Latest version VC++ redistributable 14.42.34438.0- No new update

Cum update Microsoft operating system win2019 (KB5055681,
KB5055519)
OS build details: 17763.7240

Till Dec2024:

Cum update SQL 2019 (KB5046860)
Cum update .Net package for
win2019 (KB5046540)

Cum update win2019 (KB5048667) SQL: Cum update package CU32 SQL 2019 (KB5054833)-

File Version 15.0.4430.1 - No new update Apr month

Latest Windows OS updates:
| Server (STD): | Client (Professional/ ENT): |
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javascript:void(0);
javascript:void(0);

Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

21H2 (20348.3453)

1809 (17763.7240)

Windows 2022, OS build:

Windows 2019, OS build:

Windows 11, OS build:
Version 24H2 (OS 26100.3775)

Windows 11, OS build:
Version 23H2 (0S 22631.5192)

Qualified Build Details:
1) PW Core 6.5 with IC 6.5.0.343

2) PW Core 6.5 build 17176 HOTFIX2 with IC 6.5.0.343 Patch 357
3) PW Core 5.5.2 build 12726 Cumulative Hotfix

Mar 2025:

Release
Article Build Number date

Products

Download

CVEs



https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

KB5053596

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

10.0.17763.7009

Mar 11,
2025

Windows Server
2019 (Server Core
installation)
Windows Server
2019

Security
Update

CVE-2025-24067
CVE-2025-21247
CVE-2025-24046
CVE-2025-24985
CVE-2025-21180
CVE-2025-24055
CVE-2025-24061
CVE-2025-24048
CVE-2025-26645
CVE-2025-25008
CVE-2025-24045
CVE-2025-24984
CVE-2025-24051
CVE-2025-24044
CVE-2025-24995
CVE-2025-24071
CVE-2025-24054
CVE-2025-24056
CVE-2025-26633
CVE-2025-24072
CVE-2025-24996
CVE-2025-24035
CVE-2025-24991
CVE-2025-24993
CVE-2025-24066
CVE-2025-24050
CVE-2025-24988
CVE-2025-24992
CVE-2025-24059
CVE-2024-9157

CVE-2025-24987
CVE-2025-24064
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Honeywell

Honeywell Commercial Security
715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2025-24067
CVE-2025-21247
CVE-2025-24046
CVE-2025-24985
CVE-2025-21180
CVE-2025-24055
CVE-2025-24061
CVE-2025-24048
CVE-2025-26645
CVE-2025-25008
CVE-2025-24045
CVE-2025-24984
CVE-2025-24051
CVE-2025-24997
CVE-2025-24044
CVE-2025-24995
CVE-2025-24071
CVE-2025-24054
CVE-2025-24056
CVE-2025-26633
CVE-2025-24072
CVE-2025-24996
CVE-2025-24035
CVE-2025-24991
CVE-2025-24993
CVE-2025-24066
CVE-2025-24050
CVE-2025-24084
CVE-2025-24988

Windows Server

CVE-2025-24992

2022 CVE-2025-24059
Windows Server CVE-2024-9157
Mar 11, 2022 (Server Core | Security CVE-2025-24987
KB5053603 | 70.0.20348.3328 | 2025 installation) Update CVE-2025-24064
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KB5053602

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

10.0.22631.5039

Mar 11,
2025

Windows 11
Version 22H2 for
x64-based
Systems
Windows 11
Version 23H2 for
ARM64-based
Systems
Windows 11
Version 23H2 for
x64-based
Systems
Windows 11
Version 22H2 for
ARM64-based
Systems

Security
Update

CVE-2025-24067
CVE-2025-21247
CVE-2025-24046
CVE-2025-24985
CVE-2025-21180
CVE-2025-24055
CVE-2025-24061
CVE-2025-24048
CVE-2025-24076
CVE-2025-26645
CVE-2025-24984
CVE-2025-24051
CVE-2025-24997
CVE-2025-24044
CVE-2025-24995
CVE-2025-24071
CVE-2025-24054
CVE-2025-24056
CVE-2025-26633
CVE-2025-24072
CVE-2025-24996
CVE-2025-24035
CVE-2025-24991
CVE-2025-24994
CVE-2025-24993
CVE-2025-24066
CVE-2025-24050
CVE-2025-24084
CVE-2025-24988
CVE-2025-24992
CVE-2025-24059
CVE-2024-9157

CVE-2025-24987
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CVE-2025-24067
CVE-2025-21247
CVE-2025-24046
CVE-2025-24985
CVE-2025-21180
CVE-2025-24055
CVE-2025-24061
CVE-2025-24048
CVE-2025-24076
CVE-2025-26645
CVE-2025-25008
CVE-2025-24045
CVE-2025-24984
CVE-2025-24051
CVE-2025-24997
CVE-2025-24044
CVE-2025-24995
CVE-2025-24071
CVE-2025-24054
CVE-2025-24056
CVE-2025-26633
CVE-2025-24072
CVE-2025-24996
CVE-2025-24035
CVE-2025-24991
CVE-2025-24993

Windows 11 CVE-2025-24994
Version 24H2 for CVE-2025-24066
x64-based CVE-2025-24050
Systems CVE-2025-24084
Windows Server CVE-2025-24988
2025 CVE-2025-24992
Windows 11 CVE-2025-24059
Version 24H2 for CVE-2024-9157
Mar 11, ARM64-based Security CVE-2025-24987
KB5053598 | 70.0.267100.3476 | 2025 Systems Update CVE-2025-24064
Windows 11 24H2
Mar 11, for ASP.NET Core Security
KB5054229 | 8.0.14 2025 8.0 Update CVE-2025-24070
Cumulative
Update Package Cumulative
Mar 13, CU18for SQL package
KB5050771 16.0.4185.3 2025 Server 2022 update NA
Feb 27,
2025
(updated as | Cumulative
part of Update Package Cumulative
15.0.4430.1 March CU32for SQL package
KB5054833 patch test) Server2019 update NA
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Microsoft Components

ProWatch 6.5.1 packed versions

Latest version Mar 2025

Till Dec2024:

Cum update .Net package for win2022
(KB5046547)

Cum update win2022 (KB5048685)

Cum update Microsoft operating system win2022 (KB5053603,

KB5051979)
OS build details: 20348.3328

SQL: Cumulative Update Package CU18 for SQL Server 2022 -
KB5050771

File Version 16.0.4185.3

|OLE DB Driver: 18.6.5.0

” 19.3.5 (No further update in Mar)

|SQL server native client: 11.4.7462.6

” 11.4 (No further update in Mar)

|oDBC Driver: 17.10.3.1

|[78.4.1.7 (No further update in Mar)

|VC++ redistributable version: 14.32.31326.0

”Latest version VC++ redistributable 14.42.34438.0

Till Dec2024:

Cum update SQL 2019 (KB5046860)
Cum update .Net package for win2019
(KB5046540)

Cum update win2019 (KB5048661)

Cum update Microsoft operating system win2019 (KB5053596,

KB5052000)
OS build details: 17763.7009

SQL: Cum update package CU32 SQL 2019 (KB5054833)-
File Version 15.0.4430.1

Latest Windows OS updates:

Server (STD):

Client (Professional/ ENT):

Windows 2022, OS build:
21H2 (10.0.20348.3328)

Windows 2019, OS build:
1809(10.0.17763.7009)

Windows 11, OS build:
Version 24H2 (OS 26100.3476)

Qualified Build Details:
1) PW Core 6.5with IC 6.5.0.343

2) PW Core 6.5 build 17176 HOTFIX2 with IC 6.5.0.343 Patch 357
3) PW Core 5.5.2 build 12726 Cumulative Hotfix
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Feb 2025:

Article

Build Number

Release
date

Products

Download

CVEs

KB5051989

10.0.22621.4890

Feb 11,
2025

Windows 11 Version
23H2 for x64-based
Systems

Security Update

CVE-2025-21216
CVE-2025-21373
CVE-2025-21376
CVE-2025-21377
CVE-2025-21347
CVE-2025-21254
CVE-2025-21181
CVE-2025-21212
CVE-2025-21414
CVE-2025-21367
CVE-2025-21371
CVE-2025-21184
CVE-2025-21358
CVE-2025-21359

KB5052000

10.0.17763.6893

Feb 11,
2025

Windows Server 2019

Security Update

CVE-2025-21216
CVE-2025-21373
CVE-2025-21377
CVE-2025-21254
CVE-2025-21181
CVE-2025-21212
CVE-2025-21414
CVE-2025-21367
CVE-2025-21371
CVE-2025-21184
CVE-2025-21359

KB5051979

10.0.20348.3207

Feb 11,
2025

Windows Server 2022

Security Update

CVE-2025-21216
CVE-2025-21373
CVE-2025-21377
CVE-2025-21254
CVE-2025-21181
CVE-2025-21212
CVE-2025-21414
CVE-2025-21367
CVE-2025-21371
CVE-2025-21184
CVE-2025-21359

KB5049296

15.0.4420.2

Feb 11,
2025

Cumulative Update 31
for SQL Server 2019

Cumulative
package update

NA
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Feb 11, Definition
KB2267602 | 1.421.1358.0 2025 MS Security Essentials Updates NA
Feb 11, Windows 11 version
KB890830 v5.132 2025 Windows Server 2019 Update Rollups | NA

Microsoft Components details:

Updates

Latest version Jan 2025

Latest version Feb 2025

Till Dec2024:

Cumulative update .Net
package for win2022
(KB5046547)

Cumulative update win2022
(KB5048685)

Cumulative update .Net package for
win2022 (KB5050187)
Cumulative update win2022 (KB5049983)
Cumulative update SQL 2022
(KB5048038)- CU17 (Latest) File Version
16.0.4175.1

Windows update: KB5051979

| OLE DB Driver: 18.6.5.0

|| 19.3.5

|| No new update

SQL server native client:
11.4.7462.6

11.4, no new update

No new update

| ODBC Driver: 17.10.3.1

|| 18.4.1.1

|| No new update

VC++ redistributable version:
14.32.31326.0

No new update

No new update

Cumulative update SQL 2019
(KB5046860)

Cumulative update .Net
package for win2019
(KB5046540)

Cumulative update win2019
(KB5048661)

Cumulative update SQL 2019
(KB5049235)- File Version 15.0.4415.2
Cumulative update .Net package for

win2019 (KB5050182)
Cumulative update win2019
(KB5050008)

Cumulative update SQLServer2019
(KB5049296)- File version 15.0.4420.2

Latest Windows OS updates:

Server (STD):

Windows 2019, OS build: 1809

Windows 2022, OS build: 21H2 (OS 20348.3207)

(10.0.17763.6893)

Client (Professional/ ENT):
Windows 11, OS build: 23H2 (0S 22631.4890)

Qualified Build Details:
1)
2)
3)

Jan 2025:
CVE-2025-21409
CVE-2025-21374
CVE-2025-21340
CVE-2025-21339
CVE-2025-21334
CVE-2025-21332

PW Core 6.5 with IC 6.5.
PW Core 6.5 build 17176 HOTFIX2 with IC 6.5.0.343 Patch 357
PW Core 5.5.2 build 12726 Cumulative Hotfix

0.343

Windows Telephony Service Remote Code Execution Vulnerability

Windows CSC Service Information Disclosure Vulnerability

Windows Virtualization-Based Security (VBS) Security Feature Bypass Vulnerability
Windows Telephony Service Remote Code Execution Vulnerability

Windows Hyper-V NT Kernel Integration VSP Elevation of Privilege Vulnerability
MapUrlToZone Security Feature Bypass Vulnerability
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CVE-2025-21331
CVE-2025-21325
CVE-2025-21324
CVE-2025-21317
CVE-2025-21312

CVE-2025-21310

CVE-2025-21308

CVE-2025-21300

CVE-2025-21292
CVE-2025-21286
CVE-2025-21278
CVE-2025-21276
CVE-2025-21261
CVE-2025-21246
CVE-2025-21245
CVE-2025-21232
CVE-2025-21229
CVE-2025-21228
CVE-2025-21227
CVE-2025-21223
CVE-2025-21217
CVE-2025-21207
CVE-2025-21202
CVE-2025-21193
CVE-2025-21189
CVE-2025-21176
CVE-2025-21409
CVE-2025-21374
CVE-2025-21340
CVE-2025-21339

Windows Installer Elevation of Privilege Vulnerability

Windows Secure Kernel Mode Elevation of Privilege Vulnerability

Windows Digital Media Elevation of Privilege Vulnerability

Windows Kernel Memory Information Disclosure Vulnerability

Windows Smart Card Reader Information Disclosure Vulnerability

Windows Digital Media Elevation of Privilege Vulnerability

Windows Themes Spoofing Vulnerability

Windows upnphost.dll Denial of Service Vulnerability

Windows Search Service Elevation of Privilege Vulnerability

Windows Telephony Service Remote Code Execution Vulnerability

Windows Remote Desktop Gateway (RD Gateway) Denial of Service Vulnerability
Windows MapUrlToZone Denial of Service Vulnerability

Windows Digital Media Elevation of Privilege Vulnerability

Windows Telephony Service Remote Code Execution Vulnerability

Windows Telephony Service Remote Code Execution Vulnerability

Windows Digital Media Elevation of Privilege Vulnerability

Windows Digital Media Elevation of Privilege Vulnerability

Windows Digital Media Elevation of Privilege Vulnerability

Windows Digital Media Elevation of Privilege Vulnerability

Windows Telephony Service Remote Code Execution Vulnerability

Windows NTLM Spoofing Vulnerability

Windows Connected Devices Platform Service (Cdpsvc) Denial of Service Vulnerability
Windows Recovery Environment Agent Elevation of Privilege Vulnerability

Active Directory Federation Server Spoofing Vulnerability

MapUrlToZone Security Feature Bypass Vulnerability

.NET, .NET Framework, and Visual Studio Remote Code Execution Vulnerability
Windows Telephony Service Remote Code Execution Vulnerability

Windows CSC Service Information Disclosure Vulnerability

Windows Virtualization-Based Security (VBS) Security Feature Bypass Vulnerability
Windows Telephony Service Remote Code Execution Vulnerability

2024 - Microsoft® Patches Tested with Pro-Watch

Dec 2024:
CVE-2024-49138

CVE-2024-49128

CVE-2024-49127
CVE-2024-49125
CVE-2024-49118
CVE-2024-49116
CVE-2024-49114
CVE-2024-49113
CVE-2024-49112

CVE-2024-49110

CVE-2024-49109

CVE-2024-49108

CVE-2024-49107

CVE-2024-49105

CVE-2024-49095
CVE-2024-49091
CVE-2024-49090
CVE-2024-49088

Windows Common Log File System Driver Elevation of Privilege Vulnerability

Windows Remote Desktop Services Remote Code Execution Vulnerability

Windows Lightweight Directory Access Protocol (LDAP) Remote Code Execution Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Microsoft Message Queuing (MSMQ) Remote Code Execution Vulnerability

Windows Remote Desktop Services Remote Code Execution Vulnerability

Windows Cloud Files Mini Filter Driver Elevation of Privilege Vulnerability

Windows Lightweight Directory Access Protocol (LDAP) Denial of Service Vulnerability
Windows Lightweight Directory Access Protocol (LDAP) Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Elevation of Privilege Vulnerability

Wireless Wide Area Network Service (WwanSvc) Elevation of Privilege Vulnerability

Windows Remote Desktop Services Remote Code Execution Vulnerability

WmsRepair Service Elevation of Privilege Vulnerability

Remote Desktop Client Remote Code Execution Vulnerability

Windows PrintWorkflowUserSvc Elevation of Privilege Vulnerability

Windows Domain Name Service Remote Code Execution Vulnerability

Windows Common Log File System Driver Elevation of Privilege Vulnerability

Windows Common Log File System Driver Elevation of Privilege Vulnerability
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CVE-2024-49082
CVE-2024-49081
CVE-2024-49080
CVE-2024-49079
CVE-2024-49076
CVE-2024-49075
CVE-2024-49043

Windows File Explorer Information Disclosure Vulnerability

Wireless Wide Area Network Service (WwanSvc) Elevation of Privilege Vulnerability
Windows IP Routing Management Snapin Remote Code Execution Vulnerability

Input Method Editor (IME) Remote Code Execution Vulnerability

Windows Virtualization-Based Security (VBS) Enclave Elevation of Privilege Vulnerability
Windows Remote Desktop Services Denial of Service Vulnerability
Microsoft.SqlServer.XEvent.Configuration.dll Remote Code Execution Vulnerability

CVE-2024-49021
CVE-2024-49018
CVE-2024-49017
CVE-2024-49016
CVE-2024-49015
CVE-2024-49014
CVE-2024-49013
CVE-2024-49012
CVE-2024-49011
CVE-2024-49010
CVE-2024-49009
CVE-2024-49008
CVE-2024-49007
CVE-2024-49006
CVE-2024-49005
CVE-2024-49004
CVE-2024-49003
CVE-2024-49002
CVE-2024-49001
CVE-2024-49000
CVE-2024-48999
CVE-2024-48998
CVE-2024-48997
CVE-2024-48996
CVE-2024-48995
CVE-2024-48993

Nov 2024:
CVE-2024-49043
CVE-2024-49039
CVE-2024-49021
CVE-2024-49019
CVE-2024-49018
CVE-2024-49017
CVE-2024-49016
CVE-2024-49015
CVE-2024-49014
CVE-2024-49013
CVE-2024-49012
CVE-2024-49011
CVE-2024-49010
CVE-2024-49009
CVE-2024-49008

Microsoft SQL Server Remote Code Execution Vulnerability

SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability

Microsoft.SqlServer.XEvent.Configuration.dll Remote Code Execution Vulnerability

Windows Task Scheduler Elevation of Privilege Vulnerability
Microsoft SQL Server Remote Code Execution Vulnerability

Active Directory Certificate Services Elevation of Privilege Vulnerability

SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
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CVE-2024-49007
CVE-2024-49006
CVE-2024-49005
CVE-2024-49004
CVE-2024-49003
CVE-2024-49002
CVE-2024-49001
CVE-2024-49000
CVE-2024-48999
CVE-2024-48998
CVE-2024-48997
CVE-2024-48996
CVE-2024-48995
CVE-2024-48994
CVE-2024-48993
CVE-2024-43644
CVE-2024-43642
CVE-2024-43641
CVE-2024-43640
CVE-2024-43639
CVE-2024-43636
CVE-2024-43635
CVE-2024-43630
CVE-2024-43629
CVE-2024-43626
CVE-2024-43622
CVE-2024-43462
CVE-2024-43451
CVE-2024-38203

Oct 2024:
CVE-2024-43611
CVE-2024-43607
CVE-2024-43599
CVE-2024-43593
CVE-2024-43592
CVE-2024-43589
CVE-2024-43585
CVE-2024-43584
CVE-2024-43583
CVE-2024-43582
CVE-2024-43575
CVE-2024-43574
CVE-2024-43573
CVE-2024-43572
CVE-2024-43570

SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
Windows Client-Side Caching Elevation of Privilege Vulnherability
Windows SMB Denial of Service Vulnerability

Windows Registry Elevation of Privilege Vulnerability

Windows Kernel-Mode Driver Elevation of Privilege Vulnerability
Windows KDC Proxy Remote Code Execution Vulnerability
Win32k Elevation of Privilege Vulnerability

Windows Telephony Service Remote Code Execution Vulnerability
Windows Kernel Elevation of Privilege Vulnherability

Windows DWM Core Library Elevation of Privilege Vulnerability
Windows Telephony Service Elevation of Privilege Vulnerability
Windows Telephony Service Remote Code Execution Vulnerability
SQL Server Native Client Remote Code Execution Vulnerability
NTLM Hash Disclosure Spoofing Vulnerability

Windows Package Library Manager Information Disclosure Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Remote Desktop Client Remote Code Execution Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Code Integrity Guard Security Feature Bypass Vulnerability

Windows Scripting Engine Security Feature Bypass Vulnerability

Winlogon Elevation of Privilege Vulnerability

Remote Desktop Protocol Server Remote Code Execution Vulnerability

Windows Hyper-V Denial of Service Vulnerability

Microsoft Speech Application Programming Interface (SAPl) Remote Code Execution Vulnerability
Windows MSHTML Platform Spoofing Vulnerability

Microsoft Management Console Remote Code Execution Vulnerability

Windows Kernel Elevation of Privilege Vulnerability


https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE

Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-43562
CVE-2024-43558
CVE-2024-43553
CVE-2024-43549
CVE-2024-43540
CVE-2024-43536
CVE-2024-43534
CVE-2024-43526
CVE-2024-43518
CVE-2024-43511
CVE-2024-43506
CVE-2024-43484
CVE-2024-43483
CVE-2024-37983

Sep 2024:
CVE-2024-43487

CVE-2024-43461
CVE-2024-43458
CVE-2024-43455
CVE-2024-43454
CVE-2024-38263
CVE-2024-38260
CVE-2024-38259
CVE-2024-38258
CVE-2024-38257
CVE-2024-38249
CVE-2024-38248
CVE-2024-38247
CVE-2024-38246
CVE-2024-38245
CVE-2024-38244
CVE-2024-38243
CVE-2024-38239
CVE-2024-38237
CVE-2024-38235
CVE-2024-38119
CVE-2024-38045
CVE-2024-38014
CVE-2024-37980
CVE-2024-37966
CVE-2024-37965
CVE-2024-37342
CVE-2024-37341
CVE-2024-37340
CVE-2024-37339

Windows Network Address Translation (NAT) Denial of Service Vulnerability
Windows Mobile Broadband Driver Denial of Service Vulnerability
NT OS Kernel Elevation of Privilege Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability

Windows Mobile Broadband Driver Denial of Service Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Graphics Component Information Disclosure Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Telephony Server Remote Code Execution Vulnerability
Windows Kernel Elevation of Privilege Vulnerability

BranchCache Denial of Service Vulnerability

.NET, .NET Framework, and Visual Studio Denial of Service Vulnerability
.NET, .NET Framework, and Visual Studio Denial of Service Vulnerability

Windows Resume Extensible Firmware Interface Security Feature Bypass Vulnerability

Windows Mark of the Web Security Feature Bypass Vulnerability

Windows MSHTML Platform Spoofing Vulnerability

Windows Networking Information Disclosure Vulnerability

Windows Remote Desktop Licensing Service Spoofing Vulnerability

Windows Remote Desktop Licensing Service Remote Code Execution Vulnerability
Windows Remote Desktop Licensing Service Remote Code Execution Vulnerability
Windows Remote Desktop Licensing Service Remote Code Execution Vulnerability
Microsoft Management Console Remote Code Execution Vulnerability

Windows Remote Desktop Licensing Service Information Disclosure Vulnerability
Microsoft Alloyn API Information Disclosure Vulnerability

Windows Graphics Component Elevation of Privilege Vulnerability

Windows Storage Elevation of Privilege Vulnherability

Windows Graphics Component Elevation of Privilege Vulnerability

Win32k Elevation of Privilege Vulnerability

Kernel Streaming Service Driver Elevation of Privilege Vulnerability

Kernel Streaming Service Driver Elevation of Privilege Vulnerability

Kernel Streaming Service Driver Elevation of Privilege Vulnerability

Windows Kerberos Elevation of Privilege Vulnerability

Kernel Streaming WOW Thunk Service Driver Elevation of Privilege Vulnerability
Windows Hyper-V Denial of Service Vulnerability

Windows Network Address Translation (NAT) Remote Code Execution Vulnerability
Windows TCP/IP Remote Code Execution Vulnerability

Windows Installer Elevation of Privilege Vulnerability

Microsoft SQL Server Elevation of Privilege Vulnerability

Microsoft SQL Server Native Scoring Information Disclosure Vulnerability
Microsoft SQL Server Elevation of Privilege Vulnerability

Microsoft SQL Server Native Scoring Information Disclosure Vulnerability
Microsoft SQL Server Elevation of Privilege Vulnerability

Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-37338
CVE-2024-37337
CVE-2024-37335
CVE-2024-30073
CVE-2024-26191
CVE-2024-26186
CVE-2024-21416

Aug 2024:

CVE-2024-38223
CVE-2024-38215
CVE-2024-38214
CVE-2024-38199
CVE-2024-38193
CVE-2024-38180
CVE-2024-38178
CVE-2024-38155
CVE-2024-38154
CVE-2024-38153
CVE-2024-38152
CVE-2024-38151
CVE-2024-38150
CVE-2024-38148
CVE-2024-38147
CVE-2024-38146
CVE-2024-38143
CVE-2024-38140
CVE-2024-38134

CVE-2024-38127

CVE-2024-38122
CVE-2024-38120

CVE-2024-38117
CVE-2024-38106

CVE-2024-37968
CVE-2022-3775

July 2024:

CVE-2024-39379
CVE-2024-38176
CVE-2024-38164

CVE-2024-38156

CVE-2024-38103
CVE-2024-38099

CVE-2024-38095

Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
Microsoft SQL Server Native Scoring Information Disclosure Vulnerability
Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
Windows Security Zone Mapping Security Feature Bypass Vulnerability
Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
Microsoft SQL Server Native Scoring Remote Code Execution Vulnerability
Windows TCP/IP Remote Code Execution Vulnerability

Windows Initial Machine Configuration Elevation of Privilege Vulnerability

Windows Cloud Files Mini Filter Driver Elevation of Privilege Vulnerability

Windows Routing and Remote Access Service (RRAS) Information Disclosure Vulnerability
Windows Line Printer Daemon (LPD) Service Remote Code Execution Vulnerability
Windows Ancillary Function Driver for WinSock Elevation of Privilege Vulnerability
Windows SmartScreen Security Feature Bypass Vulnerability

Scripting Engine Memory Corruption Vulnerability

Security Center Broker Information Disclosure Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Windows Kernel Elevation of Privilege Vulnerability

Windows OLE Remote Code Execution Vulnerability

Windows Kernel Information Disclosure Vulnerability

Windows DWM Core Library Elevation of Privilege Vulnerability

Windows Secure Channel Denial of Service Vulnherability

Microsoft DWM Core Library Elevation of Privilege Vulnerability

Windows Layer-2 Bridge Network Driver Denial of Service Vulnerability

Windows WLAN AutoConfig Service Elevation of Privilege Vulnerability

Windows Reliable Multicast Transport Driver (RMCAST) Remote Code Execution Vulnerability
Kernel Streaming WOW Thunk Service Driver Elevation of Privilege Vulnerability

Windows Hyper-V Elevation of Privilege Vulnerability

Microsoft Local Security Authority (LSA) Server Information Disclosure Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
NTFS Elevation of Privilege Vulnerability

Windows Kernel Elevation of Privilege Vulnerability

Windows DNS Spoofing Vulnerability

Redhat: CVE-2022-3775 grub2 - Heap based out-of-bounds write when rendering certain Unicode seqt

Microsoft Edge (Chromium-based) Remote Code Execution Vulnerability
GroupMe Elevation of Privilege Vulnerability

GroupMe Elevation of Privilege Vulnerability
Microsoft Edge (Chromium-based) Spoofing Vulnerability

Microsoft Edge (Chromium-based) Information Disclosure Vulnerability
Windows Remote Desktop Licensing Service Denial of Service Vulnerability
.NET and Visual Studio Denial of Service Vulnerability
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE

Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-38081
CVE-2024-38081
CVE-2024-38081
CVE-2024-38073
CVE-2024-38070
CVE-2024-38069
CVE-2024-38069
CVE-2024-38068
CVE-2024-38066
CVE-2024-38065
CVE-2024-38058
CVE-2024-38057
CVE-2024-38057
CVE-2024-38053
CVE-2024-38049
CVE-2024-38047
CVE-2024-38047
CVE-2024-38044
CVE-2024-38030
CVE-2024-38027
CVE-2024-38017
CVE-2024-38011
CVE-2024-38011
CVE-2024-38010
CVE-2024-37989
CVE-2024-37989
CVE-2024-37988
CVE-2024-37984
CVE-2024-37334
CVE-2024-30105
CVE-2024-7005
CVE-2024-7004
CVE-2024-7003
CVE-2024-7001
CVE-2024-7000
CVE-2024-6999
CVE-2024-6998
CVE-2024-6997
CVE-2024-6996
CVE-2024-6995
CVE-2024-6994
CVE-2024-6993
CVE-2024-6992
CVE-2024-6991
CVE-2024-6989

.NET, .NET Framework, and Visual Studio Elevation of Privilege Vulnerability
.NET, .NET Framework, and Visual Studio Elevation of Privilege Vulnerability
.NET, .NET Framework, and Visual Studio Elevation of Privilege Vulnerability
Windows Remote Desktop Licensing Service Denial of Service Vulnerability
Windows LockDown Policy (WLDP) Security Feature Bypass Vulnerability
Windows Enroll Engine Security Feature Bypass Vulnerability

Windows Enroll Engine Security Feature Bypass Vulnerability

Windows Online Certificate Status Protocol (OCSP) Server Denial of Service Vulnerability
Windows Win32k Elevation of Privilege Vulnerability

Secure Boot Security Feature Bypass Vulnerability

BitLocker Security Feature Bypass Vulnerability

Kernel Streaming WOW Thunk Service Driver Elevation of Privilege Vulnerability
Kernel Streaming WOW Thunk Service Driver Elevation of Privilege Vulnerability
Windows Layer-2 Bridge Network Driver Remote Code Execution Vulnerability
Windows Distributed Transaction Coordinator Remote Code Execution Vulnerability
PowerShell Elevation of Privilege Vulnerability

PowerShell Elevation of Privilege Vulnerability

DHCP Server Service Remote Code Execution Vulnerability

Windows Themes Spoofing Vulnerability

Windows Line Printer Daemon Service Denial of Service Vulnerability

Microsoft Message Queuing Information Disclosure Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
.NET Core and Visual Studio Denial of Service Vulnerability

Chromium: CVE-2024-7005 Insufficient validation of untrusted input in Safe Browsing
Chromium: CVE-2024-7004 Insufficient validation of untrusted input in Safe Browsing
Chromium: CVE-2024-7003 Inappropriate implementation in FedCM
Chromium: CVE-2024-7001 Inappropriate implementation in HTML
Chromium: CVE-2024-7000 Use after free in CSS

Chromium: CVE-2024-6999 Inappropriate implementation in FedCM
Chromium: CVE-2024-6998 Use after free in User Education

Chromium: CVE-2024-6997 Use after free in Tabs

Chromium: CVE-2024-6996 Race in Frames

Chromium: CVE-2024-6995 Inappropriate implementation in Fullscreen
Chromium: CVE-2024-6994 Heap buffer overflow in Layout

Chromium: CVE-2024-6993

Chromium: CVE-2024-6992

Chromium: CVE-2024-6991 Use after free in Dawn

Chromium: CVE-2024-6989 Use after free in Loader
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-6988
CVE-2024-6779
CVE-2024-6778
CVE-2024-6777
CVE-2024-6776
CVE-2024-6775
CVE-2024-6774
CVE-2024-6773
CVE-2024-6772
CVE-2024-6387

June 2024:

CVE-2024-39684
CVE-2024-38105
CVE-2024-38101
CVE-2024-38099
CVE-2024-38079
CVE-2024-38078
CVE-2024-38076
CVE-2024-38073
CVE-2024-38070
CVE-2024-38069
CVE-2024-38068
CVE-2024-38066
CVE-2024-38065
CVE-2024-38058
CVE-2024-38057
CVE-2024-38053

CVE-2024-38052

CVE-2024-38050
CVE-2024-38049

CVE-2024-38047
CVE-2024-38044

CVE-2024-38033
CVE-2024-38032
CVE-2024-38030

CVE-2024-38028
CVE-2024-38027

CVE-2024-38017
CVE-2024-38011

CVE-2024-38010

CVE-2024-37989
CVE-2024-37988

CVE-2024-37984
CVE-2024-39684

Chromium: CVE-2024-6988 Use after free in Downloads
Chromium: CVE-2024-6779 Out of bounds memory access in V8
Chromium: CVE-2024-6778 Race in DevTools

Chromium: CVE-2024-6777 Use after free in Navigation
Chromium: CVE-2024-6776 Use after free in Audio

Chromium: CVE-2024-6775 Use after free in Media Stream
Chromium: CVE-2024-6774 Use after free in Screen Capture
Chromium: CVE-2024-6773 Type Confusion in V8

Chromium: CVE-2024-6772 Inappropriate implementation in V8

RedHat Openssh: CVE-2024-6387 Remote Code Execution Due To A Race Condition In Signal Handling

Github: CVE-2024-39684 TenCent RapidJSON Elevation of Privilege Vulnerability
Windows Layer-2 Bridge Network Driver Denial of Service Vulnerability

Windows Layer-2 Bridge Network Driver Denial of Service Vulnerability

Windows Remote Desktop Licensing Service Denial of Service Vulnerability
Windows Graphics Component Elevation of Privilege Vulnerability

Xbox Wireless Adapter Remote Code Execution Vulnerability

Windows Remote Desktop Licensing Service Remote Code Execution Vulnerability
Windows Remote Desktop Licensing Service Denial of Service Vulnerability
Windows LockDown Policy (WLDP) Security Feature Bypass Vulnerability
Windows Enroll Engine Security Feature Bypass Vulnerability

Windows Online Certificate Status Protocol (OCSP) Server Denial of Service Vulnerability
Windows Win32k Elevation of Privilege Vulnerability

Secure Boot Security Feature Bypass Vulnerability

BitLocker Security Feature Bypass Vulnerability

Kernel Streaming WOW Thunk Service Driver Elevation of Privilege Vulnerability
Windows Layer-2 Bridge Network Driver Remote Code Execution Vulnerability
Kernel Streaming WOW Thunk Service Driver Elevation of Privilege Vulnerability
Windows Workstation Service Elevation of Privilege Vulnerability

Windows Distributed Transaction Coordinator Remote Code Execution Vulnerability
PowerShell Elevation of Privilege Vulnerability

DHCP Server Service Remote Code Execution Vulnerability

PowerShell Elevation of Privilege Vulnerability

Microsoft Xbox Remote Code Execution Vulnerability

Windows Themes Spoofing Vulnerability

Microsoft Windows Performance Data Helper Library Remote Code Execution Vulnerability
Windows Line Printer Daemon Service Denial of Service Vulnerability

Microsoft Message Queuing Information Disclosure Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Github: CVE-2024-39684 TenCent RapidJSON Elevation of Privilege Vulnerability


https://nam12.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbuildings.honeywell.com%2Fsecurity&data=05%7C01%7CSatheeshBabu.M%40Honeywell.com%7Cb464a3f792cf417d4e4508db4b5b391d%7C96ece5269c7d48b08daf8b93c90a5d18%7C0%7C0%7C638186627420444289%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UHOp%2B8HcriNx3%2FxeWMP%2BZDjDMpnIgcTlJDsUht4Dm7w%3D&reserved=0

Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-38105

CVE-2024-38101

CVE-2024-38099
CVE-2024-38079

CVE-2024-38078
CVE-2024-38076

CVE-2024-38073

CVE-2024-38070

CVE-2024-38069
May 2024:

CVE-2024-30051
CVE-2024-30050
CVE-2024-30049
CVE-2024-30040
CVE-2024-30039
CVE-2024-30038
CVE-2024-30037
CVE-2024-30036
CVE-2024-30035
CVE-2024-30034
CVE-2024-30033
CVE-2024-30032
CVE-2024-30031
CVE-2024-30029
CVE-2024-30028
CVE-2024-30027

CVE-2024-30025
CVE-2024-30024

CVE-2024-30023

CVE-2024-30022
CVE-2024-30021

CVE-2024-30020
CVE-2024-30019

CVE-2024-30018
CVE-2024-30017
CVE-2024-30016

CVE-2024-30015
CVE-2024-30014

CVE-2024-30012
CVE-2024-30011

CVE-2024-30010

CVE-2024-30009
CVE-2024-30008

CVE-2024-30006
CVE-2024-30005

Windows Layer-2 Bridge Network Driver Denial of Service Vulnerability

Windows Layer-2 Bridge Network Driver Denial of Service Vulnerability

Windows Remote Desktop Licensing Service Denial of Service Vulnerability
Windows Graphics Component Elevation of Privilege Vulnerability

Xbox Wireless Adapter Remote Code Execution Vulnerability

Windows Remote Desktop Licensing Service Remote Code Execution Vulnerability
Windows Remote Desktop Licensing Service Denial of Service Vulnerability
Windows LockDown Policy (WLDP) Security Feature Bypass Vulnerability
Windows Enroll Engine Security Feature Bypass Vulnerability

Windows DWM Core Library Elevation of Privilege Vulnerability

Windows Mark of the Web Security Feature Bypass Vulnerability

Windows Win32 Kernel Subsystem Elevation of Privilege Vulnerability

Windows MSHTML Platform Security Feature Bypass Vulnerability

Windows Remote Access Connection Manager Information Disclosure Vulnerability
Win32k Elevation of Privilege Vulnerability

Windows Common Log File System Driver Elevation of Privilege Vulnerability
Windows Deployment Services Information Disclosure Vulnerability

Windows DWM Core Library Elevation of Privilege Vulnerability

Windows Cloud Files Mini Filter Driver Information Disclosure Vulnerability
Windows Search Service Elevation of Privilege Vulnerability

Windows DWM Core Library Elevation of Privilege Vulnerability

Windows CNG Key Isolation Service Elevation of Privilege Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Win32k Elevation of Privilege Vulnerability

NTFS Elevation of Privilege Vulnerability

Windows Common Log File System Driver Elevation of Privilege Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability

Windows Cryptographic Services Remote Code Execution Vulnerability

DHCP Server Service Denial of Service Vulnerability

Windows Kernel Elevation of Privilege Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Cryptographic Services Information Disclosure Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability

Windows Hyper-V Denial of Service Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Windows DWM Core Library Information Disclosure Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE

Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-30004
CVE-2024-30003
CVE-2024-30002
CVE-2024-30001
CVE-2024-30000
CVE-2024-29999
CVE-2024-29998
CVE-2024-29997
CVE-2024-29996
CVE-2024-29994
CVE-2024-29984
CVE-2024-29983
CVE-2024-29046
CVE-2024-29045
CVE-2024-29044
CVE-2024-28945
CVE-2024-28944
CVE-2024-28943
CVE-2024-28941
CVE-2024-28940
CVE-2024-28939
CVE-2024-28938
CVE-2024-28937
CVE-2024-28935
CVE-2024-28934
CVE-2024-28933
CVE-2024-28931
CVE-2024-28930
CVE-2024-28929
CVE-2024-28927
CVE-2024-28926
CVE-2024-28915
CVE-2024-28914
CVE-2024-28913
CVE-2024-28911
CVE-2024-28910
CVE-2024-28906
CVE-2024-26238
CVE-2024-21409
CVE-2024-5274

CVE-2024-5160

CVE-2024-5159

CVE-2024-5158

CVE-2024-5157

CVE-2024-4950

Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Mobile Broadband Driver Remote Code Execution Vulnerability
Windows Common Log File System Driver Elevation of Privilege Vulnerability
Microsoft Windows SCSI Class System File Elevation of Privilege Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnherability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnherability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnherability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft PLUGScheduler Scheduled Task Elevation of Privilege Vulnerability
.NET, .NET Framework, and Visual Studio Remote Code Execution Vulnerability
Chromium CVE-2024-5274 Type Confusion in V8

Chromium CVE-2024-5160 Heap buffer overflow in Dawn

Chromium CVE-2024-5159 Heap buffer overflow in ANGLE

Chromium CVE-2024-5158 Type Confusion in V8

Chromium CVE-2024-5157 Use after free in Scheduling

Chromium CVE-2024-4950 Inappropriate implementation in Downloads
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Honeywell Commercial Security
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http://buildings.honeywell.com/security

CVE-2024-4949
CVE-2024-4948
CVE-2024-4947
CVE-2024-4761
CVE-2024-4671
CVE-2024-4559
CVE-2024-4558
CVE-2024-4368
CVE-2024-4331
CVE-2024-30056
CVE-2024-30055

April 2024:

CVE-2024-29988
CVE-2024-29066
CVE-2024-29064
CVE-2024-29062
CVE-2024-29061
CVE-2024-29056
CVE-2024-29052
CVE-2024-29050
CVE-2024-29044
CVE-2024-29043
CVE-2024-28943
CVE-2024-28941
CVE-2024-28938
CVE-2024-28937
CVE-2024-28936
CVE-2024-28935
CVE-2024-28934
CVE-2024-28933
CVE-2024-28932
CVE-2024-28931
CVE-2024-28930
CVE-2024-28929
CVE-2024-28925
CVE-2024-28924
CVE-2024-28923
CVE-2024-28922
CVE-2024-28921
CVE-2024-28920
CVE-2024-28919
CVE-2024-28903
CVE-2024-28902
CVE-2024-28901

Chromium CVE-2024-4949 Use after free in V8

Chromium CVE-2024-4948 Use after free in Dawn

Chromium CVE-2024-4947 Type Confusionin V8

Chromium CVE-2024-4761 Out of bounds write in V8
Chromium CVE-2024-4671 Use after free in Visuals
Chromium CVE-2024-4559 Heap buffer overflow in WebAudio
Chromium CVE-2024-4558 Use after free in ANGLE
Chromium CVE-2024-4368 Use after free in Dawn

Chromium CVE-2024-4331 Use after free in Picture In Picture
Microsoft Edge (Chromium-based) Information Disclosure Vulnerability
Microsoft Edge (Chromium-based) Spoofing Vulnerability

SmartScreen Prompt Security Feature Bypass Vulnerability

Windows Distributed File System (DFS) Remote Code Execution Vulnerability
Windows Hyper-V Denial of Service Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Windows Authentication Elevation of Privilege Vulnerability

Windows Storage Elevation of Privilege Vulnherability

Windows Cryptographic Services Remote Code Execution Vulnerability
Microsoft OLE DB Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnherability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnherability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnherability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver for SQL Server Remote Code Execution Vulnerability
Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Windows Remote Access Connection Manager Information Disclosure Vulnerability
Windows Remote Access Connection Manager Information Disclosure Vulnerability
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE

Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-28900
CVE-2024-28898
CVE-2024-28897
CVE-2024-28896
CVE-2024-26255
CVE-2024-26254
CVE-2024-26253
CVE-2024-26252
CVE-2024-26252
CVE-2024-26250
CVE-2024-26248
CVE-2024-26244
CVE-2024-26243
CVE-2024-26242
CVE-2024-26241
CVE-2024-26240
CVE-2024-26239
CVE-2024-26237
CVE-2024-26234
CVE-2024-26233
CVE-2024-26232
CVE-2024-26231
CVE-2024-26230
CVE-2024-26229
CVE-2024-26228
CVE-2024-26227
CVE-2024-26226
CVE-2024-26224
CVE-2024-26223
CVE-2024-26222
CVE-2024-26221
CVE-2024-26220
CVE-2024-26219
CVE-2024-26218
CVE-2024-26217
CVE-2024-26216
CVE-2024-26215
CVE-2024-26214
CVE-2024-26212
CVE-2024-26211
CVE-2024-26210
CVE-2024-26209
CVE-2024-26208
CVE-2024-26207
CVE-2024-26205

Windows Remote Access Connection Manager Information Disclosure Vulnerability
Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Windows Remote Access Connection Manager Information Disclosure Vulnerability
Microsoft Virtual Machine Bus (VMBus) Denial of Service Vulnerability

sys Remote Code Execution Vulnerability

Windows rndismp6.sys Remote Code Execution Vulnerability

sys Remote Code Execution Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Windows Kerberos Elevation of Privilege Vulnerability

Microsoft WDAC OLE DB Provider for SQL Server Remote Code Execution Vulnerability
Windows USB Print Driver Elevation of Privilege Vulnerability

Windows Telephony Server Elevation of Privilege Vulnerability

Win32k Elevation of Privilege Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Windows Telephony Server Elevation of Privilege Vulnerability

Windows Defender Credential Guard Elevation of Privilege Vulnerability

Proxy Driver Spoofing Vulnerability

Windows DNS Server Remote Code Execution Vulnerability

Microsoft Message Queuing (MSMQ) Remote Code Execution Vulnerability
Windows DNS Server Remote Code Execution Vulnerability

Windows Telephony Server Elevation of Privilege Vulnerability

Windows CSC Service Elevation of Privilege Vulnerability

Windows Cryptographic Services Security Feature Bypass Vulnerability

Windows DNS Server Remote Code Execution Vulnerability

Windows Distributed File System (DFS) Information Disclosure Vulnerability
Windows DNS Server Remote Code Execution Vulnerability

Windows DNS Server Remote Code Execution Vulnerability

Windows DNS Server Remote Code Execution Vulnerability

Windows DNS Server Remote Code Execution Vulnerability

Windows Mobile Hotspot Information Disclosure Vulnerability

sys Denial of Service Vulnerability

Windows Kernel Elevation of Privilege Vulnerability

Windows Remote Access Connection Manager Information Disclosure Vulnerability
Windows File Server Resource Management Service Elevation of Privilege Vulnerability
DHCP Server Service Denial of Service Vulnerability

Microsoft WDAC SQL Server ODBC Driver Remote Code Execution Vulnerability
DHCP Server Service Denial of Service Vulnerability

Windows Remote Access Connection Manager Elevation of Privilege Vulnerability
Microsoft WDAC OLE DB Provider for SQL Server Remote Code Execution Vulnerability

Microsoft Local Security Authority Subsystem Service Information Disclosure Vulnerability

Microsoft Message Queuing (MSMQ) Remote Code Execution Vulnerability
Windows Remote Access Connection Manager Information Disclosure Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-26202

CVE-2024-26200

CVE-2024-26195
CVE-2024-26194

CVE-2024-26189
CVE-2024-26183

CVE-2024-26180
CVE-2024-26179
CVE-2024-26175
CVE-2024-26172
CVE-2024-26171
CVE-2024-26168
CVE-2024-26158
CVE-2024-23594
CVE-2024-23593
CVE-2024-23593
CVE-2024-21447
CVE-2024-21409
CVE-2024-21409
CVE-2024-20693
CVE-2024-20689
CVE-2024-20688
CVE-2024-20678
CVE-2024-20669
CVE-2024-20665
CVE-2022-0001

CVE-2022-0001

CVE-2024-29049

CVE-2024-29981
CVE-2024-29986

CVE-2024-29987

CVE-2024-29991
CVE-2024-3156
CVE-2024-3157
CVE-2024-3158
CVE-2024-3159
CVE-2024-3515
CVE-2024-3516
CVE-2024-3832
CVE-2024-3833
CVE-2024-3834
CVE-2024-3837
CVE-2024-3838
CVE-2024-3839

DHCP Server Service Remote Code Execution Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
DHCP Server Service Remote Code Execution Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Windows Kerberos Denial of Service Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Windows Routing and Remote Access Service (RRAS) Remote Code Execution Vulnerability
Secure Boot Security Feature Bypass Vulnerability

Windows DWM Core Library Information Disclosure Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Microsoft Install Service Elevation of Privilege Vulnerability

Stack buffer overflow in Lenovo system recovery boot manager

Zero Out Boot Manager and drop to UEFI Shell

Lenovo: CVE-2024-23593 Zero Out Boot Manager and drop to UEFI Shell
Windows Authentication Elevation of Privilege Vulnerability

.NET, .NET Framework, and Visual Studio Remote Code Execution Vulnerability
.NET, .NET Framework, and Visual Studio Remote Code Execution Vulnerability
Windows Kernel Elevation of Privilege Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Secure Boot Security Feature Bypass Vulnerability

Remote Procedure Call Runtime Remote Code Execution Vulnerability

Secure Boot Security Feature Bypass Vulnerability

BitLocker Security Feature Bypass Vulnerability

Branch History Injection

Intel: CVE-2022-0001 Branch History Injection

Microsoft Edge (Chromium-based) Webview?2 Spoofing Vulnerability
Microsoft Edge (Chromium-based) Spoofing Vulnherability

Microsoft Edge for Android (Chromium-based) Information Disclosure Vulnerability
Microsoft Edge (Chromium-based) Information Disclosure Vulnerability
Microsoft Edge (Chromium-based) Security Feature Bypass Vulnerability
Chromium CVE-2024-3156 Inappropriate implementation in V8
Chromium CVE-2024-3157 Out of bounds write in Compositing
Chromium CVE-2024-3158 Use after free in Bookmarks

Chromium CVE-2024-3159 Out of bounds memory access in V8
Chromium CVE-2024-3515 Use after free in Dawn

Chromium CVE-2024-3516 Heap buffer overflow in ANGLE

Chromium CVE-2024-3832 Object corruption in V8

Chromium CVE-2024-3833 Object corruption in WebAssembly
Chromium CVE-2024-3834 Use after free in Downloads

Chromium CVE-2024-3837 Use after free in QUIC

Chromium CVE-2024-3838 Inappropriate implementation in Autofill
Chromium CVE-2024-3839 Out of bounds read in Fonts
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Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-3840
CVE-2024-3841
CVE-2024-3843
CVE-2024-3844
CVE-2024-3845
CVE-2024-3846
CVE-2024-3847
CVE-2024-3914

March 2024:

CVE-2024-26197
CVE-2024-26190
CVE-2024-26182
CVE-2024-26181
CVE-2024-26178
CVE-2024-26177
CVE-2024-26176
CVE-2024-26174
CVE-2024-26173
CVE-2024-26170
CVE-2024-26169
CVE-2024-26166
CVE-2024-26162
CVE-2024-26161
CVE-2024-26160
CVE-2024-26159
CVE-2024-21451
CVE-2024-21450

CVE-2024-21446

CVE-2024-21445
CVE-2024-21444

CVE-2024-21443
CVE-2024-21442

CVE-2024-21441
CVE-2024-21440
CVE-2024-21439

CVE-2024-21438
CVE-2024-21437

CVE-2024-21436
CVE-2024-21434

CVE-2024-21433

CVE-2024-21432
CVE-2024-21431

CVE-2024-21430
CVE-2024-21429

Chromium CVE-2024-3840 Insufficient policy enforcement in Site Isolation
Chromium CVE-2024-3841 Insufficient data validation in Browser Switcher
Chromium CVE-2024-3843 Insufficient data validation in Downloads
Chromium CVE-2024-3844 Inappropriate implementation in Extensions
Chromium CVE-2024-3845 Inappropriate implementation in Network
Chromium CVE-2024-3846 Inappropriate implementation in Prompts
Chromium CVE-2024-3847 Insufficient policy enforcement in WebUI
Chromium CVE-2024-3914 Use after free in V8

Windows Standards-Based Storage Management Service Denial of Service Vulnerability
Microsoft QUIC Denial of Service Vulnerability

Windows Kernel Elevation of Privilege Vulnherability

Windows Kernel Denial of Service Vulnerability

Windows Kernel Elevation of Privilege Vulnherability

Windows Kernel Information Disclosure Vulnerability

Windows Kernel Elevation of Privilege Vulnerability

Windows Kernel Information Disclosure Vulnerability

Windows Kernel Elevation of Privilege Vulnerability

Windows Composite Image File System (CimFS) Elevation of Privilege Vulnerability
Windows Error Reporting Service Elevation of Privilege Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver Remote Code Execution Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Windows Cloud Files Mini Filter Driver Information Disclosure Vulnerability

Microsoft ODBC Driver Remote Code Execution Vulnerability

Microsoft ODBC Driver Remote Code Execution Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
NTFS Elevation of Privilege Vulnerability

Windows USB Print Driver Elevation of Privilege Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Windows Kernel Elevation of Privilege Vulnherability

Windows USB Print Driver Elevation of Privilege Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft ODBC Driver Remote Code Execution Vulnerability

Windows Telephony Server Elevation of Privilege Vulnerability

Microsoft Alloyn API Denial of Service Vulnerability

Windows Graphics Component Elevation of Privilege Vulnerability

Windows Installer Elevation of Privilege Vulnerability

Microsoft Windows SCSI Class System File Elevation of Privilege Vulnerability
Windows Print Spooler Elevation of Privilege Vulnerability

Windows Update Stack Elevation of Privilege Vulnerability

Hypervisor-Protected Code Integrity (HVCI) Security Feature Bypass Vulnerability
Windows USB Attached SCSI (UAS) Protocol Remote Code Execution Vulnerability
Windows USB Hub Driver Remote Code Execution Vulnerability
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-21427

CVE-2024-21408

CVE-2024-21407

CVE-2023-28746

CVE-2024-29057

CVE-2024-2887
CVE-2024-2886
CVE-2024-2885
CVE-2024-2883
CVE-2024-2631
CVE-2024-2630
CVE-2024-2629
CVE-2024-2628
CVE-2024-2627
CVE-2024-2626
CVE-2024-2625
CVE-2024-26247

CVE-2024-26163

CVE-2024-2400
CVE-2024-2176
CVE-2024-2174
CVE-2024-2173
CVE-2024-1939
CVE-2024-1938

February 2024:

CVE-2024-21420

CVE-2024-21412

CVE-2024-21406

CVE-2024-21405
CVE-2024-21391

CVE-2024-21377
CVE-2024-21375

CVE-2024-21372
CVE-2024-21371
CVE-2024-21370

CVE-2024-21369
CVE-2024-21368

CVE-2024-21367
CVE-2024-21366

CVE-2024-21365

CVE-2024-21363
CVE-2024-21362

CVE-2024-21362
CVE-2024-21361

Windows Kerberos Security Feature Bypass Vulnerability

Windows Hyper-V Denial of Service Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Register File Data Sampling (RFDS)

Microsoft Edge (Chromium-based) Spoofing Vulnerability

Chromium CVE-2024-2887 Type Confusion in WebAssembly

Chromium CVE-2024-2886 Use after free in WebCodecs

Chromium CVE-2024-2885 Use after free in Dawn

Chromium CVE-2024-2883 Use after free in ANGLE

Chromium CVE-2024-2631 Inappropriate implementation in iOS
Chromium CVE-2024-2630 Inappropriate implementation in iOS
Chromium CVE-2024-2629 Incorrect security Ul in iOS

Chromium CVE-2024-2628 Inappropriate implementation in Downloads
Chromium CVE-2024-2627 Use after free in Canvas

Chromium CVE-2024-2626 Out of bounds read in Swiftshader
Chromium CVE-2024-2625 Object lifecycle issue in V8

Microsoft Edge (Chromium-based) Security Feature Bypass Vulnerability
Microsoft Edge (Chromium-based) Security Feature Bypass Vulnerability
Chromium CVE-2024-2400 Use after free in Performance Manager
Chromium CVE-2024-2176 Use after free in FedCM

Chromium CVE-2024-2174 Inappropriate implementation in V8
Chromium CVE-2024-2173 Out of bounds memory access in V8
Chromium CVE-2024-1939 Type Confusion in V8

Chromium CVE-2024-1938 Type Confusion in V8

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Internet Shortcut Files Security Feature Bypass Vulnerability

Windows Printing Service Spoofing Vulnerability

Microsoft Message Queuing (MSMQ) Elevation of Privilege Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Windows DNS Information Disclosure Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Windows OLE Remote Code Execution Vulnerability

Windows Kernel Elevation of Privilege Vulnherability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft Message Queuing (MSMQ) Remote Code Execution Vulnerability

Windows Kernel Security Feature Bypass Vulnerability

Windows Kernel Security Feature Bypass Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
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Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-21360
CVE-2024-21359
CVE-2024-21358
CVE-2024-21357
CVE-2024-21356
CVE-2024-21355
CVE-2024-21352
CVE-2024-21351
CVE-2024-21350
CVE-2024-21349
CVE-2024-21348
CVE-2024-21347
CVE-2024-21346
CVE-2024-21344
CVE-2024-21343
CVE-2024-21342
CVE-2024-21341
CVE-2024-21340
CVE-2024-21339
CVE-2024-21339
CVE-2024-21338
CVE-2024-21304
CVE-2024-20684
CVE-2023-50387

CVE-2023-50387
CVE-2024-26192
CVE-2024-21423
CVE-2024-21399

CVE-2024-1676
CVE-2024-1675
CVE-2024-1674
CVE-2024-1673
CVE-2024-1672
CVE-2024-1671
CVE-2024-1670
CVE-2024-1669
CVE-2024-1284
CVE-2024-1283
CVE-2024-1077
CVE-2024-1060

January 2024:
CVE-2024-21320

CVE-2024-21316
CVE-2024-21314

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Windows Pragmatic General Multicast (PGM) Remote Code Execution Vulnerability
Windows Lightweight Directory Access Protocol (LDAP) Denial of Service Vulnerability
Microsoft Message Queuing (MSMQ) Elevation of Privilege Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Windows SmartScreen Security Feature Bypass Vulnerability

Microsoft WDAC OLE DB provider for SQL Server Remote Code Execution Vulnerability
Microsoft ActiveX Data Objects Remote Code Execution Vulnerability

Internet Connection Sharing (ICS) Denial of Service Vulnerability

Microsoft ODBC Driver Remote Code Execution Vulnerability

Win32k Elevation of Privilege Vulnerability

Windows Network Address Translation (NAT) Denial of Service Vulnerability

Windows Network Address Translation (NAT) Denial of Service Vulnerability

Windows DNS Client Denial of Service Vulnerability

Windows Kernel Remote Code Execution Vulnerability

Windows Kernel Information Disclosure Vulnerability

Windows USB Generic Parent Driver Remote Code Execution Vulnerability

Windows USB Generic Parent Driver Remote Code Execution Vulnerability

Windows Kernel Elevation of Privilege Vulnherability

Trusted Compute Base Elevation of Privilege Vulnerability

Windows Hyper-V Denial of Service Vulnerability

NSSEC verification complexity can be exploited to exhaust CPU resources and stall DNS resolvers
MITRE: CVE-2023-50387 DNSSEC verification complexity can be exploited to exhaust CPU resources a

resolvers

Microsoft Edge (Chromium-based) Information Disclosure Vulnerability
Microsoft Edge (Chromium-based) Information Disclosure Vulnerability
Microsoft Edge (Chromium-based) Remote Code Execution Vulnerability
Chromium CVE-2024-1676 Inappropriate implementation in Navigation
Chromium CVE-2024-1675 Insufficient policy enforcement in Download
Chromium CVE-2024-1674 Inappropriate implementation in Navigation
Chromium CVE-2024-1673 Use after free in Accessibility

Chromium CVE-2024-1672 Inappropriate implementation in Content Security Policy
Chromium CVE-2024-1671 Inappropriate implementation in Site Isolation
Chromium CVE-2024-1670 Use after free in Mojo

Chromium CVE-2024-1669 Out of bounds memory access in Blink
Chromium CVE-2024-1284 Use after free in Mojo

Chromium CVE-2024-1283 Heap buffer overflow in Skia

Chromium CVE-2024-1077 Use after free in Network

Chromium CVE-2024-1060 Use after free in Canvas

Windows Themes Spoofing Vulnerability
No Vulnerability Name Found
Microsoft Message Queuing Information Disclosure Vulnerability
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Honeywell

Honeywell Commercial Security

715 Peachtree St.NE
Atlanta, GA 30308

http://buildings.honeywell.com/security

CVE-2024-21313

CVE-2024-21312

CVE-2024-21311
CVE-2024-21310

CVE-2024-21309
CVE-2024-21307

CVE-2024-21306
CVE-2024-21305
CVE-2024-20700
CVE-2024-20699
CVE-2024-20698
CVE-2024-20697
CVE-2024-20696
CVE-2024-20694
CVE-2024-20692
CVE-2024-20691
CVE-2024-20690
CVE-2024-20687
CVE-2024-20683
CVE-2024-20682
CVE-2024-20681
CVE-2024-20680
CVE-2024-20674
CVE-2024-20666
CVE-2024-20664
CVE-2024-20663
CVE-2024-20662
CVE-2024-20661
CVE-2024-20660
CVE-2024-20658
CVE-2024-20657
CVE-2024-20655
CVE-2024-20654
CVE-2024-20653
CVE-2024-20652
CVE-2024-0057

CVE-2024-0056

Windows TCP/IP Information Disclosure Vulnerability

NET Framework Denial of Service Vulnerability

Windows Cryptographic Services Information Disclosure Vulnerability

Windows Cloud Files Mini Filter Driver Elevation of Privilege Vulnerability
Windows Kernel-Mode Driver Elevation of Privilege Vulnerability

Remote Desktop Client Remote Code Execution Vulnerability

Microsoft Bluetooth Driver Spoofing Vulnerability

Hypervisor-Protected Code Integrity (HVCI) Security Feature Bypass Vulnerability
Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Denial of Service Vulnerability

Windows Kernel Elevation of Privilege Vulnherability

Windows Libarchive Remote Code Execution Vulnerability

Windows Libarchive Remote Code Execution Vulnerability

Windows CoreMessaging Information Disclosure Vulnerability

Microsoft Local Security Authority Subsystem Service Information Disclosure Vulnerability
Windows Themes Information Disclosure Vulnerability

Windows Nearby Sharing Spoofing Vulnerability

Microsoft Alloyn API Denial of Service Vulnerability

Win32k Elevation of Privilege Vulnerability

Windows Cryptographic Services Remote Code Execution Vulnerability

Windows Subsystem for Linux Elevation of Privilege Vulnerability

No Vulnerability Name Found

Windows Kerberos Security Feature Bypass Vulnerability

BitLocker Security Feature Bypass Vulnerability

Microsoft Message Queuing Information Disclosure Vulnerability

No Vulnerability Name Found

Windows Online Certificate Status Protocol (OCSP) Information Disclosure Vulnerability
Microsoft Message Queuing Denial of Service Vulnerability

Microsoft Message Queuing Information Disclosure Vulnerability

Microsoft Virtual Hard Disk Elevation of Privilege Vulnerability

Windows Group Policy Elevation of Privilege Vulnerability

Microsoft Online Certificate Status Protocol (OCSP) Remote Code Execution Vulnerability
Microsoft ODBC Driver Remote Code Execution Vulnerability

Microsoft Common Log File System Elevation of Privilege Vulnerability

Windows HTML Platforms Security Feature Bypass Vulnerability

NET, .NET Framework, and Visual Studio Security Feature Bypass Vulnerability

Microsoft.Data.SqlClient and System.Data.SqlClient SQL Data Provider Security Feature Bypass Vulne
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