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Kernel Overview

Name
Kernel — Overview of the eCos Kernel
Description

The kernel is one of the key packages in all of eCos. It provides the core functionality needed for developing
multi-threaded applications:

1. The ability to create new threads in the system, either during startup or when the system is already running.
2. Control over the various threads in the system, for example manipulating their priorities.

3. A choice of schedulers, determining which thread should currently be running.

4. A range of synchronization primitives, allowing threads to interact and share data safely.

5. Integration with the system’s support for interrupts and exceptions.

In some other operating systems the kernel provides additional functionality. For example the kernel may also
provide memory allocation functionality, and device drivers may be part of the kernel as well. This is not the case
for eCos. Memory allocation is handled by a separate package. Similary each device driver will typically be a
separate package. Various packages are combined and configured using the eCos configuration technology to meet
the requirements of the application.

The eCos kernel package is optional. It is possible to write single-threaded applications which do not use any kernel
functionality, for example RedBoot. Typically such applications are based around a central polling loop, continually
checking all devices and taking appropriate action when 1/0O occurs. A small amount of calculation is possible every
iteration, at the cost of an increased delay between an I/O event occurring and the polling loop detecting the event.
When the requirements are straightforward it may well be easier to develop the application using a polling loop,
avoiding the complexities of multiple threads and synchronization between threads. As requirements get more
complicated a multi-threaded solution becomes more appropriate, requiring the use of the kernel. In fact some of
the more advanced packages in eCos, for example the TCP/IP stack, use multi-threading internally. Therefore if
the application uses any of those packages then the kernel becomes a required package, not an optional one.

The kernel functionality can be used in one of two ways. The kernel provides its own C API, with functions like
cyg_thread_create andcyg_mutex_lock . These can be called directly from application code or from other
packages. Alternatively there are a number of packages which provide compatibility with existing API’s, for exam-
ple POSIX threads quITRON. These allow application code to call standard functions supthesd_create

and those functions are implemented using the basic functionality provided by the eCos kernel. Using compatibility
packages in an eCos application can make it much easier to reuse code developed in other environments, and to
share code.

Although the different compatibility packages have similar requirements on the underlying kernel, for example the
ability to create a new thread, there are differences in the exact semantics. For exampld TR@i compliance
requires that kernel timeslicing is disabled. This is achieved largely through the configuration technology. The
kernel provides a number of configuration options that control the exact semantics that are provided, and the
various compatibility packages require particular settings for those options. This has two important consequences.
First, it is not usually possible to have two different compatibility packages in one eCos configuration because they
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will have conflicting requirements on the underlying kernel. Second, the semantics of the kernel’'s own APl are only
loosely defined because of the many configuration options. For exagtpl@utex_lock  will always attempt to

lock a mutex, but various configuration options determine the behaviour when the mutex is already locked and
there is a possibility of priority inversion.

The optional nature of the kernel package presents some complications for other code, especially device drivers.
Wherever possible a device driver should work whether or not the kernel is present. However there are some
parts of the system, especially those related to interrupt handling, which should be implemented differently
in multi-threaded environments containing the eCos kernel and in single-threaded environments without the
kernel. To cope with both scenarios the common HAL package provides a driver API, with functions such as
cyg_drv_interrupt_attach . When the kernel package is present these driver API functions map directly on to
the equivalent kernel functions suchcegg_interrupt_attach , using macros to avoid any overheads. When the
kernel is absent the common HAL package implements the driver API directly, but this implementation is simpler
than the one in the kernel because it can assume a single-threaded environment.

Schedulers

When a system involves multiple threads, a scheduler is needed to determine which thread should currently be
running. The eCos kernel can be configured with one of two schedulers, the bitmap scheduler and the multi-level
gueue (MLQ) scheduler. The bitmap scheduler is somewhat more efficient, but has a number of limitations. Most
systems will instead use the MLQ scheduler. Other schedulers may be added in the future, either as extensions to
the kernel package or in separate packages.

Both the bitmap and the MLQ scheduler use a simple numerical priority to determine which thread should be
running. The number of priority levels is configurable via the optif&GNUM_KERNEL_SCHED_PRIORITIEBuLt

a typical system will have up to 32 priority levels. Therefore thread priorities will be in the range 0 to 31, with 0
being the highest priority and 31 the lowest. Usually only the system’s idle thread will run at the lowest priority.
Thread priorities are absolute, so the kernel will only run a lower-priority thread if all higher-priority threads are
currently blocked.

The bitmap scheduler only allows one thread per priority level, so if the system is configured with 32 priority levels
then it is limited to only 32 threads — still enough for many applications. A simple bitmap can be used to keep
track of which threads are currently runnable. Bitmaps can also be used to keep track of threads waiting on a mutex
or other synchronization primitive. ldentifying the highest-priority runnable or waiting thread involves a simple
operation on the bitmap, and an array index operation can then be used to get hold of the thread data structure
itself. This makes the bitmap scheduler fast and totally deterministic.

The MLQ scheduler allows multiple threads to run at the same priority. This means that there is no limit on the
number of threads in the system, other than the amount of memory available. However operations such as finding
the highest priority runnable thread are a little bit more expensive than for the bitmap scheduler.

Optionally the MLQ scheduler supports timeslicing, where the scheduler automatically switches from one runnable
thread to another when some number of clock ticks have occurred. Timeslicing only comes into play when there
are two runnable threads at the same priority and no higher priority runnable threads. If timeslicing is disabled
then a thread will not be preempted by another thread of the same priority, and will continue running until either it
explicitly yields the processor or until it blocks by, for example, waiting on a synchronization primitive. The con-
figuration option<CYGSEM_KERNEL_SCHED_TIMESLIGRACYGNUM_KERNEL_SCHED_TIMESLICE_TICK®ntrol
timeslicing. The bitmap scheduler does not provide timeslicing support. It only allows one thread per priority level,
S0 it is not possible to preempt the current thread in favour of another one with the same priority.
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Another important configuration option that affects the MLQ scheduler is
CYGIMP_KERNEL_SCHED_SORTED_QUEUESThis  determines what happens when a thread
blocks, for example by waiting on a semaphore which has no pending events. The default behaviour of the system
is last-in-first-out queuing. For example if several threads are waiting on a semaphore and an event is posted,
the thread that gets woken up is the last one that caljgdsemaphore_wait . This allows for a simple and

fast implementation of both the queue and dequeue operations. However if there are several queued threads
with different priorities, it may not be the highest priority one that gets woken up. In practice this is rarely a
problem: usually there will be at most one thread waiting on a queue, or when there are several threads they
will be of the same priority. However if the application does require strict priority queueing then the option
CYGIMP_KERNEL_SCHED_SORTED_QUEWhSsuld be enabled. There are disadvantages: more work is needed
whenever a thread is queued, and the scheduler needs to be locked for this operation so the system’s dispatch
latency is worse. If the bitmap scheduler is used then priority queueing is automatic and does not involve any
penalties.

Some kernel functionality is currently only supported with the MLQ scheduler, not the bitmap scheduler. This
includes support for SMP systems, and protection against priority inversion using either mutex priority ceilings or
priority inheritance.

Synchronization Primitives

The eCos kernel provides a number of different synchronization primitiatexescondition variablescounting
semaphoresnail boxesandevent flags

Mutexes serve a very different purpose from the other primitives. A mutex allows multiple threads to share a
resource safely: a thread locks a mutex, manipulates the shared resource, and then unlocks the mutex again. The
other primitives are used to communicate information between threads, or alternatively from a DSR associated
with an interrupt handler to a thread.

When a thread that has locked a mutex needs to wait for some condition to become true, it should use a condition
variable. A condition variable is essentially just a place for a thread to wait, and which another thread, or DSR, can
use to wake it up. When a thread waits on a condition variable it releases the mutex before waiting, and when it
wakes up it reacquires it before proceeding. These operations are atomic so that synchronization race conditions
cannot be introduced.

A counting semaphore is used to indicate that a particular event has occurred. A consumer thread can wait for this
event to occur, and a producer thread or a DSR can post the event. There is a count associated with the semaphore
so if the event occurs multiple times in quick succession this information is not lost, and the appropriate number of
semaphore wait operations will succeed.

Mail boxes are also used to indicate that a particular event has occurred, and allows for one item of data to be
exchanged per event. Typically this item of data would be a pointer to some data structure. Because of the need to
store this extra data, mail boxes have a finite capacity. If a producer thread generates mail box events faster than
they can be consumed then, to avoid overflow, it will be blocked until space is again available in the mail box. This
means that mail boxes usually cannot be used by a DSR to wake up a thread. Instead mail boxes are typically only
used between threads.

Event flags can be used to wait on some number of different events, and to signal that one or several of these
events have occurred. This is achieved by associating bits in a bit mask with the different events. Unlike a counting
semaphore no attempt is made to keep track of the number of events that have occurred, only the fact that an event
has occurred at least once. Unlike a mail box it is not possible to send additional data with the event, but this does
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mean that there is no possibility of an overflow and hence event flags can be used between a DSR and a thread as
well as between threads.

The eCos common HAL package provides its own device driver API which contains some of the above synchro-
nization primitives. These allow the DSR for an interrupt handler to signal events to higher-level code. If the

configuration includes the eCos kernel package then the driver API routines map directly on to the equivalent
kernel routines, allowing interrupt handlers to interact with threads. If the kernel package is not included and the
application consists of just a single thread running in polled mode then the driver API is implemented entirely

within the common HAL, and with no need to worry about multiple threads the implementation can obviously be

rather simpler.

Threads and Interrupt Handling

During normal operation the processor will be running one of the threads in the system. This may be an application
thread, a system thread running inside say the TCP/IP stack, or the idle thread. From time to time a hardware
interrupt will occur, causing control to be transferred briefly to an interrupt handler. When the interrupt has been
completed the system'’s scheduler will decide whether to return control to the interrupted thread or to some other
runnable thread.

Threads and interrupt handlers must be able to interact. If a thread is waiting for some 1/O operation to complete,
the interrupt handler associated with that I/O must be able to inform the thread that the operation has completed.
This can be achieved in a number of ways. One very simple approach is for the interrupt handler to set a volatile
variable. A thread can then poll continuously until this flag is set, possibly sleeping for a clock tick in between.
Polling continuously means that the cpu time is not available for other activities, which may be acceptable for some
but not all applications. Polling once every clock tick imposes much less overhead, but means that the thread may
not detect that the 1/0 event has occurred until an entire clock tick has elapsed. In typical systems this could be as
long as 10 milliseconds. Such a delay might be acceptable for some applications, but not all.

A better solution would be to use one of the synchronization primitives. The interrupt handler could signal a
condition variable, post to a semaphore, or use one of the other primitives. The thread would perform a wait
operation on the same primitive. It would not consume any cpu cycles until the 1/0 event had occurred, and when
the event does occur the thread can start running again immediately (subject to any higher priority threads that
might also be runnable).

Synchronization primitives constitute shared data, so care must be taken to avoid problems with concurrent access.
If the thread that was interrupted was just performing some calculations then the interrupt handler could manipulate
the synchronization primitive quite safely. However if the interrupted thread happened to be inside some kernel call
then there is a real possibility that some kernel data structure will be corrupted.

One way of avoiding such problems would be for the kernel functions to disable interrupts when executing any
critical region. On most architectures this would be simple to implement and very fast, but it would mean that
interrupts would be disabled often and for quite a long time. For some applications that might not matter, but many
embedded applications require that the interrupt handler run as soon as possible after the hardware interrupt has
occurred. If the kernel relied on disabling interrupts then it would not be able to support such applications.

Instead the kernel uses a two-level approach to interrupt handling. Associated with every interrupt vector is an
Interrupt Service Routine or ISR, which will run as quickly as possible so that it can service the hardware. However
an ISR can make only a small number of kernel calls, mostly related to the interrupt subsystem, and it cannot make
any call that would cause a thread to wake up. If an ISR detects that an I/O operation has completed and hence
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that a thread should be woken up, it can cause the associated Deferred Service Routine or DSR to run. A DSR is
allowed to make more kernel calls, for example it can signal a condition variable or post to a semaphore.

Disabling interrupts prevents ISRs from running, but very few parts of the system disable interrupts and then only
for short periods of time. The main reason for a thread to disable interrupts is to manipulate some state that is
shared with an ISR. For example if a thread needs to add another buffer to a linked list of free buffers and the ISR
may remove a buffer from this list at any time, the thread would need to disable interrupts for the few instructions

needed to manipulate the list. If the hardware raises an interrupt at this time, it remains pending until interrupts are
reenabled.

Analogous to interrupts being disabled or enabled, the kernel has a scheduler lock. The various kernel functions
such asyg_mutex_lock  andcyg_semaphore_post  will claim the scheduler lock, manipulate the kernel data
structures, and then release the scheduler lock. If an interrupt results in a DSR being requested and the scheduler
is currently locked, the DSR remains pending. When the scheduler lock is released any pending DSRs will run.
These may post events to synchronization primitives, causing other higher priority threads to be woken up.

For an example, consider the following scenario. The system has a high priority thread A, responsible for processing
some data coming from an external device. This device will raise an interrupt when data is available. There are two
other threads B and C which spend their time performing calculations and occasionally writing results to a display

of some sort. This display is a shared resource so a mutex is used to control access.

At a particular moment in time thread A is likely to be blocked, waiting on a semaphore or another synchronization
primitive until data is available. Thread B might be running performing some calculations, and thread C is runnable
waiting for its next timeslice. Interrupts are enabled, and the scheduler is unlocked because none of the threads are
in the middle of a kernel operation. At this point the device raises an interrupt. The hardware transfers control
to a low-level interrupt handler provided by eCos which works out exactly which interrupt occurs, and then the
corresponding ISR is run. This ISR manipulates the hardware as appropriate, determines that there is now data
available, and wants to wake up thread A by posting to the semaphore. However ISR’s are not allowed to call
cyg_semaphore_post  directly, so instead the ISR requests that its associated DSR be run and returns. There are
no more interrupts to be processed, so the kernel next checks for DSR’s. One DSR is pending and the scheduler is
currently unlocked, so the DSR can run immediately and post the semaphore. This will have the effect of making
thread A runnable again, so the scheduler’s data structures are adjusted accordingly. When the DSR returns thread
B is no longer the highest priority runnable thread so it will be suspended, and instead thread A gains control over
the cpu.

In the above example no kernel data structures were being manipulated at the exact moment that the interrupt
happened. However that cannot be assumed. Suppose that thread B had finished its current set of calculations and
wanted to write the results to the display. It would claim the appropriate mutex and manipulate the display. Now
suppose that thread B was timesliced in favour of thread C, and that thread C also finished its calculations and
wanted to write the results to the display. It would aaij_mutex_lock . This kernel call locks the scheduler,
examines the current state of the mutex, discovers that the mutex is already owned by another thread, suspends
the current thread, and switches control to another runnable thread. Another interrupt happens in the middle of
this cyg_mutex_lock  call, causing the ISR to run immediately. The ISR decides that thread A should be woken

up so it requests that its DSR be run and returns back to the kernel. At this point there is a pending DSR, but the
scheduler is still locked by the call tyg_mutex_lock  so the DSR cannot run immediately. Instead the call to
cyg_mutex_lock is allowed to continue, which at some point involves unlocking the scheduler. The pending DSR
can now run, safely post the semaphore, and thus wake up thread A.

If the ISR had calledyg_semaphore_post  directly rather than leaving it to a DSR, it is likely that there would
have been some sort of corruption of a kernel data structure. For example the kernel might have completely lost
track of one of the threads, and that thread would never have run again. The two-level approach to interrupt han-
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dling, ISR’s and DSR’s, prevents such problems with no need to disable interrupts.

Calling Contexts

eCos defines a number of contexts. Only certain calls are allowed from inside each context, for example most
operations on threads or synchronization primitives are not allowed from ISR context. The different contexts are
initialization, thread, ISR and DSR.

When eCos starts up it goes through a number of phases, including setting up the hardware and invoking C++ static
constructors. During this time interrupts are disabled and the scheduler is locked. When a configuration includes
the kernel package the final operation is a caliyi@ scheduler_start . At this point interrupts are enabled, the
scheduler is unlocked, and control is transferred to the highest priority runnable thread. If the configuration also
includes the C library package then usually the C library startup package will have created a thread which will call
the application’snain entry point.

Some application code can also run before the scheduler is started, and this code runs in initialization context.
If the application is written partly or completely in C++ then the constructors for any static objects will be run.
Alternatively application code can define a functiony_user_start which gets called after any C++ static
constructors. This allows applications to be written entirely in C.

void
cyg_user_start(void)

{

[* Perform application-specific initialization here */

}

It is not necessary for applications to provideyg_user_start ~ function since the system will provide a default
implementation which does nothing.

Typical operations that are performed from inside static constructasganser_start  include creating threads,
synchronization primitives, setting up alarms, and registering application-specific interrupt handlers. In fact for
many applications all such creation operations happen at this time, using statically allocated data, avoiding any
need for dynamic memory allocation or other overheads.

Code running in initialization context runs with interrupts disabled and the scheduler locked. It is not permitted
to reenable interrupts or unlock the scheduler because the system is not guaranteed to be in a totally consis-
tent state at this point. A consequence is that initialization code cannot use synchronization primitives such as
cyg_semaphore_wait  to wait for an external event. It is permitted to lock and unlock a mutex: there are no other
threads running so it is guaranteed that the mutex is not yet locked, and therefore the lock operation will never
block; this is useful when making library calls that may use a mutex internally.

At the end of the startup sequence the system will eall scheduler_start and the various threads will

start running. In thread context nearly all of the kernel functions are available. There may be some restrictions

on interrupt-related operations, depending on the target hardware. For example the hardware may require
that interrupts be acknowledged in the ISR or DSR before control returns to thread context, in which case

cyg_interrupt_acknowledge should not be called by a thread.

At any time the processor may receive an external interrupt, causing control to be transferred from the current
thread. Typically a VSR provided by eCos will run and determine exactly which interrupt occurred. Then the VSR
will switch to the appropriate ISR, which can be provided by a HAL package, a device driver, or by the application.
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During this time the system is running at ISR context, and most of the kernel function calls are disallowed. This
includes the various synchronization primitives, so for example an ISR is not allowed to post to a semaphore to
indicate that an event has happened. Usually the only operations that should be performed from inside an ISR are
ones related to the interrupt subsystem itself, for example masking an interrupt or acknowledging that an interrupt
has been processed. On SMP systems it is also possible to use spinlocks from ISR context.

When an ISR returns it can request that the corresponding DSR be run as soon as it is safe to do so, and that
will run in DSR context. This context is also used for running alarm functions, and threads can switch temporar-
ily to DSR context by locking the scheduler. Only certain kernel functions can be called from DSR context, al-
though more than in ISR context. In particular it is possible to use any synchronization primitives which cannot
block. These includeyg_semaphore_post , cyg_cond_signal , cyg_cond_broadcast , cyg_flag_setbits ,
andcyg_mbox_tryput . It is not possible to use any primitives that may block suclkyassemaphore_wait
cyg_mutex_lock , orcyg_mbox_put . Calling such functions from inside a DSR may cause the system to hang.

The specific documentation for the various kernel functions gives more details about valid contexts.

Error Handling and Assertions

In many APIs each function is expected to perform some validation of its parameters and possibly of the current
state of the system. This is supposed to ensure that each function is used correctly, and that application code is not
attempting to perform a semaphore operation on a mutex or anything like that. If an error is detected then a suitable
error code is returned, for example the POSIX functigiread_mutex_lock can return various error codes
including EINVAL andEDEADLK There are a number of problems with this approach, especially in the context of
deeply embedded systems:

1. Performing these checks inside the mutex lock and all the other functions requires extra cpu cycles and adds
significantly to the code size. Even if the application is written correctly and only makes system function calls
with sensible arguments and under the right conditions, these overheads still exist.

2. Returning an error code is only useful if the calling code detects these error codes and takes appropriate action.
In practice the calling code will often ignore any errors because the prograthnwevs” that the function is
being used correctly. If the programmer is mistaken then an error condition may be detected and reported, but
the application continues running anyway and is likely to fail some time later in mysterious ways.

3. If the calling code does always check for error codes, that adds yet more cpu cycles and code size overhead.

4. Usually there will be no way to recover from certain errors, so if the application code detected an error such
asEINVAL then all it could do is abort the application somehow.

The approach taken within the eCos kernel is different. Functions swgh asutex_lock  will not return an error

code. Instead they contain various assertions, which can be enabled or disabled. During the development process
assertions are normally left enabled, and the various kernel functions will perform parameter checks and other
system consistency checks. If a problem is detected then an assertion failure will be reported and the application
will be terminated. In a typical debug session a suitable breakpoint will have been installed and the developer can
now examine the state of the system and work out exactly what is going on. Towards the end of the development
cycle assertions will be disabled by manipulating configuration options within the eCos infrastructure package, and
all assertions will be eliminated at compile-time. The assumption is that by this time the application code has been
mostly debugged: the initial version of the code might have tried to perform a semaphore operation on a mutex, but
any problems like that will have been fixed some time ago. This approach has a number of advantages:
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1. In the final application there will be no overheads for checking parameters and other conditions. All that code
will have been eliminated at compile-time.

2.Because the final application will not suffer any overheads, it is reasonable for the system to do more work
during the development process. In particular the various assertions can test for more error conditions and
more complicated errors. When an error is detected it is possible to give a text message describing the error
rather than just return an error code.

3. There is no need for application programmers to handle error codes returned by various kernel function calls.
This simplifies the application code.

4.If an error is detected then an assertion failure will be reported immediately and the application will be halted.
There is no possibility of an error condition being ignored because application code did not check for an error
code.

Although none of the kernel functions return an error code, many of them do return a status condition. For example
the functioncyg_semaphore_timed_wait waits until either an event has been posted to a semaphore, or until a
certain number of clock ticks have occurred. Usually the calling code will need to know whether the wait operation
succeeded or whether a timeout occurgd. semaphore_timed_wait returns a boolean: a return value of zero

or false indicates a timeout, a non-zero return value indicates that the wait succeeded.

In conventional APIs one common error conditions is lack of memory. For example the POSIX function
pthread_create usually has to allocate some memory dynamically for the thread stack and other per-thread
data. If the target hardware does not have enough memory to meet all demands, or more commonly if the
application contains a memory leak, then there may not be enough memory available and the function call would
fail. The eCos kernel avoids such problems by never performing any dynamic memory allocation. Instead it is the
responsibility of the application code to provide all the memory required for kernel data structures and other
needs. In the case ofg_thread_create this means a cyg_thread data structure to hold the thread details, and a
char array for the thread stack.

In many applications this approach results in all data structures being allocated statically rather than dynamically.
This has several advantages. If the application is in fact too large for the target hardware’s memory then there will
be an error at link-time rather than at run-time, making the problem much easier to diagnose. Static allocation
does not involve any of the usual overheads associated with dynamic allocation, for example there is no need to
keep track of the various free blocks in the system, and it may be possible to elimislie from the system
completely. Problems such as fragmentation and memory leaks cannot occur if all data is allocated statically.
However, some applications are sufficiently complicated that dynamic memory allocation is required, and the
various kernel functions do not distinguish between statically and dynamically allocated memory. It still remains
the responsibility of the calling code to ensure that sufficient memory is available, and passing null pointers to the
kernel will result in assertions or system failure.
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Name

SMP— Support Symmetric Multiprocessing Systems

Description

eCos contains support for limited Symmetric Multi-Processing (SMP). This is only available on selected architec-
tures and platforms. The implementation has a number of restrictions on the kind of hardware supported. These are
described irthe Section calle@MP Supporin Chapter 4

The following sections describe the changes that have been made to the eCos kernel to support SMP operation.

System Startup

The system startup sequence needs to be somewhat different on an SMP system, although this is largely transparent
to application code. The main startup takes place on only one CPU, called the primary CPU. All other CPUs, the
secondary CPUs, are either placed in suspended state at reset, or are captured by the HAL and put into a spin as
they start up. The primary CPU is responsible for copying the DATA segment and zeroing the BSS (if required),
calling HAL variant and platform initialization routines and invoking constructors. It thenealistart  to enter

the application. The application may then create extra threads and other objects.

Itis only when the application caltyg_scheduler_start that the secondary CPUs are initialized. This routine
scans the list of available secondary CPUs and invelkes SMP_CPU_STARID start each CPU. Finally it calls an
internal functionCyg_Scheduler::start_cpu to enter the scheduler for the primary CPU.

Each secondary CPU starts in the HAL, where it completes any per-CPU initialization before calling into the kernel
atcyg_kernel_cpu_startup . Here it claims the scheduler lock and catlg)_Scheduler::start_cpu

Cyg_Scheduler::start_cpu is common to both the primary and secondary CPUs. The first thing this code does
is to install an interrupt object for this CPU’s inter-CPU interrupt. From this point on the code is the same as for
the single CPU case: an initial thread is chosen and entered.

From this point on the CPUs are all equal, eCos makes no further distinction between the primary and secondary
CPUs. However, the hardware may still distinguish between them as far as interrupt delivery is concerned.

Scheduling

To function correctly an operating system kernel must protect its vital data structures, such as the run queues,
from concurrent access. In a single CPU system the only concurrent activities to worry about are asynchronous
interrupts. The kernel can easily guard its data structures against these by disabling interrupts. However, in a multi-
CPU system, this is inadequate since it does not block access by other CPUs.

The eCos kernel protects its vital data structures using the scheduler lock. In single CPU systems this is a simple
counter that is atomically incremented to acquire the lock and decremented to release it. If the lock is decremented
to zero then the scheduler may be invoked to choose a different thread to run. Because interrupts may continue to
be serviced while the scheduler lock is claimed, ISRs are not allowed to access kernel data structures, or call kernel
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routines that can. Instead all such operations are deferred to an associated DSR routine that is run during the lock
release operation, when the data structures are in a consistent state.

By choosing a kernel locking mechanism that does not rely on interrupt manipulation to protect data structures,
it is easier to convert eCos to SMP than would otherwise be the case. The principal change needed to make eCos
SMP-safe is to convert the scheduler lock into a nestable spin lock. This is done by adding a spinlock and a CPU
id to the original counter.

The algorithm for acquiring the scheduler lock is very simple. If the scheduler lock’s CPU id matches the current
CPU then it can just increment the counter and continue. If it does not match, the CPU must spin on the spinlock,
after which it may increment the counter and store its own identity in the CPU id.

To release the lock, the counter is decremented. If it goes to zero the CPU id value must be set to NONE and the
spinlock cleared.

To protect these sequences against interrupts, they must be performed with interrupts disabled. However, since
these are very short code sequences, they will not have an adverse effect on the interrupt latency.

Beyond converting the scheduler lock, further preparing the kernel for SMP is a relatively minor matter. The main
changes are to convert various scalar housekeeping variables into arrays indexed by CPU id. These include the
current thread pointer, the need_reschedule flag and the timeslice counter.

At present only the Multi-Level Queue (MLQ) scheduler is capable of supporting SMP configurations. The main
change made to this scheduler is to cope with having several threads in execution at the same time. Running threads
are marked with the CPU that they are executing on. When scheduling a thread, the scheduler skips past any running
threads until it finds a thread that is pending. While not a constant-time algorithm, as in the single CPU case, this
is still deterministic, since the worst case time is bounded by the number of CPUs in the system.

A second change to the scheduler is in the code used to decide when the scheduler should be called to choose a
new thread. The scheduler attempts to keep the n CPUs running the n highest priority threads. Since an event or
interrupt on one CPU may require a reschedule on another CPU, there must be a mechanism for deciding this. The
algorithm currently implemented is very simple. Given a thread that has just been awakened (or had its priority
changed), the scheduler scans the CPUs, starting with the one it is currently running on, for a current thread that
is of lower priority than the new one. If one is found then a reschedule interrupt is sent to that CPU and the scan
continues, but now using the current thread of the rescheduled CPU as the candidate thread. In this way the new
thread gets to run as quickly as possible, hopefully on the current CPU, and the remaining CPUs will pick up the
remaining highest priority threads as a consequence of processing the reschedule interrupt.

The final change to the scheduler is in the handling of timeslicing. Only one CPU receives timer interrupts, although
all CPUs must handle timeslicing. To make this work, the CPU that receives the timer interrupt decrements the
timeslice counter for all CPUs, not just its own. If the counter for a CPU reaches zero, then it sends a timeslice
interrupt to that CPU. On receiving the interrupt the destination CPU enters the scheduler and looks for another
thread at the same priority to run. This is somewhat more efficient than distributing clock ticks to all CPUs, since

the interrupt is only needed when a timeslice occurs.

All existing synchronization mechanisms work as before in an SMP system. Additional synchronization mecha-
nisms have been added to provide explicit synchronization for SMP, in the fospirdbcks

SMP Interrupt Handling

The main area where the SMP nature of a system requires special attention is in device drivers and especially
interrupt handling. It is quite possible for the ISR, DSR and thread components of a device driver to execute on
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different CPUs. For this reason it is much more important that SMP-capable device drivers use the interrupt-related
functions correctly. Typically a device driver would use the driver API rather than call the kernel directly, but it is
unlikely that anybody would attempt to use a multiprocessor system without the kernel package.

Two new functions have been added to the Kernel API tanderrupt routing cyg_interrupt_set_cpu and
cyg_interrupt_get_cpu . Although not currently supported, special values for the cpu argument may be used in
future to indicate that the interrupt is being routed dynamically or is CPU-local. Once a vector has been routed to
a new CPU, all other interrupt masking and configuration operations are relative to that CPU, where relevant.

There are more details of how interrupts should be handled in SMP systehes$®ction calleMP Supporin
Chapter 13
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Thread creation

Name

cyg_thread_create — Create a new thread

Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_thread_create (cyg_addrword_t sched_info , cyg_thread_entry t* entry

cyg_addrword_t entry_data , char* name, void* stack base , cyg_ucount32 stack_size
cyg_handle_t* handle , cyg_thread* thread );

Description

The cyg_thread_create function allows application code and eCos packages to create new threads. In many
applications this only happens during system initialization and all required data is allocated statically. However
additional threads can be created at any time, if necessary. A newly created thread is always in suspended state
and will not start running until it has been resumed via a calltpthread_resume . Also, if threads are created

during system initialization then they will not start running until the eCos scheduler has been started.

The name argument is used primarily for debugging purposes, making it easier to keep track of which
cyg_thread structure is associated with which application-level thread. The kernel configuration option
CYGVAR_KERNEL_THREADS_NAstmtrols whether or not this name is actually used.

On creation each thread is assigned a unique handle, and this will be stored in the location pointed at by the
handle argument. Subsequent operations on this thread including the requirebread_resume  should use
this handle to identify the thread.

The kernel requires a small amount of space for each thread, in the form of a cyg_thread data structure, to hold
information such as the current state of that thread. To avoid any need for dynamic memory allocation within the
kernel this space has to be provided by higher-level code, typically in the form of a static variabtbr&da

argument provides this space.

Thread Entry Point

The entry point for a thread takes the form:
void
thread_entry_function(cyg_addrword_t data)

{
}
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The second argument tyg_thread_create is a pointer to such a function. The third argumentry _data
is used to pass additional data to the function. Typically this takes the form of a pointer to some static data, or a
small integer, oo if the thread does not require any additional data.

If the thread entry function ever returns then this is equivalent to the thread ceflinthread_exit . Even
though the thread will no longer run again, it remains registered with the scheduler. If the application needs to
re-use the cyg_thread data structure then a calldothread_delete is required first.

Thread Priorities

Thesched_info  argument provides additional information to the scheduler. The exact details depend on the
scheduler being used. For the bitmap and miqueue schedulers it is a small integer, typically in the range 0 to 31,
with O being the highest priority. The lowest priority is normally used only by the system’s idle thread. The exact
number of priorities is controlled by the kernel configuration optiM&NUM_KERNEL_SCHED_PRIORITIES

Itis the responsibility of the application developer to be aware of the various threads in the system, including those
created by eCos packages, and to ensure that all threads run at suitable priorities. For threads created by other
packages the documentation provided by those packages should indicate any requirements.

The functions cyg_thread_set_priority , cyg_thread_get_priority , and
cyg_thread_get_current_priority can be used to manipulate a thread’s priority.

Stacks and Stack Sizes

Each thread needs its own stack for local variables and to keep track of function calls and returns. Again it is
expected that this stack is provided by the calling code, usually in the form of static data, so that the kernel does not
need any dynamic memory allocation facilitiegg_thread_create takes two arguments related to the stack, a
pointer to the base of the stack and the total size of this stack. On many processors stacks actually descend from
the top down, so the kernel will add the stack size to the base address to determine the starting location.

The exact stack size requirements for any given thread depend on a number of factors. The most important is
of course the code that will be executed in the context of this code: if this involves significant nesting of
function calls, recursion, or large local arrays, then the stack size needs to be set to a suitably high value.
There are some architectural issues, for example the number of cpu registers and the calling conventions
will have some effect on stack usage. Also, depending on the configuration, it is possible that some other
code such as interrupt handlers will occasionally run on the current thread’s stack. This depends in
part on configuration options such aSYGIMP_HAL_COMMON_INTERRUPTS_USE_INTERRUPT_STA®lKl
CYGSEM_HAL_COMMON_INTERRUPTS_ALLOW_NESTING

Determining an application’s actual stack size requirements is the responsibility of the application developer,
since the kernel cannot know in advance what code a given thread will run. However, the system does provide
some hints about reasonable stack sizes in the form of two constaf@stUM_HAL STACK_SIZE_MINIMUahd
CYGNUM_HAL_STACK_SIZE_TYPICALThese are defined by the appropriate HAL package.MikgvUMvalue is
appropriate for a thread that just runs a single function and makes very simple system calls. Trying to create a
thread with a smaller stack than this is illegal. ThPICAL value is appropriate for applications where application

calls are nested no more than half a dozen or so levels, and there are no large arrays on the stack.

If the stack sizes are not estimated correctly and a stack overflow occurs, the probably result is some form of
memory corruption. This can be very hard to track down. The kernel does contain some code to help detect stack
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overflows, controlled by the configuration optiGyGFUN_KERNEL_THREADS_STACK_CHECKIaiGmall amount

of space is reserved at the stack limit and filled with a special signature: every time a thread context switch occurs
this signature is checked, and if invalid that is a good indication (but not absolute proof) that a stack overflow has

occurred. This form of stack checking is enabled by default when the system is built with debugging enabled. A

related configuration option BYGFUN_KERNEL_THREADS_STACK_MEASUREMENIDIling this option means that

a thread can call the functiayg_thread_measure_stack_usage to find out the maximum stack usage to date.

Note that this is not necessarily the true maximum because, for example, it is possible that in the current run no
interrupt occurred at the worst possible moment.

Valid contexts

cyg_thread_create may be called during initialization and from within thread context. It may not be called from
inside a DSR.

Example

A simple example of thread creation is shown below. This involves creating five threads, one producer and four
consumers or workers. The threads are created in the systggniser_start  : depending on the configuration
it might be more appropriate to do this elsewhere, for example imsatte.

#include  <cyg/hal/hal_arch.h >
#include  <cyg/kernel/kapi.h >

/I These numbers depend entirely on your application

#define NUMBER_OF_WORKERS 4

#define PRODUCER_PRIORITY 10

#define WORKER_PRIORITY 11

#define PRODUCER_STACKSIZE CYGNUM_HAL_STACK_SIZE_TYPICAL

#define WORKER_STACKSIZE (CYGNUM_HAL_STACK_SIZE_MINIMUM + 1024)

static unsigned char producer_stacklPRODUCER_STACKSIZE];

static unsigned char worker_stacksfNUMBER_OF WORKERS][WORKER_STACKSIZE];
static cyg_handle_t producer_handle, worker_handlesfINUMBER_OF WORKERS];
static cyg_thread  producer_thread, worker_threadsINUMBER_OF_WORKERS];

static void
producer(cyg_addrword_t data)
{

}

static void
worker(cyg_addrword_t data)

{
}

void
cyg_user_start(void)
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{
int i;
cyg_thread_create(PRODUCER_PRIORITY, &producer, 0, "producer”,
producer_stack, PRODUCER_STACKSIZE,
&producer_handle, &producer_thread);
cyg_thread_resume(producer_handle);
for (i = 0; i < NUMBER_OF_WORKERS; i++) {
cyg_thread_create(WORKER_PRIORITY, &worker, i, "worker",
worker_stacks[i], WORKER_STACKSIZE,
&(worker_handles][i]), &(worker_threadsi]));
cyg_thread_resume(worker_handles]i]);
}
}

Thread Entry Points and C++

For code written in C++ the thread entry function must be either a static member function of a class or an ordinary
function outside any class. It cannot be a normal member function of a class because such member functions take
an implicit additional argumenhis , and the kernel has no way of knowing what value to use for this argument.
One way around this problem is to make use of a special static member function, for example:

class fred {
public:
void thread_function();
static void static_thread_aux(cyg_addrword_t);

b

void

fred::static_thread_aux(cyg_addrword_t objptr)

{
fred* object = static_cast <fred* >(objptr);
object- >thread_function();

}

static fred instance;

extern "C" void
cyg_start( void )

{

cyg_thread_create( ...,
&fred::static_thread_aux,
reinterpret_cast <cyg_addrword_t >(&instance),

o)
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Effectively this uses thentry_data  argument t@yg_thread_create  to hold thethis pointer. Unfortunately

this approach does require the use of some C++ casts, so some of the type safety that can be achieved when
programming in C++ is lost.
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Thread information

Name

cyg_thread_self, cyg_thread_idle_thread, cyg thread get stack base,
cyg_thread_get stack_size, cyg_thread _measure_stack usage,
cyg_thread_get next, cyg thread_get info, cyg_thread get id,

cyg_thread_find — Get basic thread information
Synopsis
#include  <cyg/kernel/kapi.h >

cyg_handle_t cyg_thread_self (void);

cyg_handle_t cyg_thread_idle_thread (void);

cyg_addrword_t cyg_thread_get_stack_base (cyg_handle_t thread );

cyg_uint32  cyg_thread_get_stack_size (cyg_handle_t thread );

cyg_uint32  cyg_thread_measure_stack_usage (cyg_handle_t thread );

cyg_bool cyg_thread_get_next (cyg_handle_t *  thread , cyg_uintlé * id);

cyg_bool cyg_thread_get_info (cyg_handle_t thread , cyg_uintl6 id , cyg_thread_info
*info );

cyg_uintlé  cyg_thread get_id (cyg_handle_t thread );

cyg_handle_t cyg_thread_find (cyg_uintl6 id );

Description

These functions can be used to obtain some basic information about various threads in the system. Typically they
serve little or no purpose in real applications, but they can be useful during debugging.

cyg_thread_self returns a handle corresponding to the current thread. It will be the same as the value filled in
by cyg_thread_create when the current thread was created. This handle can then be passed to other functions
such asyg_thread_get_priority

cyg_thread_idle_thread returns the handle corresponding to the idle thread. This thread is created automati-
cally by the kernel, so application-code has no other way of getting hold of this information.

cyg_thread_get_stack_base andcyg_thread_get_stack_size return information about a specific thread’s
stack. The values returned will match the values passeghtohread_create when this thread was created.

cyg_thread_measure_stack_usage is only available if the configuration option
CYGFUN_KERNEL_THREADS_STACK_MEASURENME@Tabled. The return value is the maximum number of bytes

of stack space used so far by the specified thread. Note that this should not be considered a true upper bound, for
example it is possible that in the current test run the specified thread has not yet been interrupted at the deepest
point in the function call graph. Never the less the value returned can give some useful indication of the thread’s
stack requirements.
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cyg_thread_get_next is used to enumerate all the current threads in the system. It should be called initially with

the locations pointed to bhread andid set to zero. On return these will be set to the handle and ID of the first
thread. On subsequent calls, these parameters should be left set to the values returned by the previous call. The
handle and ID of the next thread in the system will be installed each time, talkika return value indicates the

end of the list.

cyg_thread_get_info fills in the cyg_thread_info structure with information about the thread described by the
thread andid arguments. The information returned includes the thread’s handle and id, its state and name,
priorities and stack parameters. If the thread does not exist the function rezisens

The cyg_thread_info structure is defined as follows<ayg/kernel/kapi.h >, but may be extended in future
with additional members, and so its size should not be relied upon:

typedef struct

{
cyg_handle_t handle ;
cyg_uintl6 id ;
cyg_uint32 state
char *name;
cyg_priority_t set_pri
cyg_priority_t cur_pri
cyg_addrword_t stack_base
cyg_uint32 stack_size
cyg_uint32 stack_used

} cyg_thread_info;

cyg_thread_get_id returns the unique thread ID for the thread identifiedhrgad

cyg_thread_find returns a handle for the thread whose IDids. If no such thread exists, a zero handle is
returned.

Valid contexts

cyg_thread_self may only be called from thread contexig_thread_idle_thread may be called from
thread or DSR context, but only after the system has been initializggl.thread_get stack base ,
cyg_thread_get_stack_size and cyg_thread_measure_stack_usage may be called any time after the

specified thread has been created, but measuring stack usage involves looping over at least part of the thread’s
stack so this should normally only be done from thread contgst.thread_get id may be called from any
context as long as the caller can guarantee that the supplied thread handle remains valid.

Examples
A simple example of the use of thgg_thread_get_next andcyg_thread_get_info follows:
#include  <cyg/kernel/kapi.h >

#include <stdio.h >

void show_threads(void)

{



Thread information

cyg_handle_t thread = 0;
cyg_uintl6 id = 0;

while( cyg_thread_get_next( &thread, &id ) )

{
cyg_thread_info info;
if( !cyg_thread_get_info( thread, id, &info ) )
break;
printf("ID: %04x name: %210s pri: %d\n",
info.id, info.name?info.name:"----", info.set_pri );
}
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Thread control

Name

cyg_thread_yield, cyg_thread_delay, cyg_thread_suspend, cyg_thread_resume,
cyg_thread_release — Control whether or not a thread is running
Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_thread_yield (void);

void cyg_thread delay  (cyg_tick _count t delay );
void cyg_thread_suspend (cyg_handle_t thread );
void cyg_thread_resume (cyg_handle_t thread );
void cyg_thread release (cyg_handle_t thread );

Description

These functions provide some control over whether or not a particular thread can run. Apart from the required use of
cyg_thread_resume  to start a newly-created thread, application code should normally use proper synchronization

primitives such as condition variables or mail boxes.

Yield

cyg_thread_yield allows a thread to relinquish control of the processor to some other runnable thread which has
the same priority. This can have no effect on any higher-priority thread since, if such a thread were runnable, the
current thread would have been preempted in its favour. Similarly it can have no effect on any lower-priority thread
because the current thread will always be run in preference to those. As a consequence this function is only useful
in configurations with a scheduler that allows multiple threads to run at the same priority, for example the miqueue

scheduler. If instead the bitmap scheduler was being usedyhethread_yield() would serve no purpose.

Even if a suitable scheduler such as the miqueue scheduler has been configmniesad_yield will still

rarely prove useful: instead timeslicing will be used to ensure that all threads of a given priority get a fair slice
of the available processor time. However it is possible to disable timeslicing via the configuration option
CYGSEM_KERNEL_SCHED_TIMESLICE which casecyg_thread_yield can be used to implement a form of

cooperative multitasking.

Delay

cyg_thread_delay allows a thread to suspend until the specified number of clock ticks have occurred. For ex-
ample, if a value of 1 is used and the system clock runs at a frequency of 100Hz then the thread will sleep for up
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to 10 milliseconds. This functionality depends on the presence of a real-time system clock, as controlled by the
configuration optiolCYGVAR_KERNEL_COUNTERS_CLOCK

If the application requires delays measured in milliseconds or similar units rather than in clock ticks, some calcula-
tions are needed to convert between these units as descriBeatks Usually these calculations can be done by the
application developer, or at compile-time. Performing such calculations prior to every cgil toread_delay

adds unnecessary overhead to the system.

Suspend and Resume

Associated with each thread is a suspend counter. When a thread is first created this counter is initialized to 1.
cyg_thread_suspend  can be used to increment the suspend countercgmndhread_resume  decrements it.

The scheduler will never run a thread with a non-zero suspend counter. Therefore a newly created thread will not
run until it has been resumed.

An occasional problem with the use of suspend and resume functionality is that a thread gets suspended
more times than it is resumed and hence never becomes runnable again. This can lead to very
confusing behaviour. To help with debugging such problems the kernel provides a configuration option
CYGNUM_KERNEL_MAX_SUSPEND_COUNT_AS®MRch imposes an upper bound on the number of suspend calls
without matching resumes, with a reasonable default value. This functionality depends on infrastructure assertions
being enabled.

Releasing a Blocked Thread

When a thread is blocked on a synchronization primitive such as a semaphore or a mutex, or when it is waiting
for an alarm to trigger, it can be forcibly woken up usiog_thread_release . Typically this will call the

affected synchronization primitive to return false, indicating that the operation was not completed successfully.
This function has to be used with great care, and in particular it should only be used on threads that have been
designed appropriately and check all return codes. If instead it were to be used on, say, an arbitrary thread that is
attempting to claim a mutex then that thread might not bother to check the result of the mutex lock operation -
usually there would be no reason to do so. Therefore the thread will now continue running in the false belief that it
has successfully claimed a mutex lock, and the resulting behaviour is undefined. If the system has been built with
assertions enabled then it is possible that an assertion will trigger when the thread tries to release the mutex it does
not actually own.

The main use ofyg_thread_release is in the POSIX compatibility layer, where it is used in the implementation
of per-thread signals and cancellation handlers.

Valid contexts

cyg_thread_yield can only be called from thread context, A DSR must always run to completion and cannot
yield the processor to some threaglg_thread_suspend , cyg_thread_resume , andcyg_thread_release
may be called from thread or DSR context.
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Name

cyg_thread_exit, cyg thread_Kill, cyg thread_delete — Allow threads to terminate

Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_thread_exit (void);
void cyg_thread_Kkill (cyg_handle_t thread );
cyg_bool_t  cyg_thread_delete (cyg_handle_t thread );

Description

In many embedded systems the various threads are allocated statically, created during initialization, and never
need to terminate. This avoids any need for dynamic memory allocation or other resource management facilities.
However if a given application does have a requirement that some threads be created dynamically, must terminate,
and their resources such as the stack be reclaimed, then the kernel provides the fupgtitnsad_exit
cyg_thread_Kkill , andcyg_thread_delete

cyg_thread_exit allows a thread to terminate itself, thus ensuring that it will not be run again by the scheduler.
However the cyg_thread data structure passegydothread_create remains in use, and the handle returned
by cyg_thread_create remains valid. This allows other threads to perform certain operations on the terminated
thread, for example to determine its stack usagewsathread_measure_stack_usage . When the handle and
cyg_thread structure are no longer requirgd, thread_delete should be called to release these resources. If
the stack was dynamically allocated then this should not be freed until after the call toread_delete

Alternatively, one thread may usgg_thread_Kkill on another This has much the same effect as the affected
thread callingeyg_thread_exit . However killing a thread is generally rather dangerous because no attempt is
made to unlock any synchronization primitives currently owned by that thread or release any other resources that
thread may have claimed. Therefore use of this function should be avoidedygamigtead_exit is preferred.
cyg_thread_Kkill cannot be used by a thread to kill itself.

cyg_thread_delete should be used on a thread after it has exited and is no longer required. After this call the
thread handle is no longer valid, and both the cyg_thread structure and the thread stack can be re-used or freed. If
cyg_thread_delete is invoked on a thread that is still running then there is an implicit calygothread_kill

This function returnsrue  if the delete was successful, afatse  if the delete did not happen. The delete may not
happen for example if the thread being destroyed is a lower priority thread than the running thread, and will thus
not wake up in order to exit until it is rescheduled.
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Valid contexts

cyg_thread_exit  , cyg_thread_Kkill andcyg_thread_delete can only be called from thread context.
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Name

cyg_thread_get_priority, cyg_thread_get current_priority,

cyg_thread_set_priority — Examine and manipulate thread priorities
Synopsis

#include  <cyg/kernel/kapi.h >

cyg_priority_t cyg_thread_get_priority (cyg_handle_t thread );

cyg_priority_t cyg_thread_get_current_priority (cyg_handle_t thread );

void cyg_thread_set_priority (cyg_handle_t thread , cyg_priority t priority );
Description

Typical schedulers use the concept of a thread priority to determine which thread should run next. Exactly
what this priority consists of will depend on the scheduler, but a typical implementation would be a small
integer in the range 0 to 31, with O being the highest priority. Usually only the idle thread will run at the
lowest priority. The exact number of priority levels available depends on the configuration, typically the option
CYGNUM_KERNEL_SCHED_PRIORITIES

cyg_thread_get_priority can be used to determine the priority of a thread, or more correctly the value last used
in acyg_thread_set_priority call or when the thread was first created. In some circumstances it is possible
that the thread is actually running at a higher priority. For example, if it owns a mutex and priority ceilings or
inheritance is being used to prevent priority inversion problems, then the thread’s priority may have been boosted
temporarily.cyg_thread_get_current_priority returns the real current priority.

In many applications appropriate thread priorities can be determined and allocated statically. However, if it is
necessary for a thread’s priority to change at run-time thereyfiehread_set_priority function provides
this functionality.

Valid contexts

cyg_thread_get_priority andcyg_thread_get_current_priority can be called from thread or DSR con-
text, although the latter is rarely usefahg_thread_set_priority should also only be called from thread
context.
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Per-thread data

Name

cyg_thread_new_data_index, cyg_thread_free_data_index, cyg_thread get data,
cyg_thread_get data ptr, cyg_thread_set data — Manipulate per-thread data
Synopsis

#include  <cyg/kernel/kapi.h >

cyg_ucount32  cyg_thread_new_data_index (void);

void cyg_thread_free_data_index (cyg_ucount32 index );

cyg_addrword_t cyg_thread_get data (cyg_ucount32 index );
cyg_addrword_t* cyg_thread_get_data_ptr (cyg_ucount32 index );

void cyg_thread_set data (cyg_ucount32 index , cyg_addrword_t data );

Description

In some applications and libraries it is useful to have some data that is specific to each thread. For example, many
of the functions in the POSIX compatibility package return -1 to indicate an error and store additional information

in what appears to be a global variableno . However, if multiple threads make concurrent calls into the POSIX
library and iferrno were really a global variable then a thread would have no way of knowing whether the current
errno value really corresponded to the last POSIX call it made, or whether some other thread had run in the
meantime and made a different POSIX call which updated the variable. To avoid such coefusioris instead
implemented as a per-thread variable, and each thread has its own instance.

The support for per-thread data can be disabled via the configuration apti®WAR_KERNEL_THREADS_DATA

If enabled, each cyg_thread data structure holds a small array of words. The size of this array is determined by
the configuration optio@YGNUM_KERNEL_THREADS_DATA_MAXen a thread is created the array is filled with
zeroes.

If an application needs to use per-thread data then it needs an index into this array which has not yet been
allocated to other code. This index can be obtained by catlngthread_new_data_index , and then used in
subsequent calls toyg_thread_get data . Typically indices are allocated during system initialization and
stored in static variables. If for some reason a slot in the array is no longer required and can be re-used then
it can be released by callingyg_thread_free_data_index . When a slot index is allocated, then if the
CYGVAR_KERNEL_THREADS_LISaption is enabled, the corresponding array entry for all threads will be reset
back to zero in case that slot had been previously used.

The current per-thread data in a given slot can be obtained ogintpread_get_data . This implicitly operates

on the current thread, and its single argument should be an index as returtyed thyead_new_data_index

The per-thread data can be updated usigthread_set_data . If a particular item of per-thread data is needed
repeatedly thenyg_thread_get_data_ptr can be used to obtain the address of the data, and indirecting through
this pointer allows the data to be examined and updated efficiently.
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Some packages, for example the error and POSIX packages, have pre-allocated slots in the array of per-thread
data. These slots should not normally be used by application code, and instead slots should be allocated during
initialization by a call tocyg_thread_new_data_index . If it is known that, for example, the configuration will

never include the POSIX compatibility package then application code may instead decide to re-use the slot allo-
cated to that packageYGNUM_KERNEL_THREADS_DATA_PQ3idt obviously this does involve a risk of strange

and subtle bugs if the application’s requirements ever change.

Valid contexts

Typically cyg_thread_new_data_index is only called during initialization, but may also be called at any time
in thread contextcyg_thread_free_data_index , if used at all, can also be called during initialization or from
thread contextyg_thread_get_data , cyg_thread_get_data_ptr , andcyg_thread_set_data may only be

called from thread context because they implicitly operate on the current thread.



Thread destructors

Name

cyg_thread_add_destructor, cyg_thread_rem_destructor — Call functions on thread
termination

Synopsis

#include  <cyg/kernel/kapi.h >

typedef void (*cyg_thread_destructor_fn)(cyg_addrword_t);

cyg_bool t  cyg_thread _add_destructor (cyg_thread_destructor_fn fn, cyg_addrword_t data );
cyg_bool t  cyg_thread_rem_destructor (cyg_thread_destructor_fn fn, cyg_addrword_t data );
Description

These functions are provided for cases when an application requires a function to be automatically called when a
thread exits. This is often useful when, for example, freeing up resources allocated by the thread.

This support must be enabled with the configuration oplisBPKG_KERNEL_THREADS_DESTRUCTO®$en en-

abled, you may register a function of type cyg_thread_destructor_fn to be called on thread termination using
cyg_thread_add_destructor . You may also provide it with a piece of arbitrary information in tteda argu-

ment which will be passed to the destructor funcfionwhen the thread terminates. If you no longer wish to call a
function previous registered witlyg_thread_add_destructor , you may calkyg_thread_rem_destructor

with the same parameters used to register the destructor function. Both these functionsueetuwn success and

false on failure.

By default, thread destructors are per-thread, which means that registering a destructor function only registers
that function for the current thread. In other words, each thread has its own list of destructors. Alternatively you
may disable the configuration opti@YGSEM_KERNEL_THREADS_DESTRUCTORS_PER_THRBE#mich case any
registered destructors will be run whanythreads exit. In other words, the thread destructor list is global and all
threads have the same destructors.

There is a limit to the number of destructors which may be registered, which can be controlled with the
CYGNUM_KERNEL_THREADS_DESTRUCT@RAfiguration option. Increasing this value will very slightly
increase the amount of memory in use, and WIBYGSEM_KERNEL_THREADS_DESTRUCTORS_PER_THREAD
is enabled, the amount of memory used per thread will increase. When the limit has been reached,
cyg_thread_add_destructor will return false

Valid contexts

When CYGSEM_KERNEL THREADS DESTRUCTORS_PER_THRHAD enabled, these functions must
only be called from a thread context as they implicitly operate on the current thread. When
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CYGSEM_KERNEL_THREADS_DESTRUCTORS_PER_THRHIiBabled, these functions may be called from thread
or DSR context, or at initialization time.
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Name

cyg_exception_set_handler, cyg_exception_clear_handler,

cyg_exception_call_handler — Handle processor exceptions

Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_exception_set_handler (cyg_code_t  exception_number , cyg_exception_handler_t*
new_handler , cyg_addrword_t new_data , cyg_exception_handler_t** old_handler
cyg_addrword_t* old_data );

void cyg_exception_clear_handler (cyg_code_t  exception_number );

void cyg_exception_call_handler (cyg_handle_t thread , cyg_code_t  exception_number

cyg_addrword_t exception_info );

Description

Sometimes code attempts operations that are not legal on the current hardware, for example dividing by zero, or ac-
cessing data through a pointer that is not properly aligned. When this happens the hardware will raise an exception.
This is very similar to an interrupt, but happens synchronously with code execution rather than asynchronously and
hence can be tied to the thread that is currently running.

The exceptions that can be raised depend very much on the hardware, especially the processor. The corresponding
documentation should be consulted for more details. Alternatively the architectural HAL header fite.n |

or one of the variant or platform header files it includes, will contain appropriate definitions. The details of how to
handle exceptions, including whether or not it is possible to recover from them, also depend on the hardware.

Exception handling is optional, and can be disabled through the configuration option
CYGPKG_KERNEL_EXCEPTIONE an application has been exhaustively tested and is trusted never to raise

a hardware exception then this option can be disabled and code and data sizes will be reduced somewhat.
If exceptions are left enabled then the system will provide default handlers for the various exceptions, but
these do nothing. Even the specific type of exception is ignored, so there is no point in attempting to
decode this and distinguish between say a divide-by-zero and an unaligned access. If the application installs
its own handlers and wants details of the specific exception being raised then the configuration option
CYGSEM_KERNEL_EXCEPTIONS_DEC®IE to be enabled.

An alternative handler can be installed usiyg_exception_set_handler . This requires a code for the excep-

tion, a function pointer for the new exception handler, and a parameter to be passed to this handler. Details of the
previously installed exception handler will be returned via the remaining two arguments, allowing that handler to
be reinstated, or null pointers can be used if this information is of no interest. An exception handling function
should take the following form:

void
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my_exception_handler(cyg_addrword_t data, cyg_code_t exception, cyg_addrword_t info)

{
}

The data argument corresponds to tieav_data parameter supplied toyg_exception_set_handler . The
exception code is provided as well, in case a single handler is expected to support multiple exceptionfe. The
argument will depend on the hardware and on the specific exception.

cyg_exception_clear_handler can be used to restore the default handler, if desired. It is also possible for
software to raise an exception and cause the current handler to be invoked, but generally this is useful only for
testing.

By default the system maintains a single set of global exception handlers. However, since exceptions
occur synchronously it is sometimes useful to handle them on a per-thread basis, and have a different
set of handlers for each thread. This behaviour can be obtained by disabling the configuration
option CYGSEM_KERNEL_EXCEPTIONS_GLOBALlf per-thread exception handlers are being used then
cyg_exception_set_handler and cyg_exception_clear_handler apply to the current thread. Otherwise

they apply to the global set of handlers.

Caution

In the current implementation cyg_exception_call_handler can only be used on the current
thread. There is no support for delivering an exception to another thread.

Note: Exceptions at the eCos kernel level refer specifically to hardware-related events such as unaligned
accesses to memory or division by zero. There is no relation with other concepts that are also known as
exceptions, for example the throw and catch facilities associated with C++.

Valid contexts

If the system is configured with a single set of global exception handlersctiyenxception_set_handler
andcyg_exception_clear_handler may be called during initialization or from thread context. If instead per-
thread exception handlers are being used then it is not possible to install new handlers during initialization be-
cause the functions operate implicitly on the current thread, so they can only be called from thread context.
cyg_exception_call_handler should only be called from thread context.



Counters

Name

cyg_counter_create, cyg_counter_delete, cyg_counter_current_value,

cyg_counter_set value, cyg_counter_tick — Count event occurrences
Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_counter_create (cyg_handle_t* handle , cyg_counter* counter );

void cyg_counter_delete (cyg_handle_t counter );

cyg_tick_count_t cyg_counter_current_value (cyg_handle_t counter );

void cyg_counter_set_value (cyg_handle_t counter , cyg_tick_count_t new_value );

void cyg_counter_tick (cyg_handle_t counter );

Description

Kernel counters can be used to keep track of how many times a particular event has occurred. Usually this event is
an external signal of some sort. The most common use of counters is in the implementation of clocks, but they can
be useful with other event sources as well. Application code can ataghsto counters, causing a function to be

called when some number of events have occurred.

A new counter is initialized by a call teyg_counter_create . The first argument is used to return a handle to the

new counter which can be used for subsequent operations. The second argument allows the application to provide
the memory needed for the object, thus eliminating any need for dynamic memory allocation within the kernel. If

a counter is no longer required and does not have any alarms attachegighenter_delete can be used to

release the resources, allowing the cyg_counter data structure to be re-used.

Initializing a counter does not automatically attach it to any source of events. Instead some other code needs to
call cyg_counter_tick whenever a suitable event occurs, which will cause the counter to be incremented
and may cause alarms to trigger. The current value associated with the counter can be retrieved using
cyg_counter_current_value and modified withcyg_counter_set_value . Typically the latter function is

only used during initialization, for example to set a clock to wallclock time, but it can be used to reset a counter if
necessary. Howeveyg_counter_set_value will never trigger any alarms. A newly initialized counter has a
starting value of 0.

The  kernel provides two  different implementations of counters. The  default is
CYGIMP_KERNEL_COUNTERS_SINGLE_LISwhich stores all alarms attached to the counter on a single list. This

is simple and usually efficient. However when a tick occurs the kernel code has to traverse this list, typically at
DSR level, so if there are a significant number of alarms attached to a single counter this will affect the system'’s
dispatch latency. The alternative implementationGIMP_KERNEL_COUNTERS_MULTI_LISStores each alarm in

one of an array of lists such that at most one of the lists needs to be searched per clock tick. This involves extra
code and data, but can improve real-time responsiveness in some circumstances. Another configuration option that
is relevant here iI€YGIMP_KERNEL_COUNTERS_SORT_LISwhich is disabled by default. This provides a trade
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off between doing work whenever a new alarm is added to a counter and doing work whenever a tick occurs. It is
application-dependent which of these is more appropriate.

Valid contexts

cyg_counter_create is typically called during system initialization but may also be called in thread
context. Similarly cyg_counter_delete may be called during initialization or in thread context.
cyg_counter_current_value , Cyg_counter_set_value and cyg_counter_tick may be called during
initialization or from thread or DSR context. In faetg_counter_tick is usually called from inside a DSR in
response to an external event of some sort.



Clocks

Name

cyg_clock_create, cyg_clock_delete, cyg_clock to_counter,
cyg_clock_set_resolution, cyg_clock get resolution, cyg real_time_clock,

cyg_current_time — Provide system clocks

Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_clock_create (cyg_resolution_t resolution , cyg_handle_t* handle , cyg_clock*
clock );

void cyg_clock_delete (cyg_handle_t clock );

void cyg_clock_to_counter (cyg_handle_t clock , cyg_handle_t* counter );

void cyg_clock_set_resolution (cyg_handle_t clock , cyg_resolution_t resolution  );
cyg_resolution_t cyg_clock_get_resolution (cyg_handle_t clock );

cyg_handle_t cyg_real_time_clock (void);

cyg_tick_count_t cyg_current_time (void);

Description

In the eCos kernel clock objects are a special forntaifinterobjects. They are attached to a specific type of
hardware, clocks that generate ticks at very specific time intervals, whereas counters can be used with any event
source.

In a default configuration the kernel provides a single clock instance, the real-time clock. This gets used for times-
licing and for operations that involve a timeout, for examyg semaphore_timed_wait . If this functionality is

not required it can be removed from the system using the configuration @t®wAR_KERNEL_COUNTERS_CLOCK
Otherwise the real-time clock can be accessed by a calbtoeal_time_clock , allowing applications to attach
alarms, and the current counter value can be obtained ogingurrent_time

Applications can create and destroy additional clocks if desired, using clock_create and
cyg_clock_delete . The first argument toyg_clock_create specifies theesolutionthis clock will run at. The

second argument is used to return a handle for this clock object, and the third argument provides the kernel with
the memory needed to hold this object. This clock will not actually tick by itself. Instead it is the responsibility of
application code to initialize a suitable hardware timer to generate interrupts at the appropriate frequency, install
an interrupt handler for this, and callg_counter_tick from inside the DSR. Associated with each clock is a
kernel counter, a handle for which can be obtained usjggclock_to_counter
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Clock Resolutions and Ticks

At the kernel level all clock-related operations including delays, timeouts and alarms work in units of clock ticks,
rather than in units of seconds or milliseconds. If the calling code, whether the application or some other package,
needs to operate using units such as milliseconds then it has to convert from these units to clock ticks.

The main reason for this is that it accurately reflects the hardware: calling somethingrideteep with a delay

of ten nanoseconds will not work as intended on any real hardware because timer interrupts simply will not happen
that frequently; instead callingyg_thread_delay with the equivalent delay of O ticks gives a much clearer
indication that the application is attempting something inappropriate for the target hardware. Similarly, passing a
delay of five ticks tocyg_thread_delay makes it fairly obvious that the current thread will be suspended for
somewhere between four and five clock periods, as opposed to passing 50000&@Bit@p which suggests a
granularity that is not actually provided.

A secondary reason is that conversion between clock ticks and units such as milliseconds can be somewhat expen-
sive, and whenever possible should be done at compile-time or by the application developer rather than at run-time.
This saves code size and cpu cycles.

The information needed to perform these conversions is the clock resolution. This is a structure with two fields,
a dividend and a divisor, and specifies the number of nanoseconds between clock ticks. For example a clock
that runs at 100Hz will have 10 milliseconds between clock ticks, or 10000000 nanoseconds. The ratio between the
resolution’s dividend and divisor will therefore be 10000000 to 1, and typical values for these might be 2000000000
and 100. If the clock runs at a different frequency, say 60Hz, the numbers could be 1000000000 and 60 respectively.
Given a delay in nanoseconds, this can be converted to clock ticks by multiplying with the the divisor and then
dividing by the dividend. For example a delay of 50 milliseconds corresponds to 50000000 nanoseconds, and with
a clock frequency of 100Hz this can be converted to (50000000 * 100) / 1000000000) = 5 clock ticks. Given the
large numbers involved this arithmetic normally has to be done using 64-bit precision and the long long data type,
but allows code to run on hardware with unusual clock frequencies.

The default frequency for the real-time clock on any platform is usually about 100Hz, but platform-specific docu-
mentation should be consulted for this information. Usually it is possible to override this default by configuration
options, but again this depends on the capabilities of the underlying hardware. The resolution for any clock can
be obtained usingyg_clock_get_resolution . For clocks created by application code, there is also a function
cyg_clock_set_resolution . This does not affect the underlying hardware timer in any way, it merely updates
the information that will be returned in subsequent callsyi® clock_get_resolution : changing the actual
underlying clock frequency will require appropriate manipulation of the timer hardware.

Valid contexts

cyg_clock_create is usually only called during system initialization (if at all), but may also be called from
thread context. The same appliescy@_clock_delete . The remaining functions may be called during initial-
ization, from thread context, or from DSR context, although it should be noted that there is no locking between
cyg_clock_get_resolution andcyg_clock_set_resolution so theoretically it is possible that the former
returns an inconsistent data structure.



Alarms

Name

cyg_alarm_create, cyg_alarm_delete, cyg_alarm_initialize, cyg_alarm_enable,
cyg_alarm_disable — Run an alarm function when a number of events have occurred
Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_alarm_create  (cyg_handle_t counter , cyg_alarm_t* alarmfn |, cyg_addrword_t data ,
cyg_handle_t* handle , cyg_alarm* alarm );

void cyg_alarm_delete  (cyg_handle_t alarm );

void cyg_alarm_initialize (cyg_handle_t alarm , cyg_tick_count_t trigger

cyg_tick_count_t interval );

void cyg_alarm_enable (cyg_handle_t alarm );

void cyg_alarm_disable (cyg_handle_t alarm );

Description

Kernel alarms are used together with counters and allow for action to be taken when a certain number of events
have occurred. If the counter is associated with a clock then the alarm action happens when the appropriate number
of clock ticks have occurred, in other words after a certain period of time.

Setting up an alarm involves a two-step process. First the alarm must be created with eygahlitom_create

This takes five arguments. The first identifies the counter to which the alarm should be attached. If the alarm should
be attached to the system'’s real-time clock tlegm real_time_clock and cyg_clock_to_counter can be

used to get hold of the appropriate handle. The next two arguments specify the action to be taken when the alarm
is triggered, in the form of a function pointer and some data. This function should take the form:

void
alarm_handler(cyg_handle_t alarm, cyg_addrword_t data)

{
}

The data argument passed to the alarm function corresponds to the third argument pagsethto_create

The fourth argument toyg_alarm_create  is used to return a handle to the newly-created alarm object, and the
final argument provides the memory needed for the alarm object and thus avoids any need for dynamic memory
allocation within the kernel.

Once an alarm has been created a further calydoalarm_initialize is needed to activate it. The first argu-
ment specifies the alarm. The second argument indicates the number of events, for example clock ticks, that need

63



Alarms

64

to occur before the alarm triggers. If the third argument is 0 then the alarm will only trigger once. A non-zero value
specifies that the alarm should trigger repeatedly, with an interval of the specified number of events.

Alarms can be temporarily disabled and reenabled usyggalarm_disable andcyg_alarm_enable . Alter-
natively another call teyg_alarm_initialize can be used to modify the behaviour of an existing alarm. If an
alarm is no longer required then the associated resources can be releaseglgusiagn_delete

The alarm function is invoked when a counter tick occurs, in other words when there is a call to
cyg_counter_tick , and will happen in the same context. If the alarm is associated with the system’s real-time
clock then this will be DSR context, following a clock interrupt. If the alarm is associated with some other
application-specific counter then the details will depend on how that counter is updated.

If two or more alarms are registered for precisely the same counter tick, the order of execution of the alarm functions
is unspecified.

Valid contexts

cyg_alarm_create cyg_alarm_initialize is typically called during system initialization but may
also be called in thread context. The same appliescy@ alarm_delete . cyg_alarm_initialize ,
cyg_alarm_disable and cyg_alarm_enable may be called during initialization or from thread or DSR
context, buttyg_alarm_enable  andcyg_alarm_initialize may be expensive operations and should only be

called when necessary.



Mutexes

Name

cyg_mutex_init, cyg_mutex_destroy, cyg_mutex_lock, cyg_mutex_timed_lock,
cyg_mutex_trylock, cyg_mutex_unlock, cyg_mutex_release,

cyg_mutex_set_ceiling, cyg_mutex_set_protocol — Synchronization primitive
Synopsis
#include  <cyg/kernel/kapi.h >

void cyg_mutex_init  (cyg_mutex_t* mutex );

void cyg_mutex_destroy  (cyg_mutex_t* mutex );

cyg_bool_t  cyg_mutex_lock (cyg_mutex_t* mutex );

cyg_bool_t  cyg_mutex_timed_lock (cyg_mutex_t* mutex , cyg_tick_count_t abstime );
cyg_bool t  cyg_mutex_trylock (cyg_mutex_t* mutex );

void cyg_mutex_unlock (cyg_mutex_t* mutex );

void cyg_mutex_release  (cyg_mutex_t* mutex );

void cyg_mutex_set_ceiling (cyg_mutex_t* mutex , cyg_priority t priority );
void cyg_mutex_set_protocol (cyg_mutex_t* mutex , enum cyg_mutex_protocol protocol/  );
Description

The purpose of mutexes is to let threads share resources safely. If two or more threads attempt to manipulate a data
structure with no locking between them then the system may run for quite some time without apparent problems,
but sooner or later the data structure will become inconsistent and the application will start behaving strangely and
is quite likely to crash. The same can apply even when manipulating a single variable or some other resource. For
example, consider:

static volatile int counter = O;

void
process_event(void)

{

counter++;

}

Assume that after a certain period of tirnunter has a value of 42, and two threads A and B running at the
same priority calbrocess_event . Typically thread A will read the value aounter into a register, increment

this register to 43, and write this updated value back to memory. Thread B will do the same, so csunadly

will end up with a value of 44. However if thread A is timesliced after reading the old value 42 but before writing
back 43, thread B will still read back the old value and will also write back 43. The net result is that the counter
only gets incremented once, not twice, which depending on the application may prove disastrous.
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Sections of code like the above which involve manipulating shared data are generally known as critical regions.
Code should claim a lock before entering a critical region and release the lock when leaving. Mutexes provide an
appropriate synchronization primitive for this.

static volatile int counter = 0;
static cyg_mutex_t lock;

void
process_event(void)

{

cyg_mutex_lock(&lock);
counter++;
cyg_mutex_unlock(&lock);

A mutex must be initialized before it can be used, by calloyg_mutex_init . This takes a pointer to a
cyg_mutex_t data structure which is typically statically allocated, and may be part of a larger data structure. If a
mutex is no longer required and there are no threads waiting on it{lsemutex_destroy  can be used.

The main functions for using a mutex aegg_mutex_lock  and cyg_mutex_unlock . In normal operation
cyg_mutex_lock  will return success after claiming the mutex lock, blocking if another thread currently owns the
mutex. However the lock operation may fail if other code cajtp mutex_release  or cyg_thread_release ,

so if these functions may get used then it is important to check the return value. The current owner of a mutex
should callcyg_mutex_unlock ~ when a lock is no longer required. This operation must be performed by the
owner, not by another thread.

The kernel supplies a variant ofg_mutex_lock , cyg_mutex_timed_wait , which can be used to wait for the

lock or until some number of clock ticks have passed. The number of ticks is specified as an absolute, not relative,
tick count and so in order to wait for a relative number of ticks, the return value afytheurrent_time()

function should be added to determine the absolute number of ticks. If this function retiernghen the mutex

has been claimed, if it returriglse  then either a timeout has occurred or the thread has been released.

cyg_mutex_trylock is a variant ofcyg_mutex_lock  that will always return immediately, returning success or
failure as appropriate. This function is rarely useful. Typical code locks a mutex just before entering a critical
region, so if the lock cannot be claimed then there may be nothing else for the current thread to do. Use of this
function may also cause a form of priority inversion if the owner runs at a lower priority, because the priority
inheritance code will not be triggered. Instead the current thread continues running, preventing the owner from
getting any cpu time, completing the critical region, and releasing the mutex.

cyg_mutex_release can be used to wake up all threads that are currently blocked inside a call to
cyg_mutex_lock  for a specific mutex. These lock calls will return failure. The current mutex owner is not
affected.

Priority Inversion

The use of mutexes gives rise to a problem known as priority inversion. In a typical scenario this requires three
threads A, B, and C, running at high, medium and low priority respectively. Thread A and thread B are temporarily
blocked waiting for some event, so thread C gets a chance to run, needs to enter a critical region, and locks a mutex.
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At this point threads A and B are woken up - the exact order does not matter. Thread A needs to claim the same
mutex but has to wait until C has left the critical region and can release the mutex. Meanwhile thread B works on
something completely different and can continue running without problems. Because thread C is running a lower
priority than B it will not get a chance to run until B blocks for some reason, and hence thread A cannot run either.
The overall effect is that a high-priority thread A cannot proceed because of a lower priority thread B, and priority
inversion has occurred.

In simple applications it may be possible to arrange the code such that priority inversion cannot occur, for example
by ensuring that a given mutex is never shared by threads running at different priority levels. However this may not
always be possible even at the application level. In addition mutexes may be used internally by underlying code,
for example the memory allocation package, so careful analysis of the whole system would be needed to be sure
that priority inversion cannot occur. Instead it is common practice to use one of two techniques: priority ceilings
and priority inheritance.

Priority ceilings involve associating a priority with each mutex. Usually this will match the highest priority thread
that will ever lock the mutex. When a thread running at a lower priority makes a successfukgalltmitex_lock

Or cyg_mutex_trylock its priority will be boosted to that of the mutex. For example, given the previous example
the priority associated with the mutex would be that of thread A, so for as long as it owns the mutex thread C will
run in preference to thread B. When C releases the mutex its priority drops to the normal value again, allowing A
to run and claim the mutex. Setting the priority for a mutex involves a calydomutex_set_ceiling , which

is typically called during initialization. It is possible to change the ceiling dynamically but this will only affect
subsequent lock operations, not the current owner of the mutex.

Priority ceilings are very suitable for simple applications, where for every thread in the system it is possible to
work out which mutexes will be accessed. For more complicated applications this may prove difficult, especially
if thread priorities change at run-time. An additional problem occurs for any mutexes outside the application,
for example used internally within eCos packages. A typical eCos package will be unaware of the details of the
various threads in the system, so it will have no way of setting suitable ceilings for its internal mutexes. If those
mutexes are not exported to application code then using priority ceilings may not be viable. The kernel does provide
a configuration optiolCYGSEM_KERNEL_SYNCH_MUTEX_PRIORITY_INVERSION_PROTOCOL_DEFAULT_PRIORITY
that can be used to set the default priority ceiling for all mutexes, which may prove sufficient.

The alternative approach is to use priority inheritance: if a thread eajlsnutex_lock  for a mutex that it cur-

rently owned by a lower-priority thread, then the owner will have its priority raised to that of the current thread.
Often this is more efficient than priority ceilings because priority boosting only happens when necessary, not for
every lock operation, and the required priority is determined at run-time rather than by static analysis. However
there are complications when multiple threads running at different priorities try to lock a single mutex, or when
the current owner of a mutex then tries to lock additional mutexes, and this makes the implementation significantly
more complicated than priority ceilings.

There are a number of configuration options associated with  priority  inversion.
First, if after careful analysis it is known that priority inversion cannot arise then

the component CYGSEM_KERNEL_SYNCH_MUTEX_PRIORITY_INVERSION_PROTOCOL
can be disabled. More commonly this component will be enabled, and one of either
CYGSEM_KERNEL_SYNCH_MUTEX_PRIORITY_INVERSION_PROTOCOL_INHERIT or

CYGSEM_KERNEL_SYNCH_MUTEX_PRIORITY_INVERSION_PROTOCOL_CEILNlG be selected, so that one of

the two protocols is available for all mutexes. It is possible to select multiple protocols, so that some mutexes can
have priority ceilings while others use priority inheritance or no priority inversion protection at all. Obviously
this flexibility will add to the code size and to the cost of mutex operations. The default for all mutexes will
be controlled by CYGSEM_KERNEL_SYNCH_MUTEX_PRIORITY_INVERSION_PROTOCOL_DEFAand can be
changed at run-time usirgyg_mutex_set_protocol
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Priority inversion problems can also occur with other synchronization primitives such as semaphores. For example
there could be a situation where a high-priority thread A is waiting on a semaphore, a low-priority thread C needs
to do just a little bit more work before posting the semaphore, but a medium priority thread B is running and
preventing C from making progress. However a semaphore does not have the concept of an owner, so there is no
way for the system to know that it is thread C which would next post to the semaphore. Hence there is no way for
the system to boost the priority of C automatically and prevent the priority inversion. Instead situations like this
have to be detected by application developers and appropriate precautions have to be taken, for example making
sure that all the threads run at suitable priorities at all times.

Warning

The current implementation of priority inheritance within the eCos kernel does not handle
certain exceptional circumstances completely correctly. Problems will only arise if a thread
owns one mutex, then attempts to claim another mutex, and there are other threads at-
tempting to lock these same mutexes. Although the system will continue running, the current
owners of the various mutexes involved may not run at the priority they should. This situation
never arises in typical code because a mutex will only be locked for a small critical region,
and there is no need to manipulate other shared resources inside this region. A more com-
plicated implementation of priority inheritance is possible but would add significant overhead
and certain operations would no longer be deterministic.

Warning

Support for priority ceilings and priority inheritance is not implemented for all schedulers. In
particular neither priority ceilings nor priority inheritance are currently available for the bitmap
scheduler.

Alternatives

In nearly all circumstances, if two or more threads need to share some data then protecting this data with a mutex
is the correct thing to do. Mutexes are the only primitive that combine a locking mechanism and protection against
priority inversion problems. However this functionality is achieved at a cost, and in exceptional circumstances such
as an application’s most critical inner loop it may be desirable to use some other means of locking.

When a critical region is very very small it is possible to lock the scheduler, thus ensuring that no other
thread can run until the scheduler is unlocked again. This is achieved with cadlg techeduler_lock

and cyg_scheduler_unlock . If the critical region is sufficiently small then this can actually improve both
performance and dispatch latency becatygemutex_lock  also locks the scheduler for a brief period of time.

This approach will not work on SMP systems because another thread may already be running on a different
processor and accessing the critical region.

Another way of avoiding the use of mutexes is to make sure that all threads that access a particular critical region
run at the same priority and configure the system with timeslicing disabl8EM_KERNEL_SCHED_TIMESLILE
Without timeslicing a thread can only be preempted by a higher-priority one, or if it performs some operation that
can block. This approach requires that none of the operations in the critical region can block, so for example it is
not legal to calkyg_semaphore_wait . It is also vulnerable to any changes in the configuration or to the various
thread priorities: any such changes may now have unexpected side effects. It will not work on SMP systems.
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Recursive Mutexes

The implementation of mutexes within the eCos kernel does not support recursive locks. If a thread has locked a
mutex and then attempts to lock the mutex again, typically as a result of some recursive call in a complicated call
graph, then either an assertion failure will be reported or the thread will deadlock. This behaviour is deliberate.
When a thread has just locked a mutex associated with some data structure, it can assume that that data structure is
in a consistent state. Before unlocking the mutex again it must ensure that the data structure is again in a consistent
state. Recursive mutexes allow a thread to make arbitrary changes to a data structure, then in a recursive call lock
the mutex again while the data structure is still inconsistent. The net result is that code can no longer make any
assumptions about data structure consistency, which defeats the purpose of using mutexes.

Valid contexts

cyg_mutex_init , cyg_mutex_set_ceiling and cyg_mutex_set_protocol are normally called during ini-
tialization but may also be called from thread context. The remaining functions should only be called from thread
context. Mutexes serve as a mutual exclusion mechanism between threads, and cannot be used to synchronize
between threads and the interrupt handling subsystem. If a critical region is shared between a thread and a DSR
then it must be protected usiiaggy_scheduler_lock andcyg_scheduler_unlock . If a critical region is shared

between a thread and an ISR, it must be protected by disabling or masking interrupts. Obviously these operations
must be used with care because they can affect dispatch and interrupt latencies.
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Condition Variables

Name

cyg_cond_init, cyg_cond_destroy, cyg_cond_wait, cyg cond_timed_wait,
cyg_cond_signal, cyg cond_broadcast — Synchronization primitive
Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_cond_init  (cyg_cond_t* cond, cyg_mutex_t* mutex );

void cyg_cond_destroy (cyg_cond_t* cond);

cyg_bool_t  cyg_cond_wait (cyg_cond_t* cond);

cyg_bool_t  cyg_cond_timed_wait  (cyg_cond_t* cond, cyg_tick_count_t abstime );
void cyg_cond_signal  (cyg_cond_t* cond);

void cyg_cond_broadcast (cyg_cond_t* cond);

Description

Condition variables are used in conjunction with mutexes to implement long-term waits for some condition to
become true. For example consider a set of functions that control access to a pool of resources:

cyg_mutex_t res_lock;
res_t res_pool[RES_MAX];
int res_count = RES_MAX;

void res_init(void)

{
cyg_mutex_init(&res_lock);
<fill pool with resources >
}
res_t res_allocate(void)
{
res_t res;
cyg_mutex_lock(&res_lock); /I lock the mutex
if( res_count == 0 ) Il check for free resource
res = RES_NONE; /I return RES_NONE if none
else
{
res_count--; /I allocate a resources

res = res_pool[res_count];
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cyg_mutex_unlock(&res_lock); /I unlock the mutex
return res;
}
void res_free(res_t res)
{
cyg_mutex_lock(&res_lock); /I lock the mutex
res_pool[res_count] = res; /I free the resource
res_count++;
cyg_mutex_unlock(&res_lock); /I unlock the mutex
}

These routines use the variabks_count to keep track of the resources available. If there are none then
res_allocate returnsRES_NONEwhich the caller must check for and take appropriate error handling actions.

Now suppose that we do not want to rettRBES_NONBvhen there are no resources, but want to wait for one to
become available. This is where a condition variable can be used:

cyg_mutex_t res_lock;
cyg_cond_t res_wait;
res_t res_pool[RES_MAX];
int res_count = RES_MAX;

void res_init(void)

{
cyg_mutex_init(&res_lock);
cyg_cond_init(&res_wait, &res_lock);
<fill pool with resources >

}

res_t res_allocate(void)
{
res_t res;

cyg_mutex_lock(&res_lock); /I lock the mutex

while( res_count == 0 ) /I wait for a resources
cyg_cond_wait(&res_wait);

res_count--; /I allocate a resource
res = res_pool[res_count];

cyg_mutex_unlock(&res_lock); /I unlock the mutex

return res;

}

void res_free(res_t res)
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{ cyg_mutex_lock(&res_lock); /I lock the mutex
res_pool[res_count] = res; /I free the resource
res_count++;
cyg_cond_signal(&res_wait); /I wake up any waiting allocators
cyg_mutex_unlock(&res_lock); /I unlock the mutex

}

In this version of the code, whems_allocate detects that there are no resources it cajts cond_wait

This does two things: it unlocks the mutex, and puts the calling thread to sleep on the condition variable. When
res_free is eventually called, it puts a resource back into the pool and eallgond_signal ~ to wake up any

thread waiting on the condition variable. When the waiting thread eventually gets to run again, it will re-lock the
mutex before returning froryg_cond_wait

There are two important things to note about the way in which this code works. The first is that the mutex unlock
and wait incyg_cond_wait are atomic: no other thread can run between the unlock and the wait. If this were not
the case then a call tes_free by that thread would release the resource but the cajigocond_signal ~ would

be lost, and the first thread would end up waiting when there were resources available.

The second feature is that the calld@_cond_wait is in awhile loop and not a simplé statement. This is
because of the need to re-lock the mutexyin_cond_wait when the signalled thread reawakens. If there are
other threads already queued to claim the lock then this thread must wait. Depending on the scheduler and the
gueue order, many other threads may have entered the critical section before this one gets to run. So the condition
that it was waiting for may have been rendered false. Using a loop around all condition variable wait operations is
the only way to guarantee that the condition being waited for is still true after waiting.

Before a condition variable can be used it must be initialized with a calygocond_init . This requires two
arguments, memory for the data structure and a pointer to an existing mutex. This mutex will not be initialized
by cyg_cond_init , instead a separate call ¢gg_mutex_init is required. If a condition variable is no longer
required and there are no threads waiting on it thy@ncond_destroy ~ can be used.

When a thread needs to wait for a condition to be satisfied it carcg@ltond_wait . The thread must have
already locked the mutex that was specified in d¢g cond_init call. This mutex will be unlocked and the
current thread will be suspended in an atomic operation. When some other thread performs a signal or broadcast
operation the current thread will be woken up and automatically reclaim ownership of the mutex again, allowing it
to examine global state and determine whether or not the condition is nhow satisfied.

The kernel supplies a variant of this functiegpg_cond_timed_wait , which can be used to wait on the condition
variable or until some number of clock ticks have occurred. The number of ticks is specified as an absolute, not rel-
ative tick count, and so in order to wait for a relative number of ticks, the return value ofgh&irrent_time()

function should be added to determine the absolute number of ticks. The mutex will always be reclaimed before
cyg_cond_timed_wait returns, regardless of whether it was a result of a signal operation or a timeout.

There is nocyg_cond_trywait function because this would not serve any purpose. If a thread has locked the
mutex and determined that the condition is satisfied, it can just release the mutex and return. There is no need to
perform any operation on the condition variable.

When a thread changes shared state that may affect some other thread blocked on a condition variable, it should
call eithercyg_cond_signal ~ or cyg_cond_broadcast . These calls do not require ownership of the mutex, but
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usually the mutex will have been claimed before updating the shared state. A signal operation only wakes up the
first thread that is waiting on the condition variable, while a broadcast wakes up all the threads. If there are no
threads waiting on the condition variable at the time, then the signal or broadcast will have no effect: past signals
are not counted up or remembered in any way. Typically a signal should be used when all threads will check the
same condition and at most one thread can continue running. A broadcast should be used if threads check slightly
different conditions, or if the change to the global state might allow multiple threads to proceed.

Valid contexts

cyg_cond_init is typically called during system initialization but may also be called in thread context. The
same applies toyg_cond_delete . cyg cond_wait andcyg_cond_timedwait may only be called from thread
context since they may blockyg_cond_signal  andcyg_cond_broadcast may be called from thread or DSR
context.



Semaphores

Name

cyg_semaphore_init, cyg_semaphore_destroy, cyg_semaphore_wait,
cyg_semaphore_timed_wait, cyg_semaphore_post, cyg semaphore_peek —
Synchronization primitive

Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_semaphore_init (cyg_sem_t*  sem, cyg_count32 val );

void cyg_semaphore_destroy  (cyg_sem_t*  sem);

cyg_bool_t  cyg_semaphore_wait (cyg_sem_t*  sem);

cyg_bool_t  cyg_semaphore_timed_wait (cyg_sem_t*  sem, cyg_tick_count_t abstime );
cyg_bool_t  cyg_semaphore_trywait (cyg_sem_t*  sem);

void cyg_semaphore_post (cyg_sem_t*  sem);

void cyg_semaphore_peek (cyg_sem_t*  sem, cyg_count32* val );

Description

Counting semaphores aresgnchronization primitivehat allow threads to wait until an event has occurred. The

event may be generated by a producer thread, or by a DSR in response to a hardware interrupt. Associated with
each semaphore is an integer counter that keeps track of the number of events that have not yet been processed. If
this counter is zero, an attempt by a consumer thread to wait on the semaphore will block until some other thread
or a DSR posts a new event to the semaphore. If the counter is greater than zero then an attempt to wait on the
semaphore will consume one event, in other words decrement the counter, and return immediately. Posting to a
semaphore will wake up the first thread that is currently waiting, which will then resume inside the semaphore wait
operation and decrement the counter again.

Another use of semaphores is for certain forms of resource management. The counter would correspond to how
many of a certain type of resource are currently available, with threads waiting on the semaphore to claim a
resource and posting to release the resource again. In praoticition variablesre usually much better suited

for operations like this.

cyg_semaphore_init is used to initialize a semaphore. It takes two arguments, a pointer to a cyg_sem_t structure
and an initial value for the counter. Note that semaphore operations, unlike some other parts of the kernel API, use
pointers to data structures rather than handles. This makes it easier to embed semaphores in a larger data structure.
The initial counter value can be any number, zero, positive or negative, but typically a value of zero is used to
indicate that no events have occurred yet.

cyg_semaphore_wait  is used by a consumer thread to wait for an event. If the current counter is greater than 0,
in other words if the event has already occurred in the past, then the counter will be decremented and the call will
return immediately. Otherwise the current thread will be blocked until thereyig aemaphore_post  call.
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cyg_semaphore_post  is called when an event has occurs. This increments the counter and wakes up
the first thread waiting on the semaphore (if any). Usually that thread will then continue running inside
cyg_semaphore_wait and decrement the counter again. However other scenarioes are possible. For example the
thread callingcyg_semaphore_post  may be running at high priority, some other thread running at medium
priority may be about to callyg_semaphore_wait  when it next gets a chance to run, and a low priority thread
may be waiting on the semaphore. What will happen is that the current high priority thread continues running until
it is descheduled for some reason, then the medium priority thread runs and its eall $emaphore_wait

succeeds immediately, and later on the low priority thread runs again, discovers a counter value of 0, and blocks
until another event is posted. If there are multiple threads blocked on a semaphore then the configuration option
CYGIMP_KERNEL_SCHED_SORTED_QUEUdE®rmines which one will be woken up by a post operation.

cyg_semaphore_wait  returns a boolean. Normally it will block until it has successfully decremented the
counter, retrying as necessary, and return success. However the wait operation may be aborted by a call to
cyg_thread_release , andcyg_semaphore_wait  will then return false.

cyg_semaphore_timed_wait is a variant ofcyg_semaphore_wait . It can be used to wait until either

an event has occurred or a number of clock ticks have happened. The number of ticks is specified as an
absolute, not relative tick count, and so in order to wait for a relative number of ticks, the return value of the
cyg_current_time() function should be added to determine the absolute number of ticks. The function
returns success if the semaphore wait operation succeeded, or false if the operation timed out or was aborted
by cyg_thread_release . If support for the real-time clock has been removed from the current configuration
then this function will not be availableyg_semaphore_trywait is another variant which will always return
immediately rather than block, again returning success or failureyglfsemaphore_timedwait is given a

timeout in the past, it operates likgg_semaphore_trywait

cyg_semaphore_peek can be used to get hold of the current counter value. This function is rarely useful except
for debugging purposes since the counter value may change at any time if some other thread or a DSR performs a
semaphore operation.

Valid contexts

cyg_semaphore_init is normally called during initialization but may also be called from thread context.
cyg_semaphore_wait  andcyg_semaphore_timed_wait may only be called from thread context because these
operations may blockcyg_semaphore_trywait , cyg_semaphore_post  and cyg_semaphore_peek may be

called from thread or DSR context.



Mail boxes

Name

cyg_mbox_create, cyg_mbox_delete, cyg_mbox_get, cyg_mbox_timed_get,
cyg_mbox_tryget, cyg_mbox_peek_item, cyg_mbox_put, cyg_mbox timed_put,
cyg_mbox_tryput, cyg_mbox_peek, cyg_mbox_waiting_to_get,

cyg_mbox_waiting_to_put — Synchronization primitive
Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_mbox_create (cyg_handle_t* handle , cyg_mbox* mbox);

void cyg_mbox_delete (cyg_handle_t mbox);

void* cyg_mbox_get (cyg_handle_t mbox);

void* cyg_mbox_timed_get (cyg_handle_t mbox, cyg_tick_count_t abstime );
void*  cyg_mbox_tryget (cyg_handle_t mbox);

cyg_count32  cyg_mbox_peek (cyg_handle_t mbox);

void* cyg_mbox_peek_item (cyg_handle_t mbox);

cyg_bool_t  cyg_mbox_put (cyg_handle_t mbox, void* item );

cyg_bool_t  cyg_mbox_timed_put (cyg_handle_t mbox, void* item , cyg_tick_count_t abstime );
cyg_bool t  cyg mbox_ tryput (cyg_handle_t mbox, void* item );

cyg_bool t  cyg_mbox_waiting_to_get (cyg_handle_t mbox);

cyg_bool t  cyg_mbox_waiting_to_put (cyg_handle_t mbox);

Description

Mail boxes are a synchronization primitive. Like semaphores they can be used by a consumer thread to wait until a
certain event has occurred, but the producer also has the ability to transmit some data along with each event. This
data, the message, is normally a pointer to some data structure. It is stored in the mail box itself, so the producer
thread that generates the event and provides the data usually does not have to block until some consumer thread
is ready to receive the event. However a mail box will only have a finite capacity, typically ten slots. Even if the
system is balanced and events are typically consumed at least as fast as they are generated, a burst of events can
cause the mail box to fill up and the generating thread will block until space is available again. This behaviour is
very different from semaphores, where it is only necessary to maintain a counter and hence an overflow is unlikely.

Before a mail box can be used it must be created with a caljgombox_create . Each mail box has a unique
handle which will be returned via the first argument and which should be used for subsequent operations.
cyg_mbox_create  also requires an area of memory for the kernel structure, which is provided by the cyg_mbox
second argument. If a mail box is no longer required th@n mbox_delete  can be used. This will simply
discard any messages that remain posted.

The main function for waiting on a mail box éyg_mbox_get . If there is a pending message because of a call
to cyg_mbox_put thencyg_mbox_get will return immediately with the message that was put into the mail box.
Otherwise this function will block until there is a put operation. Exceptionally the thread can instead be unblocked
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by a call tocyg_thread_release , inwhich caseyg_mbox_get will return a null pointer. It is assumed that there

will never be a call tayg_mbox_put with a null pointer, because it would not be possible to distinguish between
that and a release operation. Messages are always retrieved in the order in which they were put into the mail box,
and there is no support for messages with different priorities.

There are two variants afyg_mbox_get . The first,cyg_mbox_timed_get  will wait until either a message is
available or until a number of clock ticks have occurred. The number of ticks is specified as an absolute, not relative
tick count, and so in order to wait for a relative number of ticks, the return value afytheurrent_time()

function should be added to determine the absolute number of ticks. If no message is posted within the timeout then
a null pointer will be returnectyg_mbox_tryget  is a non-blocking operation which will either return a message

if one is available or a null pointer.

New messages are placed in the mail box by cakiyxg mbox_put or one of its variants. The main put function

takes two arguments, a handle to the mail box and a pointer for the message itself. If there is a spare slot in the
mail box then the new message can be placed there immediately, and if there is a waiting thread it will be woken
up so that it can receive the message. If the mail box is currently full éhembox_put  will block until there

has been a get operation and a slot is available cyfenbox_timed_put  variant imposes a time limit on the put
operation, returning false if the operation cannot be completed within the specified number of clock ticks and as for
cyg_mbox_timed_get  this is an absolute tick count. Thgg_mbox_tryput  variant is non-blocking, returning

false if there are no free slots available and the message cannot be posted without blocking.

There are a further four functions available for examining the current state of a mailbox. The results of these
functions must be used with care because usually the state can change at any time as a result of activity within
other threads, but they may prove occasionally useful during debugging or in special situgtiombox_peek

returns a count of the number of messages currently stored in the maiyigormbox_peek_item  retrieves the

first message, but it remains in the mail box until a get operation is perforygdnbox_waiting_to_get and
cyg_mbox_waiting_to_put indicate whether or not there are currently threads blocked in a get or a put operation
on a given mail box.

The number of slots in each mail box is controlled by a configuration option
CYGNUM_KERNEL_SYNCH_MBOX_QUEUE_Swith a default value of 10. All mail boxes are the same size.

Valid contexts

cyg_mbox_create is typically called during system initialization but may also be called in thread context. The
remaining functions are normally called only during thread context. Of special notg isbox_put which can

be a blocking operation when the mail box is full, and which therefore must never be called from DSR context. It
is permitted to calbyg_mbox_tryput , cyg_mbox_tryget , and the information functions from DSR context but
this is rarely useful.



Event Flags

Name

cyg_flag_init, cyg_flag_destroy, cyg_flag_setbits, cyg_flag_maskbits,
cyg_flag_wait, cyg_flag_timed_wait, cyg flag_poll, cyg_flag_peek,

cyg_flag_waiting — Synchronization primitive
Synopsis
#include  <cyg/kernel/kapi.h >

void cyg_flag_init (cyg_flag_t* flag );
void cyg_flag_destroy (cyg_flag_t* flag );

void cyg_flag_setbits (cyg_flag_t* flag , cyg_flag_value_t value );

void cyg_flag_maskbits (cyg_flag_t* flag , cyg_flag_value_t value );
cyg_flag_value_t cyg_flag_wait  (cyg_flag_t* flag , cyg_flag_value_t pattern
cyg_flag_mode_t mode);

cyg_flag_value_t cyg_flag_timed_wait (cyg_flag_t* flag , cyg_flag_value_t pattern
cyg_flag_mode_t mode, cyg_tick_count_t abstime );

cyg_flag_value_t cyg_flag_poll (cyg_flag_t* flag , cyg_flag_value_t pattern

cyg_flag_mode_t mode);
cyg_flag_value_t cyg_flag_peek (cyg_flag_t* flag );
cyg_bool_t  cyg_flag_waiting (cyg_flag_t* flag );

Description

Event flags allow a consumer thread to wait for one of several different types of event to occur. Alternatively it is
possible to wait for some combination of events. The implementation is relatively straightforward. Each event flag
contains a 32-bit integer. Application code associates these bits with specific events, so for example bit 0 could
indicate that an I/O operation has completed and data is available, while bit 1 could indicate that the user has
pressed a start button. A producer thread or a DSR can cause one or more of the bits to be set, and a consumer
thread currently waiting for these bits will be woken up.

Unlike semaphores no attempt is made to keep track of event counts. It does not matter whether a given event
occurs once or multiple times before being consumed, the corresponding bit in the event flag will change only
once. However semaphores cannot easily be used to handle multiple event sources. Event flags can often be used
as an alternative to condition variables, although they cannot be used for completely arbitrary conditions and they
only support the equivalent of condition variable broadcasts, not signals.

Before an event flag can be used it must be initialized by a calldoflag_init . This takes a pointer to a
cyg_flag_t data structure, which can be part of a larger structure. All 32 bits in the event flag will be set to O,
indicating that no events have yet occurred. If an event flag is no longer required it can be cleaned up with a call to
cyg_flag_destroy , allowing the memory for theyg_flag t  structure to be re-used.
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A consumer thread can wait for one or more events by catiyiagflag_wait . This takes three arguments. The
first identifies a particular event flag. The second is some combination of bits, indicating which events are of
interest. The final argument should be one of the following:

CYG_FLAG_WAITMODE_AND

The call tocyg_flag_wait  will block until all the specified event bits are set. The event flag is not cleared
when the wait succeeds, in other words all the bits remain set.

CYG_FLAG_WAITMODE_OR

The call will block until at least one of the specified event bits is set. The event flag is not cleared on return.

CYG_FLAG_WAITMODE_AND | CYG_FLAG_WAITMODE_CLR

The call will block until all the specified event bits are set, and the entire event flag is cleared when the call
succeeds. Note that if this mode of operation is used then a single event flag cannot be used to store disjoint
sets of events, even though enough bits might be available. Instead each disjoint set of events requires its own
event flag.

CYG_FLAG_WAITMODE_OR | CYG_FLAG_WAITMODE_CLR

The call will block until at least one of the specified event bits is set, and the entire flag is cleared when the
call succeeds.

A call to cyg_flag_wait normally blocks until the required condition is satisfied. It will return the value of

the event flag at the point that the operation succeeded, which may be a superset of the requested events. If
cyg_thread_release is used to unblock a thread that is currently in a wait operationgyteflag_wait call

will instead return 0.

cyg_flag_timed_wait is a variant ofcyg_flag_wait which adds a timeout: the wait operation must succeed
within the specified number of ticks, or it will fail with a return value of 0. The number of ticks is specified as
an absolute, not relative tick count, and so in order to wait for a relative number of ticks, the return value of the
cyg_current_time() function should be added to determine the absolute number of tipksflag_poll is

a non-blocking variant: if the wait operation can succeed immediately it actsylikdlag_wait , otherwise it
returns immediately with a value of 0.

cyg_flag_setbits is called by a producer thread or from inside a DSR when an event occurs. The specified
bits are or'd into the current event flag value. This may cause one or more waiting threads to be woken up, if their
conditions are now satisfied. How many threads are awoken depends on the€vse BEAG_WAITMODE_CLRhe

queue of threads waiting on the flag is walked to find threads which now have their wake condition fulfilled. If the
awoken thread has passedG_FLAG_WAITMODE_CItRe walking of the queue is terminated, otherwise the walk
continues. Thus if no threads have pass&d_FLAG_WAITMORE_Cla threads with fulfilled conditions will be
awoken. IfCYG_FLAG_WAITMODE_CIlifpassed by threads with fulfilled conditions, the number of awoken threads
will depend on the order the threads are in the queue.

cyg_flag_maskbits can be used to clear one or more bits in the event flag. This can be called from a producer
when a particular condition is no longer satisfied, for example when the user is no longer pressing a particular
button. It can also be used by a consumer threatyit_FLAG_WAITMODE_ClRas nhot used as part of the wait
operation, to indicate that some but not all of the active events have been consumed. If there are multiple consumer
threads performing wait operations without usitigG_FLAG_WAITMODE_CltRen typically some additional syn-
chronization such as a mutex is needed to prevent multiple threads consuming the same event.
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Two additional functions are provided to query the current state of an event§iadlag_peek  returns the

current value of the event flag, amgg_flag_waiting can be used to find out whether or not there are any
threads currently blocked on the event flag. Both of these functions must be used with care because other threads
may be operating on the event flag.

Valid contexts

cyg_flag_init is typically called during system initialization but may also be called in thread context. The same
applies tocyg_flag_destroy . cyg_flag_wait andcyg_flag_timed_wait may only be called from thread
context. The remaining functions may be called from thread or DSR context.
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Name

cyg_spinlock_create, cyg_spinlock destroy, cyg_spinlock_spin,
cyg_spinlock_clear, cyg_spinlock_test, cyg_spinlock_spin_intsave,

cyg_spinlock_clear_intsave — Low-level Synchronization Primitive

Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_spinlock_init (cyg_spinlock_t* lock , cyg_bool_t locked );

void cyg_spinlock_destroy (cyg_spinlock_t* lock );

void cyg_spinlock_spin (cyg_spinlock_t* lock );

void cyg_spinlock_clear (cyg_spinlock_t* lock );

cyg_bool_t  cyg_spinlock_try (cyg_spinlock_t* lock );

cyg_bool_t  cyg_spinlock_test (cyg_spinlock_t* lock );

void cyg_spinlock_spin_intsave (cyg_spinlock_t* lock , cyg_addrword_t* istate );
void cyg_spinlock_clear_intsave (cyg_spinlock_t* lock , cyg_addrword_t istate );
Description

Spinlocks provide an additional synchronization primitive for applications running on SMP systems. They operate

at a lower level than the other primitives such as mutexes, and for most purposes the higher-level primitives should
be preferred. However there are some circumstances where a spinlock is appropriate, especially when interrupt
handlers and threads need to share access to hardware, and on SMP systems the kernel implementation itself
depends on spinlocks.

Essentially a spinlock is just a simple flag. When code tries to claim a spinlock it checks whether or not the flag

is already set. If not then the flag is set and the operation succeeds immediately. The exact implementation of this
is hardware-specific, for example it may use a test-and-set instruction to guarantee the desired behaviour even if
several processors try to access the spinlock at the exact same time. If it is not possible to claim a spinlock then
the current thead spins in a tight loop, repeatedly checking the flag until it is clear. This behaviour is very different
from other synchronization primitives such as mutexes, where contention would cause a thread to be suspended.
The assumption is that a spinlock will only be held for a very short time. If claiming a spinlock could cause the
current thread to be suspended then spinlocks could not be used inside interrupt handlers, which is not acceptable.

This does impose a constraint on any code which uses spinlocks. Specifically it is important that spinlocks are held
only for a short period of time, typically just some dozens of instructions. Otherwise another processor could be
blocked on the spinlock for a long time, unable to do any useful work. It is also important that a thread which
owns a spinlock does not get preempted because that might cause another processor to spin for a whole timeslice
period, or longer. One way of achieving this is to disable interrupts on the current processor, and the function
cyg_spinlock_spin_intsave is provided to facilitate this.
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Spinlocks should not be used on single-processor systems. Consider a high priority thread which attempts to claim
a spinlock already held by a lower priority thread: it will just loop forever and the lower priority thread will never

get another chance to run and release the spinlock. Even if the two threads were running at the same priority, the
one attempting to claim the spinlock would spin until it was timesliced and a lot of cpu time would be wasted. If an
interrupt handler tried to claim a spinlock owned by a thread, the interrupt handler would loop forever. Therefore
spinlocks are only appropriate for SMP systems where the current owner of a spinlock can continue running on a
different processor.

Before a spinlock can be used it must be initialized by a cadltp spinlock_init . This takes two arguments,
a pointer to acyg_spinlock_t data structure, and a flag to specify whether the spinlock starts off locked or
unlocked. If a spinlock is no longer required then it can be destroyed by a cgll_tepinlock_destroy

There are two routines for claiming a spinloeyy_spinlock_spin andcyg_spinlock_spin_intsave . The

former can be used when it is known the current code will not be preempted, for example because it is running in
an interrupt handler or because interrupts are disabled. The latter will disable interrupts in addition to claiming the
spinlock, so is safe to use in all circumstances. The previous interrupt state is returned via the second argument,
and should be used in a subsequent cadytp spinlock_clear_intsave

Similarly there are two routines for releasing a spinlockeyg_spinlock_clear and
cyg_spinlock_clear_intsave . Typically the former will be used if the spinlock was claimed by a call to
cyg_spinlock_spin , and the latter whenyg_spinlock_intsave was used.

There are two additional routinesyg_spinlock_try is a non-blocking version ofyg_spinlock_spin L if

possible the lock will be claimed and the function will retame ; otherwise the function will return immediately

with failure. cyg_spinlock_test can be used to find out whether or not the spinlock is currently locked. This
function must be used with care because, especially on a multiprocessor system, the state of the spinlock can
change at any time.

Spinlocks should only be held for a short period of time, and attempting to claim a spinlock will never cause a
thread to be suspended. This means that there is no need to worry about priority inversion problems, and concepts
such as priority ceilings and inheritance do not apply.

Valid contexts

All of the spinlock functions can be called from any context, including ISR and DSR context. Typically
cyg_spinlock_init is only called during system initialization.
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Name

cyg_scheduler_start, cyg_scheduler_lock, cyg_scheduler_unlock,

cyg_scheduler_safe_lock, cyg_scheduler_read_lock — Control the state of the scheduler
Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_scheduler_start (void);

void cyg_scheduler_lock (void);
void cyg_scheduler_unlock (void);
cyg_ucount32  cyg_scheduler_read_lock (void);

Description

cyg_scheduler_start should only be called once, to mark the end of system initialization. In typical configu-
rations it is called automatically by the system startup, but some applications may bypass the standard startup in
which caseyg_scheduler_start will have to be called explicitly. The call will enable system interrupts, allow-

ing 1/0 operations to commence. Then the scheduler will be invoked and control will be transferred to the highest
priority runnable thread. The call will never return.

The various data structures inside the eCos kernel must be protected against concurrent updates. Consider a call
to cyg_semaphore_post  which causes a thread to be woken up: the semaphore data structure must be updated to
remove the thread from its queue; the scheduler data structure must also be updated to mark the thread as runnable;
it is possible that the newly runnable thread has a higher priority than the current one, in which case preemption
is required. If in the middle of the semaphore post call an interrupt occurred and the interrupt handler tried to
manipulate the same data structures, for example by making another thread runnable, then it is likely that the
structures will be left in an inconsistent state and the system will fail.

To prevent such problems the kernel contains a special lock known as the scheduler lock. A typical kernel function
such agyg_semaphore_post  will claim the scheduler lock, do all its manipulation of kernel data structures, and
then release the scheduler lock. The current thread cannot be preempted while it holds the scheduler lock. If an
interrupt occurs and a DSR is supposed to run to signal that some event has occurred, that DSR is postponed until
the scheduler unlock operation. This prevents concurrent updates of kernel data structures.

The kernel exports three routines for manipulating the scheduler tggkscheduler_lock can be called to

claim the lock. On return it is guaranteed that the current thread will not be preempted, and that no other code
is manipulating any kernel data structuregy_scheduler_unlock can be used to release the lock, which may
cause the current thread to be preemptgg. scheduler_read_lock can be used to query the current state of

the scheduler lock. This function should never be needed because well-written code should always know whether
or not the scheduler is currently locked, but may prove useful during debugging.
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The implementation of the scheduler lock involves a simple counter. Code capgcatiheduler_lock multiple

times, causing the counter to be incremented each time, as lotyg asheduler_unlock is called the same
number of times. This behaviour is different from mutexes where an attempt by a thread to lock a mutex multiple
times will result in deadlock or an assertion failure.

Typical application code should not use the scheduler lock. Instead other synchronization primitives such as mu-
texes and semaphores should be used. While the scheduler is locked the current thread cannot be preempted, so any
higher priority threads will not be able to run. Also no DSRs can run, so device drivers may not be able to service

I/0 requests. However there is one situation where locking the scheduler is appropriate: if some data structure
needs to be shared between an application thread and a DSR associated with some interrupt source, the thread can
use the scheduler lock to prevent concurrent invocations of the DSR and then safely manipulate the structure. It is
desirable that the scheduler lock is held for only a short period of time, typically some tens of instructions. In ex-
ceptional cases there may also be some performance-critical code where it is more appropriate to use the scheduler
lock rather than a mutex, because the former is more efficient.

Valid contexts

cyg_scheduler_start can only be called during system initialization, since it marks the end of that phase. The
remaining functions may be called from thread or DSR context. Locking the scheduler from inside the DSR has
no practical effect because the lock is claimed automatically by the interrupt subsystem before running DSRs, but
allows functions to be shared between normal thread code and DSRs.
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Name

cyg_interrupt_create, cyg_interrupt_delete, cyg_interrupt_attach,
cyg_interrupt_detach, cyg_interrupt_configure, cyg_interrupt_acknowledge,
cyg_interrupt_enable, cyg_interrupt_disable, cyg_interrupt_mask,
cyg_interrupt_mask_intunsafe, cyg_interrupt_unmask,
cyg_interrupt_unmask_intunsafe, cyg_interrupt_set cpu,
cyg_interrupt_get_cpu, cyg_interrupt_get vsr, cyg_interrupt_set_vsr
interrupt handlers

Synopsis

#include  <cyg/kernel/kapi.h >

void cyg_interrupt_create (cyg_vector_t vector , cyg_priority_t

data , cyg_ISR_t* isr , cyg_DSR_t* dsr, cyg_handle_t* handle , cyg_interrupt*
void cyg_interrupt_delete (cyg_handle_t interrupt  );

void cyg_interrupt_attach (cyg_handle_t interrupt  );

void cyg_interrupt_detach (cyg_handle_t interrupt ~ );

void cyg_interrupt_configure (cyg_vector_t vector , cyg_bool_t level
void cyg_interrupt_acknowledge (cyg_vector_t vector );

void cyg_interrupt_disable (void);

void cyg_interrupt_enable (void);

void cyg_interrupt_mask (cyg_vector_t vector );

void cyg_interrupt_mask_intunsafe (cyg_vector_t vector );

void cyg_interrupt_unmask (cyg_vector _t vector );

void cyg_interrupt_unmask_intunsafe (cyg_vector_t vector );

void cyg_interrupt_set_cpu (cyg_vector_t vector , cyg_cpu_t cpu);
cyg_cpu_t cyg_interrupt_get_cpu (cyg_vector_t vector );

void cyg_interrupt_get_vsr (cyg_vector_t vector , cyg_VSR_t**  vsr);
void cyg_interrupt_set_vsr (cyg_vector_t vector , cyg_VSR_t* vsr);
Description

priority

— Manage

, cyg_addrword_t
intr );

, cyg_bool_t up);

The kernel provides an interface for installing interrupt handlers and controlling when interrupts occur. This func-
tionality is used primarily by eCos device drivers and by any application code that interacts directly with hardware.
However in most cases it is better to avoid using this kernel functionality directly, and instead the device driver
API provided by the common HAL package should be used. Use of the kernel package is optional, and some ap-
plications such as RedBoot work with no need for multiple threads or synchronization primitives. Any code which
calls the kernel directly rather than the device driver API will not function in such a configuration. When the kernel
package is present the device driver API is implementegheafine 's to the equivalent kernel calls, otherwise it

is implemented inside the common HAL package. The latter implementation can be simpler than the kernel one

because there is no need to consider thread preemption and similar issues.
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The exact details of interrupt handling vary widely between architectures. The functionality provided by the kernel
abstracts away from many of the details of the underlying hardware, thus simplifying application development.
However this is not always successful. For example, if some hardware does not provide any support at all for
masking specific interrupts then calliegg_interrupt_mask may not behave as intended: instead of masking

just the one interrupt source it might disable all interrupts, because that is as close to the desired behaviour as is
possible given the hardware restrictions. Another possibility is that masking a given interrupt source also affects alll
lower-priority interrupts, but still allows higher-priority ones. The documentation for the appropriate HAL packages
should be consulted for more information about exactly how interrupts are handled on any given hardware. The
HAL header files will also contain useful information.

Interrupt Handlers

Interrupt handlers are created by a caltyg_interrupt_create . This takes the following arguments:

cyg_vector_tector

The interrupt vector, a small integer, identifies the specific interrupt source. The appropriate hardware docu-
mentation or HAL header files should be consulted for details of which vector corresponds to which device.

cyg_priority_tpriority
Some hardware may support interrupt priorities, where a low priority interrupt handler can in turn be inter-
rupted by a higher priority one. Again hardware-specific documentation should be consulted for details about
what the valid interrupt priority levels are.

cyg_addrword_tata

When an interrupt occurs eCos will first call the associated interrupt service routine or ISR, then optionally
a deferred service routine or DSR. THata argument tacyg_interrupt_create will be passed to both
these functions. Typically it will be a pointer to some data structure.

cyg_ ISR _ftisr

When an interrupt occurs the hardware will transfer control to the appropriate vector service routine or VSR,
which is usually provided by eCos. This performs any appropriate processing, for example to work out exactly
which interrupt occurred, and then as quickly as possible transfers control the installed ISR. An ISR isa C
function which takes the following form:

cyg_uint32
isr_function(cyg_vector_t vector, cyg_addrword_t data)

{
cyg_bool_t dsr_required = O;

return dsr_required ?
(CYG_ISR_CALL_DSR | CYG_ISR_HANDLED) :
CYG_ISR_HANDLED;

The first argument identifies the particular interrupt source, especially useful if there multiple instances of
a given device and a single ISR can be used for several different interrupt vectors. The second argument
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is thedata field passed tayg_interrupt_create , usually a pointer to some data structure. The exact
conditions under which an ISR runs will depend partly on the hardware and partly on configuration options.
Interrupts may currently be disabled globally, especially if the hardware does not support interrupt priorities.
Alternatively interrupts may be enabled such that higher priority interrupts are allowed through. The ISR may
be running on a separate interrupt stack, or on the stack of whichever thread was running at the time the
interrupt happened.

A typical ISR will do as little work as possible, just enough to meet the needs of the hardware and then
acknowledge the interrupt by callingyg_interrupt_acknowledge . This ensures that interrupts will be
quickly reenabled, so higher priority devices can be serviced. For some applications there may be one device
which is especially important and whose ISR can take much longer than normal. However eCos device drivers
usually will not assume that they are especially important, so their ISRs will be as short as possible.

The return value of an ISR is normally a bit mask containing zero, one or both of the following bits:
CYG_ISR_CALL_DSRor CYG_ISR_HANDLEDThe former indicates that further processing is required at DSR
level, and the interrupt handler's DSR will be run as soon as possible. The latter indicates that the interrupt
was handled by this ISR so there is no need to call other interrupt handlers which might be chained on this
interrupt vector. If this ISR did not handle the interrupt it should not set the CYG_ISR_HANDLED bit so
that other chained interrupt handlers may handle the interrupt.

An ISR is allowed to make very few kernel calls. It can manipulate the interrupt mask, and on SMP systems
it can use spinlocks. However an ISR must not make higher-level kernel calls such as posting to a semaphore,
instead any such calls must be made from the DSR. This avoids having to disable interrupts throughout the
kernel and thus improves interrupt latency.

cyg_DSR_tsr

If an interrupt has occurred and the ISR has returned a value@ith ISR_CALL_DSRbit being set, the
system will call the DSR associated with this interrupt handler. If the scheduler is not currently locked then
the DSR will run immediately. However if the interrupted thread was in the middle of a kernel call and had
locked the scheduler, then the DSR will be deferred until the scheduler is again unlocked. This allows the DSR
to make certain kernel calls safely, for example posting to a semaphore or signalling a condition variable. A
DSR is a C function which takes the following form:

void

dsr_function(cyg_vector_t vector,

cyg_ucount32 count,
cyg_addrword_t data)

The first argument identifies the specific interrupt that has caused the DSR to run. The second argument
indicates the number of these interrupts that have occurred and for which the ISR requested a DSR. Usually
this will be 1, unless the system is suffering from a very heavy load. The third argument dathe field

passed tayg_interrupt_create

cyg_handle_thandle

The kernel will return a handle to the newly created interrupt handler via this argument. Subsequent operations
on the interrupt handler such as attaching it to the interrupt source will use this handle.
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cyg_interrupt*intr
This provides the kernel with an area of memory for holding this interrupt handler and associated data.

The call to cyg_interrupt_create simply fills in a kernel data structure. A typical next step is to call
cyg_interrupt_attach using the handle returned by the create operation. This makes it possible to have
several different interrupt handlers for a given vector, attaching whichever one is currently appropriate.
Replacing an interrupt handler requires a call dg_interrupt_detach , followed by another call to
cyg_interrupt_attach for the replacement handletyg_interrupt_delete can be used if an interrupt
handler is no longer required.

Some hardware may allow for further control over specific interrupts, for example whether an interrupt is level or
edge triggered. Any such hardware functionality can be accessedoysirigierrupt_configure : thelevel
argument selects between level versus edge triggeredjpgtergument selects between high and low level, or
between rising and falling edges.

Usually interrupt handlers are created, attached and configured during system initialization, while global interrupts
are still disabled. On most hardware it will also be necessary tagallnterrupt_unmask , since the sensible
default for interrupt masking is to ignore any interrupts for which no handler is installed.

Controlling Interrupts

eCos provides two ways of controlling whether or not interrupts happen. It is possible to disable and reenable all
interrupts globally, usingyg_interrupt_disable andcyg_interrupt_enable . Typically this works by ma-
nipulating state inside the cpu itself, for example setting a flag in a status register or executing special instructions.
Alternatively it may be possible to mask a specific interrupt source by writing to one or to several interrupt mask
registers. Hardware-specific documentation should be consulted for the exact details of how interrupt masking
works, because a full implementation is not possible on all hardware.

The primary use for these functions is to allow data to be shared between ISRs and other code such as DSRs or
threads. If both a thread and an ISR need to manipulate either a data structure or the hardware itself, there is a
possible conflict if an interrupt happens just when the thread is doing such manipulation. Problems can be avoided
by the thread either disabling or masking interrupts during the critical region. If this critical region requires only

a few instructions then usually it is more efficient to disable interrupts. For larger critical regions it may be more
appropriate to use interrupt masking, allowing other interrupts to occur. There are other uses for interrupt masking.
For example if a device is not currently being used by the application then it may be desirable to mask all interrupts
generated by that device.

There are two functions for masking a specific interrupt souregg_interrupt_mask and
cyg_interrupt_mask_intunsafe . On typical hardware masking an interrupt is not an atomic operation,
so if two threads were to perform interrupt masking operations at the same time there could be problems.
cyg_interrupt_mask disables all interrupts while it manipulates the interrupt mask. In situations where
interrupts are already know to be disablegy_interrupt_mask_intunsafe can be used instead. There are
matching functionsyg_interrupt_unmask andcyg_interrupt_unmask_intsafe

SMP Support

On SMP systems the kernel provides an additional two functions related to interrupt handling.
cyg_interrupt_set_cpu specifies that a particular hardware interrupt should always be handled on one specific
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processor in the system. In other words when the interrupt triggers it is only that processor which detects it, and it
is only on that processor that the VSR and ISR will run. If a DSR is requested then it will also run on the same
CPU. The functiorcyg_interrupt_get_cpu can be used to find out which interrupts are handled on which
processor.

VSR Support

When an interrupt occurs the hardware will transfer control to a piece of code known as the VSR, or Vector Service
Routine. By default this code is provided by eCos. Usually it is written in assembler, but on some architectures it
may be possible to implement VSRs in C by specifying an interrupt attribute. Compiler documentation should be
consulted for more information on this. The default eCos VSR will work out which ISR function should process
the interrupt, and set up a C environment suitable for this ISR.

For some applications it may be desirable to replace the default eCos VSR and handle some interrupts directly. This
minimizes interrupt latency, but it requires application developers to program at a lower level. Usually the best way
to write a custom VSR is to copy the existing one supplied by eCos and then make appropriate modifications.
The functioncyg_interrupt_get_vsr can be used to get hold of the current VSR for a given interrupt vector,
allowing it to be restored if the custom VSR is no longer requicggl. interrupt_set_vsr can be used to install

a replacement VSR. Usually thver argument will correspond to an exported label in an assembler source file.

Note: On some eCos platforms, possibly only in certain configurations, the table of VSRs resides in read-only
memory and cyg_interrupt_set_vsr will not be available. Portable code can test for this condition by including
the header file cyg/hal/hal_intr.h and testing for the macro HAL_VSR_SET

Valid contexts

In a typical configuration interrupt handlers are created and attached during system initialization, and never
detached or deleted. However it is possible to perform these operations at thread level, if desired. Similarly

cyg_interrupt_configure , Cyg_interrupt_set_vsr , and cyg_interrupt_set_cpu are usually called
only during system initialization, but on typical hardware may be called at any tiygeinterrupt_get_vsr
andcyg_interrupt_get_cpu may be called at any time.

The functions for enabling, disabling, masking and unmasking interrupts can be called in any context, when appro-
priate. It is the responsibility of application developers to determine when the use of these functions is appropriate.
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Kernel Real-time Characterization

Name
tm_basic — Measure the performance of the eCos kernel
Description

When building a real-time system, care must be taken to ensure that the system will be able to perform properly
within the constraints of that system. One of these constraints may be how fast certain operations can be performed.
Another might be how deterministic the overall behavior of the system is. Lastly the memory footprint (size) and
unit cost may be important.

One of the major problems encountered while evaluating a system will be how to compare it with possible alterna-
tives. Most manufacturers of real-time systems publish performance numbers, ostensibly so that users can compare
the different offerings. However, what these numbers mean and how they were gathered is often not clear. The
values are typically measured on a particular piece of hardware, so in order to truly compare, one must obtain
measurements for exactly the same set of hardware that were gathered in a similar fashion.

Two major items need to be present in any given set of measurements. First, the raw values for the various opera-
tions; these are typically quite easy to measure and will be available for most systems. Second, the determinacy of
the numbers; in other words how much the value might change depending on other factors within the system. This
value is affected by a number of factors: how long interrupts might be masked, whether or not the function can
be interrupted, even very hardware-specific effects such as cache locality and pipeline usage. It is very difficult to
measure the determinacy of any given operation, but that determinacy is fundamentally important to proper overall
characterization of a system.

In the discussion and numbers that follow, three key measurements are provided. The first measurement is an
estimate of the interrupt latency: this is the length of time from when a hardware interrupt occurs until its Inter-
rupt Service Routine (ISR) is called. The second measurement is an estimate of overall interrupt overhead: this
is the length of time average interrupt processing takes, as measured by the real-time clock interrupt (other in-
terrupt sources will certainly take a different amount of time, but this data cannot be easily gathered). The third
measurement consists of the timings for the various kernel primitives.

Methodology

Key operations in the kernel were measured by using a simple test program which exercises the various kernel
primitive operations. A hardware timer, normally the one used to drive the real-time clock, was used for these
measurements. In most cases this timer can be read with quite high resolution, typically in the range of a few
microseconds. For each measurement, the operation was repeated a number of times. Time stamps were obtained
directly before and after the operation was performed. The data gathered for the entire set of operations was then
analyzed, generating average (mean), maximum and minimum values. The sample variance (a measure of how
close most samples are to the mean) was also calculated. The cost of obtaining the real-time clock timer values was
also measured, and was subtracted from all other times.

Most kernel functions can be measured separately. In each case, a reasonable number of iterations are performed.
Where the test case involves a kernel object, for example creating a task, each iteration is performed on a different
object. There is also a set of tests which measures the interactions between multiple tasks and certain kernel
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primitives. Most functions are tested in such a way as to determine the variations introduced by varying numbers
of objects in the system. For example, the mailbox tests measure the cost of a 'peek’ operation when the mailbox
is empty, has a single item, and has multiple items present. In this way, any effects of the state of the object or how
many items it contains can be determined.

There are a few things to consider about these measurements. Firstly, they are quite micro in scale and only measure
the operation in question. These measurements do not adequately describe how the timings would be perturbed in
a real system with multiple interrupting sources. Secondly, the possible aberration incurred by the real-time clock
(system heartbeat tick) is explicitly avoided. Virtually all kernel functions have been designed to be interruptible.
Thus the times presented are typical, but best case, since any particular function may be interrupted by the clock
tick processing. This number is explicitly calculated so that the value may be included in any deadline calculations
required by the end user. Lastly, the reported measurements were obtained from a system built with all options
at their default values. Kernel instrumentation and asserts are also disabled for these measurements. Any number
of configuration options can change the measured results, sometimes quite dramatically. For example, mutexes
are using priority inheritance in these measurements. The numbers will change if the system is built with priority
inheritance on mutex variables turned off.

The final value that is measured is an estimate of interrupt latency. This particular value is not explicitly calculated

in the test program used, but rather by instrumenting the kernel itself. The raw number of timer ticks that elapse
between the time the timer generates an interrupt and the start of the timer ISR is kept in the kernel. These values
are printed by the test program after all other operations have been tested. Thus this should be a reasonable estimate
of the interrupt latency over time.

Using these Measurements

These measurements can be used in a number of ways. The most typical use will be to compare different real-
time kernel offerings on similar hardware, another will be to estimate the cost of implementing a task using eCos
(applications can be examined to see what effect the kernel operations will have on the total execution time).
Another use would be to observe how the tuning of the kernel affects overall operation.

Influences on Performance

A number of factors can affect real-time performance in a system. One of the most common factors, yet most
difficult to characterize, is the effect of device drivers and interrupts on system timings. Different device drivers
will have differing requirements as to how long interrupts are suppressed, for example. The eCos system has been
designed with this in mind, by separating the management of interrupts (ISR handlers) and the processing required
by the interrupt (DSR—Deferred Service Routine— handlers). However, since there is so much variability here,
and indeed most device drivers will come from the end users themselves, these effects cannot be reliably measured.
Attempts have been made to measure the overhead of the single interrupt that eCos relies on, the real-time clock
timer. This should give you a reasonable idea of the cost of executing interrupt handling for devices.

Measured ltems

This section describes the various tests and the numbers presented. All tests use the C kernel API (available by way
of cyg/kernel/kapi.h ). There is a single main thread in the system that performs the various tests. Additional
threads may be created as part of the testing, but these are short lived and are destroyed between tests unless
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otherwise noted. The terminology “lower priority” means a priority that is less important, not necessarily lower in
numerical value. A higher priority thread will run in preference to a lower priority thread even though the priority
value of the higher priority thread may be numerically less than that of the lower priority thread.

Thread Primitives

Create thread
This test measures tlegg_thread_create() call. Each call creates a totally new thread. The set of threads
created by this test will be reused in the subsequent thread primitive tests.

Yield thread
This test measures thgg_thread_yield() call. For this test, there are no other runnable threads, thus the
test should just measure the overhead of trying to give up the CPU.

Suspend [suspended] thread
This test measures tlgg_thread_suspend() call. A thread may be suspended multiple times; each thread
is already suspended from its initial creation, and is suspended again.

Resume thread
This test measures thgg_thread_resume() call. All of the threads have a suspend count of 2, thus this
call does not make them runnable. This test just measures the overhead of resuming a thread.

Set priority
This test measures tlagg_thread_set_priority() call. Each thread, currently suspended, has its priority
set to a new value.

Get priority

This test measures tlgg_thread_get_priority() call.

Kill [suspended] thread
This test measures tlegg_thread_kill() call. Each thread in the set is killed. All threads are known to be
suspended before being killed.
Yield [no other] thread
This test measures theyg_thread_yield() call again. This is to demonstrate that the
cyg_thread_yield() call has a fixed overhead, regardless of whether there are other threads in the system.
Resume [suspended low priority] thread

This test measures thgg_thread_resume() call again. In this case, the thread being resumed is lower
priority than the main thread, thus it will simply become ready to run but not be granted the CPU. This test
measures the cost of making a thread ready to run.

Resume [runnable low priority] thread

This test measures thgg_thread_resume() call again. In this case, the thread being resumed is lower
priority than the main thread and has already been made runnable, so in fact the resume call has no effect.
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Suspend [runnable] thread
This test measures thgg_thread_suspend() call again. In this case, each thread has already been made
runnable (by previous tests).

Yield [only low priority] thread
This test measures thugg_thread_yield() call. In this case, there are many other runnable threads, but
they are all lower priority than the main thread, thus no thread switches will take place.

Suspend [runnablenot runnable] thread
This test measures thgg_thread_suspend() call again. The thread being suspended will become non-
runnable by this action.

Kill [runnable] thread
This test measures thsyg_thread kill() call again. In this case, the thread being killed is currently
runnable, but lower priority than the main thread.

Resume [high priority] thread

This test measures thgg_thread_resume() call. The thread being resumed is higher priority than the

main thread, thus a thread switch will take place on each call. In fact there will be two thread switches; one to

the new higher priority thread and a second back to the test thread. The test thread exits immediately.
Thread switch

This test attempts to measure the cost of switching from one thread to another. Two equal priority threads are
started and they will each yield to the other for a number of iterations. A time stamp is gathered in one thread
before thecyg_thread_yield() call and after the call in the other thread.

Scheduler Primitives

Scheduler lock

This test measures tlwgg_scheduler_lock() call.

Scheduler unlock [0 threads]
This test measures thgg_scheduler_unlock() call. There are no other threads in the system and the
unlock happens immediately after a lock so there will be no pending DSR’s to run.

Scheduler unlock [1 suspended thread]
This test measures thg_scheduler_unlock() call. There is one other thread in the system which is
currently suspended.

Scheduler unlock [many suspended threads]

This test measures thgg_scheduler_unlock() call. There are many other threads in the system which
are currently suspended. The purpose of this test is to determine the cost of having additional threads in the
system when the scheduler is activated by wayygf scheduler_unlock()
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Scheduler unlock [many low priority threads]

This test measures tlegg_scheduler_unlock() call. There are many other threads in the system which are
runnable but are lower priority than the main thread. The purpose of this test is to determine the cost of having
additional threads in the system when the scheduler is activated by wgy 6theduler_unlock()

Mutex Primitives

Init mutex
This test measures thgyg_mutex_init() call. A number of separate mutex variables are created. The
purpose of this test is to measure the cost of creating a new mutex and introducing it to the system.
Lock [unlocked] mutex
This test measures thgg_mutex_lock() call. The purpose of this test is to measure the cost of locking a
mutex which is currently unlocked. There are no other threads executing in the system while this test runs.
Unlock [locked] mutex
This test measures tlegg_mutex_unlock() call. The purpose of this test is to measure the cost of unlocking
a mutex which is currently locked. There are no other threads executing in the system while this test runs.
Trylock [unlocked] mutex
This test measures tlegg_mutex_trylock() call. The purpose of this test is to measure the cost of locking
a mutex which is currently unlocked. There are no other threads executing in the system while this test runs.
Trylock [locked] mutex
This test measures tlgg_mutex_trylock() call. The purpose of this test is to measure the cost of locking
a mutex which is currently locked. There are no other threads executing in the system while this test runs.
Destroy mutex
This test measures tlagg_mutex_destroy() call. The purpose of this test is to measure the cost of deleting
a mutex from the system. There are no other threads executing in the system while this test runs.
Unlock/Lock mutex

This test attempts to measure the cost of unlocking a mutex for which there is another higher priority thread
waiting. When the mutex is unlocked, the higher priority waiting thread will immediately take the lock. The
time from when the unlock is issued until after the lock succeeds in the second thread is measured, thus giving
the round-trip or circuit time for this type of synchronizer.

Mailbox Primitives
Create mbox

This test measures tlgg_mbox_create()  call. A number of separate mailboxes is created. The purpose of
this test is to measure the cost of creating a new mailbox and introducing it to the system.
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Peek [empty] mbox
This test measures tlegg_mbox_peek() call. An attempt is made to peek the value in each mailbox, which
is currently empty. The purpose of this test is to measure the cost of checking a mailbox for a value without
blocking.

Put [first] mbox
This test measures tlgg_mbox_put()  call. One item is added to a currently empty mailbox. The purpose
of this test is to measure the cost of adding an item to a mailbox. There are no other threads currently waiting
for mailbox items to arrive.

Peek [1 msg] mbox
This test measures tlgg_mbox_peek() call. An attempt is made to peek the value in each mailbox, which
contains a single item. The purpose of this test is to measure the cost of checking a mailbox which has data to
deliver.

Put [second] mbox
This test measures tlgg_mbox_put()  call. A second item is added to a mailbox. The purpose of this test
is to measure the cost of adding an additional item to a mailbox. There are no other threads currently waiting
for mailbox items to arrive.

Peek [2 msgs] mbox

This test measures tlegg_mbox_peek() call. An attempt is made to peek the value in each mailbox, which
contains two items. The purpose of this test is to measure the cost of checking a mailbox which has data to
deliver.
Get [first] mbox
This test measures tlhigg_mbox_get()  call. The first item is removed from a mailbox that currently contains
two items. The purpose of this test is to measure the cost of obtaining an item from a mailbox without blocking.
Get [second] mbox
This test measures tlegg_mbox_get() call. The last item is removed from a mailbox that currently contains
one item. The purpose of this test is to measure the cost of obtaining an item from a mailbox without blocking.
Tryput [first] mbox
This test measures thgg_mbox_tryput() call. A single item is added to a currently empty mailbox. The
purpose of this test is to measure the cost of adding an item to a mailbox.
Peek item [non-empty] mbox
This test measures tlegg_mbox_peek_item()  call. A single item is fetched from a mailbox that contains a
single item. The purpose of this test is to measure the cost of obtaining an item without disturbing the mailbox.
Tryget [non-empty] mbox

This test measures thyg_mbox_tryget() call. A single item is removed from a mailbox that contains
exactly one item. The purpose of this test is to measure the cost of obtaining one item from a non-empty
mailbox.
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Peek item [empty] mbox
This test measures thgg_mbox_peek_item() call. An attempt is made to fetch an item from a mailbox
that is empty. The purpose of this test is to measure the cost of trying to obtain an item when the mailbox is
empty.

Tryget [empty] mbox
This test measures tlegg_mbox_tryget() call. An attempt is made to fetch an item from a mailbox that is
empty. The purpose of this test is to measure the cost of trying to obtain an item when the mailbox is empty.

Waiting to get mbox
This test measures tlegg_mbox_waiting_to_get() call. The purpose of this test is to measure the cost of
determining how many threads are waiting to obtain a message from this mailbox.

Waiting to put mbox
This test measures tlegg_mbox_waiting_to_put() call. The purpose of this test is to measure the cost of
determining how many threads are waiting to put a message into this mailbox.

Delete mbox
This test measures tlagg_mbox_delete()  call. The purpose of this test is to measure the cost of destroying
a mailbox and removing it from the system.

Put/Get mbox

In this round-trip test, one thread is sending data to a mailbox that is being consumed by another thread. The
time from when the data is put into the mailbox until it has been delivered to the waiting thread is measured.
Note that this time will contain a thread switch.

Semaphore Primitives

Init semaphore
This test measures thigg_semaphore_init() call. A number of separate semaphore objects are created
and introduced to the system. The purpose of this test is to measure the cost of creating a new semaphore.

Post [0] semaphore
This test measures thgg_semaphore_post() call. Each semaphore currently has a value of 0 and there
are no other threads in the system. The purpose of this test is to measure the overhead cost of posting to a
semaphore. This cost will differ if there is a thread waiting for the semaphore.

Wait [1] semaphore
This test measures thgg_semaphore_wait() call. The semaphore has a current value of 1 so the call is
non-blocking. The purpose of the test is to measure the overhead of “taking” a semaphore.

Trywait [0] semaphore

This test measures thgg_semaphore_trywait() call. The semaphore has a value of 0 when the call is
made. The purpose of this test is to measure the cost of seeing if a semaphore can be “taken” without blocking.
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In this case, the answer would be no.

Trywait [1] semaphore

This test measures thgg_semaphore_trywait() call. The semaphore has a value of 1 when the call is
made. The purpose of this test is to measure the cost of seeing if a semaphore can be “taken” without blocking.
In this case, the answer would be yes.

Peek semaphore

This test measures thgg_semaphore_peek()  call. The purpose of this test is to measure the cost of ob-
taining the current semaphore count value.

Destroy semaphore

This test measures thgg_semaphore_destroy() call. The purpose of this test is to measure the cost of
deleting a semaphore from the system.

Post/Wait semaphore

In this round-trip test, two threads are passing control back and forth by using a semaphore. The time from
when one thread caltyg_semaphore_post() until the other thread completes igy_semaphore_wait()
is measured. Note that each iteration of this test will involve a thread switch.

Counters

Create counter
This test measures tlegg_counter_create() call. A number of separate counters are created. The purpose
of this test is to measure the cost of creating a new counter and introducing it to the system.

Get counter value

This test measures tlwgg_counter_current_value() call. The current value of each counter is obtained.

Set counter value

This test measures tlgg_counter_set_value() call. Each counter is set to a new value.

Tick counter

This test measures tlgg_counter_tick() call. Each counter is “ticked” once.

Delete counter

This test measures tlgg_counter_delete() call. Each counter is deleted from the system. The purpose
of this test is to measure the cost of deleting a counter object.
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Alarms

Create alarm

This test measures tlogg_alarm_create() call. A number of separate alarms are created, all attached to the
same counter object. The purpose of this test is to measure the cost of creating a new counter and introducing
it to the system.

Initialize alarm

This test measures thgg_alarm_initialize() call. Each alarm is initialized to a small value.

Disable alarm

This test measures tlgg_alarm_disable() call. Each alarm is explicitly disabled.

Enable alarm

This test measures tlgg_alarm_enable() call. Each alarm is explicitly enabled.

Delete alarm

This test measures thgg_alarm_delete() call. Each alarm is destroyed. The purpose of this test is to
measure the cost of deleting an alarm and removing it from the system.

Tick counter [1 alarm]

This test measures tlgg_counter_tick() call. A counter is created that has a single alarm attached to it.
The purpose of this test is to measure the cost of “ticking” a counter when it has a single attached alarm. In
this test, the alarm is not activated (fired).

Tick counter [many alarms]

This test measures tlgg_counter_tick() call. A counter is created that has multiple alarms attached to
it. The purpose of this test is to measure the cost of “ticking” a counter when it has many attached alarms. In
this test, the alarms are not activated (fired).

Tick & fire counter [1 alarm]

This test measures tlgg_counter_tick() call. A counter is created that has a single alarm attached to it.
The purpose of this test is to measure the cost of “ticking” a counter when it has a single attached alarm. In
this test, the alarm is activated (fired). Thus the measured time will include the overhead of calling the alarm
callback function.

Tick & fire counter [many alarms]

This test measures tlgg_counter_tick() call. A counter is created that has multiple alarms attached to

it. The purpose of this test is to measure the cost of “ticking” a counter when it has many attached alarms.
In this test, the alarms are activated (fired). Thus the measured time will include the overhead of calling the
alarm callback function.

Alarm latency [0 threads]

This test attempts to measure the latency in calling an alarm callback function. The time from the clock
interrupt until the alarm function is called is measured. In this test, there are no threads that can be run, other
than the system idle thread, when the clock interrupt occurs (all threads are suspended).
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Alarm latency [2 threads]

This test attempts to measure the latency in calling an alarm callback function. The time from the clock inter-
rupt until the alarm function is called is measured. In this test, there are exactly two threads which are running
when the clock interrupt occurs. They are simply passing back and forth by wayaytithieread_yield()

call. The purpose of this test is to measure the variations in the latency when there are executing threads.

Alarm latency [many threads]

This test attempts to measure the latency in calling an alarm callback function. The time from the clock inter-
rupt until the alarm function is called is measured. In this test, there are a number of threads which are running
when the clock interrupt occurs. They are simply passing back and forth by wayaytithieread_yield()

call. The purpose of this test is to measure the variations in the latency when there are many executing threads.
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Chapter 1. Introduction

This is an initial specification of theCosHardware Abstraction Layer (HAL). The HAL abstracts the underlying
hardware of a processor architecture and/or the platform to a level sufficient for the eCos kernel to be ported onto
that platform.

Caveat: This documentis an informal description of the HAL capabilities and is not intended to be full documen-
tation, although it may be used as a source for such. It also describes the HAL as it is currently implemented for
the architectures targeted in this release. It most closely describes the HALs for the MIPS, 1386 and PowerPC
HALs. Other architectures are similar but may not be organized precisely as described here.
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Chapter 2. Architecture, Variant and Platform

We have identified three levels at which the HAL must operate.

» Thearchitecture HALabstracts the basic CPU architecture and includes things like interrupt delivery, context
switching, CPU startup etc.

- Thevariant HAL encapsulates features of the CPU variant such as caches, MMU and FPU features. It also deals
with any on-chip peripherals such as memory and interrupt controllers. For architectural variations, the actual
implementation of the variation is often in the architectural HAL, and the variant HAL simply provides the
correct configuration definitions.

- Theplatform HALabstracts the properties of the current platform and includes things like platform startup, timer
devices, I/O register access and interrupt controllers.

The boundaries between these three HAL levels are necessarily blurred since functionality shifts between levels on
a target-by-target basis. For example caches and MMU may be either an architecture feature or a variant feature.
Similarly, memory and interrupt controllers may be on-chip and in the variant HAL, or off-chip and in the platform
HAL.

Generally there is a separate package for each of the architecture, variant and package HALSs for a target. For some
of the older targets, or where it would be essentially empty, the variant HAL is omitted.
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Chapter 3. General principles

The HAL has been implemented according to the following general principles:

1. The HAL is implemented in C and assembler, although the eCos kernel is largely implemented ifTGis
is to permit the HAL the widest possible applicability.

2. All interfaces to the HAL are implemented by CPP macros. This allows them to be implemented as inline
C code, inline assembler or function calls to external C or assembler code. This allows the most efficient
implementation to be selected without affecting the interface. It also allows them to be redefined if the platform
or variant HAL needs to replace or enhance a definition from the architecture HAL.

3. The HAL provides simple, portable mechanisms for dealing with the hardware of a wide range of architectures
and platforms. It is always possible to bypass the HAL and program the hardware directly, but this may lead
to a loss of portability.
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Chapter 4. HAL Interfaces

This section describes the main HAL interfaces.

Base Definitions

These are definitions that characterize the properties of the base architecture that are used to compile the portable
parts of the kernel. They are concerned with such things a portable type definitions, endianness, and labeling.

These definitions are supplied by #g/hal/basetype.h header file which is supplied by the architecture HAL.
It is included automatically byyg/infra/cyg_type.h

Byte order

CYG_BYTEORDER

This defines the byte order of the target and must be set to @#@&rLSBFIRSTOr CYG_MSBFIRST

Label Translation

CYG_LABEL_NAME(name)

This is a wrapper used in some C and-€ files which use labels defined in assembly code or the linker
script. It need only be defined if the default implementatioryigiinfra/cyg_type.h , which passes the
name argument unaltered, is inadequate. It should be pairedcWithLABEL_DEFN().

CYG_LABEL_DEFN(name)

This is a wrapper used in assembler sources and linker scripts which define labels. It need only be defined
if the default implementation iryg/infra/cyg_type.h , Which passes the name argument unaltered, is
inadequate. The most usual alternative definition of this macro prepends an underscore to the label name.

Base types

cyg_halint8
cyg_halint16
cyg_halint32
cyg_halint64
cyg_halcount8
cyg_halcountl16
cyg_halcount32
cyg_halcount64
cyg_halbool
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These macros define the C base types that should be used to define variables of the given size. They only need to
be defined if the default types specifiedcy/infra/cyg_type.h cannot be used. Note that these are only the
base types, they will be composed withned andunsigned to form full type specifications.

Atomic types

cyg_halatomic CYG_ATOMIC

These types are guaranteed to be read or written in a single uninterruptible operation. It is architecture defined what
size this type is, but it will be at least a byte.

Architecture Characterization

These are definition that are related to the basic architecture of the CPU. These include the CPU context save
format, context switching, bit twiddling, breakpoints, stack sizes and address translation.

Most of these definition are found ieyg/hal/hal_arch.h . This file is supplied by the architecture HAL.
If there are variant or platform specific definitions then these will be foundyiihal/var_arch.h or
cyg/hal/plf_arch.h . These files are include automatically by this header, so need not be included explicitly.

Register Save Format

typedef struct HAL_SavedRegisters
{

/* architecture-dependent list of registers to be saved */
} HAL_SavedRegisters;

This structure describes the layout of a saved machine state on the stack. Such states are saved during thread context
switches, interrupts and exceptions. Different quantities of state may be saved during each of these, but usually a
thread context state is a subset of the interrupt state which is itself a subset of an exception state. For debugging
purposes, the same structure is used for all three purposes, but where these states are significantly different, this
structure may contain a union of the three states.

Thread Context Initialization

HAL_THREAD_INIT_CONTEXT( sp, arg, entry, id )

This macro initializes a thread’s context so that it may be switched tésny THREAD_SWITCH_CONTEXT(The
arguments are:

Sp

A location containing the current value of the thread’s stack pointer. This should be a variable or a structure
field. The SP value will be read out of here and an adjusted value written back.
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arg

A value that is passed as the first argument to the entry point function.

entry

The address of an entry point function. This will be called according the C calling conventions, and the value
of arg will be passed as the first argument. This function should have the following type sigreitlire
entry(CYG_ADDRWORD arg).

A thread id value. This is only used for debugging purposes, it is ORed into the initialization pattern for
unused registers and may be used to help identify the thread from its register dump. The least significant 16
bits of this value should be zero to allow space for a register identifier.

Thread Context Switching

HAL_THREAD_LOAD_CONTEXT( to )
HAL_THREAD_SWITCH_CONTEXT( from, to )

These macros implement the thread switch code. The arguments are:

from

A pointer to a location where the stack pointer of the current thread will be stored.

to
A pointer to a location from where the stack pointer of the next thread will be read.

For HAL_THREAD_LOAD_CONTEXT¢he current CPU state is discarded and the state of the destination thread is
loaded. This is only used once, to load the first thread when the scheduler is started.

ForHAL_THREAD_SWITCH_CONTEXTthe state of the current thread is saved onto its stack, using the current value
of the stack pointer, and the address of the saved state pla¢é&drm . The value in*to is then read and the
state of the new thread is loaded from it.

While these two operations may be implemented with inline assembler, they are normally implemented as calls
to assembly code functions in the HAL. There are two advantages to doing it this way. First, the return link of
the call provides a convenient PC value to be used in the saved context. Second, the calling conventions mean
that the compiler will have already saved the caller-saved registers before the call, so the HAL need only save the
callee-saved registers.

The implementation ofiIAL_THREAD_SWITCH_CONTEXT@aves the current CPU state on the stack, including the
current interrupt state (or at least the register that contains it). For debugging purposes it is useful to save the entire
register set, but for performance only the ABI-defined callee-saved registers need be saved. If it is implemented,
the optionCYGDBG_HAL_COMMON_CONTEXT_SAVE_MINBoDktols how many registers are saved.

The implementation oHAL_THREAD_LOAD_CONTEXT(pads a thread context, destroying the current context.

With a little care this can be implemented by sharing code with THREAD_SWITCH_CONTEXT(JTo load a

thread context simply requires the saved registers to be restored from the stack and a jump or return made back to
the saved PC.
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Note that interrupts are not disabled during this process, any interrupts that occur will be delivered onto the stack
to which the current CPU stack pointer points. Hence the stack pointer should never be invalid, or loaded with a
value that might cause the saved state to become corrupted by an interrupt. However, the current interrupt state
is saved and restored as part of the thread context. If a thread disables interrupts and does something to cause a
context switch, interrupts may be re-enabled on switching to another thread. Interrupts will be disabled again when
the original thread regains control.

Bit indexing

HAL_LSBIT_INDEX( index, mask )
HAL_MSBIT_INDEX( index, mask )

These macros placeindex the bit index of the least significant bit mask. Some architectures have instruction
level support for one or other of these operations. If no architectural support is available, then these macros may
call C functions to do the job.

Idle thread activity

HAL_IDLE_THREAD_ACTION( count )

It may be necessary under some circumstances for the HAL to execute code in the kernel idle thread’s loop. An
example might be to execute a processor halt instruction. This macro provides a portable way of doing this. The
argument is a copy of the idle thread’s loop counter, and may be used to trigger actions at longer intervals than
every loop.

Reorder barrier
HAL_REORDER_BARRIER()

When optimizing the compiler can reorder code. In some parts of multi-threaded systems, where the order of
actions is vital, this can sometimes cause problems. This macro may be inserted into places where reordering
should not happen and prevents code being migrated across it by the compiler optimizer. It should be placed
between statements that must be executed in the order written in the code.

Breakpoint support

HAL_BREAKPOINT( label )
HAL_BREAKINST
HAL_BREAKINST_SIZE

These macros provide support for breakpoints.

HAL_BREAKPOINT() executes a breakpoint instruction. The label is defined at the breakpoint instruction so that
exception code can detect which breakpoint was executed.

10
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HAL_BREAKINSTcontains the breakpoint instruction code as an integer vellMe.BREAKINST_SIZEs the size of
that breakpoint instruction in bytes. Together these may be used to place a breakpoint in any code.

GDB support

HAL_THREAD_GET_SAVED_REGISTERS( sp, regs )
HAL_GET_GDB_REGISTERS( regval, regs )
HAL_SET_GDB_REGISTERS( regs, regval )

These macros provide support for interfacing GDB to the HAL.

HAL_THREAD_GET_SAVED_REGISTERS(@xtracts a pointer to a HAL SavedRegisters structure from a stack
pointer value. The stack pointer passed in should be the value saved by the thread context macros. The macro will
assign a pointer to the HAL_SavedRegisters structure to the variable passed as the second argument.

HAL_GET_GDB_REGISTERS(franslates a register state as saved by the HAL and into a register dump in the format
expected by GDB. It takes a pointer to a HAL_SavedRegisters structureriegheargument and a pointer to the
memory to contain the GDB register dump in tlegval argument.

HAL_SET_GDB_REGISTERS()translates a GDB format register dump into a the format expected by the HAL. It
takes a pointer to the memory containing the GDB register dump imetpeal argument and a pointer to a
HAL_SavedRegisters structure in tregs argument.

Setjmp and longjmp support

CYGARC_JMP_BUF_SIZE
hal_jmp_buf[CYGARC_JMP_BUF_SIZE]
hal_setjmp( hal_jmp_buf env )
hal_longjmp( hal_jmp_buf env, int val )

These functions provide support for thes@mp() andlongjmp() functions. Refer to the C library for further
information.

Stack Sizes

CYGNUM_HAL_STACK_SIZE_MINIMUM
CYGNUM_HAL_STACK_SIZE_TYPICAL

The values of these macros define the minimum and typical sizes of thread stacks.

CYGNUM_HAL_STACK_SIZE_MINIMUdefines the minimum size of a thread stack. This is enough for the thread

to function correctly within eCos and allows it to take interrupts and context switches. There should also be
enough space for a simple thread entry function to execute and call basic kernel operations on objects like mu-
texes and semaphores. However there will not be enough room for much more than this. When creating stacks
for their own threads, applications should determine the stack usage needed for application purposes and then add
CYGNUM_HAL_STACK_SIZE_MINIMUM

11
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CYGNUM_HAL_STACK_SIZE_TYPICAIs a reasonable increment ov@YGNUM_HAL_STACK_SIZE_MINIMUMSuU-
ally about 1kB. This should be adequate for most modest thread needs. Only threads that need to define significant
amounts of local data, or have very deep call trees should need to use a larger stack size.

Address Translation

CYGARC_CACHED_ADDRESS(addr)
CYGARC_UNCACHED_ADDRESS(addr)
CYGARC_PHYSICAL_ADDRESS(addr)

These macros provide address translation between different views of memory. In many architectures a given mem-
ory location may be visible at different addresses in both cached and uncached forms. It is also possible that the
MMU or some other address translation unit in the CPU presents memory to the program at a different virtual
address to its physical address on the bus.

CYGARC_CACHED_ADDRESS3(anslates the given address to its location in cached memory. This is typically where
the application will access the memory.

CYGARC_UNCACHED_ADDRESS8@nslates the given address to its location in uncached memory. This is typically
where device drivers will access the memory to avoid cache problems. It may additionally be necessary for the
cache to be flushed before the contents of this location is fully valid.

CYGARC_PHYSICAL_ADDRESS@ranslates the given address to its location in the physical address space. This is
typically the address that needs to be passed to device hardware such as a DMA engine, ethernet device or PCI
bus bridge. The physical address may not be directly accessible to the program, it may be re-mapped by address
translation.

Global Pointer

CYGARC_HAL_SAVE_GP()
CYGARC_HAL_RESTORE_GP()

These macros insert code to save and restore any global data pointer that the ABI uses. These are necessary when
switching context between two eCos instances - for example between an eCos application and RedBoot.

Interrupt Handling

12

These interfaces contain definitions related to interrupt handling. They include definitions of exception and interrupt
numbers, interrupt enabling and masking.

These definitions are normally found égg/hal/hal_intr.h . This file is supplied by the architecture HAL.
Any variant or platform specific definitions will be found ayg/hal/var_intr.h , cyg/hal/plf_intr.h or
cyg/hal/hal_platform_ints.h in the variant or platform HAL, depending on the exact target. These files are
include automatically by this header, so need not be included explicitly.
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Vector numbers

CYGNUM_HAL_VECTOR_XXXX
CYGNUM_HAL_VSR_MIN
CYGNUM_HAL_VSR_MAX
CYGNUM_HAL_VSR_COUNT

CYGNUM_HAL_INTERRUPT_XXXX
CYGNUM_HAL_ISR_MIN
CYGNUM_HAL_ISR_MAX
CYGNUM_HAL_ISR_COUNT

CYGNUM_HAL_EXCEPTION_XXXX
CYGNUM_HAL_EXCEPTION_MIN
CYGNUM_HAL_EXCEPTION_MAX
CYGNUM_HAL_EXCEPTION_COUNT

All possible VSR, interrupt and exception vectors are specified here, together with maximum and minimum values
for range checking. While the VSR and exception numbers will be defined in this file, the interrupt numbers will
normally be defined in the variant or platform HAL file that is included by this header.

There are two ranges of numbers, those for the vector service routines and those for the interrupt service routines.
The relationship between these two ranges is undefined, and no equivalence should be assumed if vectors from the
two ranges coincide.

The VSR vectors correspond to the set of exception vectors that can be delivered by the CPU architecture, many
of these will be internal exception traps. The ISR vectors correspond to the set of external interrupts that can be
delivered and are usually determined by extra decoding of the interrupt controller by the interrupt VSR.

Where a CPU supports synchronous exceptions, the range of such exceptions allowed are defined by
CYGNUM_HAL_EXCEPTION_MINand CYGNUM_HAL_EXCEPTION_MAXThe CYGNUM_HAL_EXCEPTION_XXXX
definitions are standard names used by target independent code to test for the presence of particular exceptions in
the architecture. The actual exception numbers will normally correspond to the VSR exception range. In future
other exceptions generated by the system software (such as stack overflow) may be added.

CYGNUM_HAL_ISR_COUNTYGNUM_HAL_VSR_COUBMdCYGNUM_HAL_EXCEPTION_couddfine the number of

ISRs, VSRs and EXCEPTIONSs respectively for the purposes of defining arrays etc. There might be a transla-
tion from the supplied vector numbers into array offsets. HEEENUM_HAL_XXX_COUNTay not simply be
CYGNUM_HAL_XXX_MAXYGNUM_HAL_XXX_MIOr CYGNUM_HAL_XXX_MAX.

Interrupt state control

CYG_INTERRUPT_STATE
HAL_DISABLE_INTERRUPTS( old )
HAL_RESTORE_INTERRUPTS( old )
HAL_ENABLE_INTERRUPTS()

HAL_QUERY_INTERRUPTS( state )

These macros provide control over the state of the CPUs interrupt mask mechanism. They should normally manip-
ulate a CPU status register to enable and disable interrupt delivery. They should not access an interrupt controller.

CYG_INTERRUPT_STATEiIS a data type that should be used to store the interrupt state returned by
HAL_DISABLE_INTERRUPTS() andHAL_QUERY_INTERRUPTS(aNd passed tHAL_RESTORE_INTERRUPTS()

13
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HAL_DISABLE_INTERRUPTS() disables the delivery of interrupts and stores the original state of the interrupt mask
in the variable passed in tlwdd argument.

HAL_RESTORE_INTERRUPTS(yestores the state of the interrupt mask to that recordettlin
HAL_ENABLE_INTERRUPTS()simply enables interrupts regardless of the current state of the mask.

HAL_QUERY_INTERRUPTS(stores the state of the interrupt mask in the variable passed statee argument.
The state stored here should also be capable of being pasdatd tRESTORE_INTERRUPTS(at a later point.

It is at the HAL implementer’s discretion exactly which interrupts are masked by this mechanism. Where a CPU
has more than one interrupt type that may be masked separately (e.g. the ARM’s IRQ and FIQ) only those that can
raise DSRs need to be masked here. A separate architecture specific mechanism may then be used to control the
other interrupt types.

ISR and VSR management

HAL_INTERRUPT_IN_USE( vector, state )
HAL_INTERRUPT_ATTACH( vector, isr, data, object )
HAL_INTERRUPT_DETACH( vector, isr )
HAL_VSR_SET( vector, vsr, poldvsr )

HAL_VSR_GET( vector, pvsr )
HAL_VSR_SET_TO_ECOS_HANDLER( vector, poldvsr )

These macros manage the attachment of interrupt and vector service routines to interrupt and exception vectors
respectively.

HAL_INTERRUPT_IN_USE() tests the state of the supplied interrupt vector and sets the value of the state parameter
to either 1 or O depending on whether there is already an ISR attached to the vector. The HAL will only allow one
ISR to be attached to each vector, so it is a good idea to use this function beforeldisSingTERRUPT_ATTACH()

HAL_INTERRUPT_ATTACH() attaches the ISR, data pointer and object pointer to the greetor . When an
interrupt occurs on this vector the ISR is called using the C calling convention and the vector number and data
pointer are passed to it as the first and second arguments respectively.

HAL_INTERRUPT_DETACH()detaches the ISR from the vector.

HAL_VSR_SET() replaces the VSR attached to trector  with the replacement suppliedusr . The old VSR is
returned in the location pointed to Ipysr . On some platforms, possibly only in certain configurations, the table
of VSRs will be in read-only memory. If so then this macro should be left undefined.

HAL_VSR_GET() assigns a copy of the VSR to the location pointed tqtsr .

HAL_VSR_SET_TO_ECOS_HANDLERg@nsures that the VSR for a specific exception is pointing at the eCos ex-
ception VSR and not one for RedBoot or some other ROM monitor. The default when running under RedBoot is
for exceptions to be handled by RedBoot and passed to GDB. This macro diverts the exception to eCos so that it
may be handled by application code. The arguments are the VSR vector to be replaces, and a location in which to
store the old VSR pointer, so that it may be replaced at a later point. On some platforms, possibly only in certain
configurations, the table of VSRs will be in read-only memory. If so then this macro should be left undefined.

Interrupt controller management

HAL_INTERRUPT_MASK( vector )
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HAL_INTERRUPT_UNMASK( vector )
HAL_INTERRUPT_ACKNOWLEDGE( vector )
HAL_INTERRUPT_CONFIGURE( vector, level, up )
HAL_INTERRUPT_SET_LEVEL( vector, level )

These macros exert control over any prioritized interrupt controller that is present. If no priority controller exists,
then these macros should be empty.

Note: These macros may not be reentrant, so care should be taken to prevent them being called while interrupts
are enabled. This means that they can be safely used in initialization code before interrupts are enabled, and in
ISRs. In DSRs, ASRs and thread code, however, interrupts must be disabled before these macros are called.
Here is an example for use in a DSR where the interrupt source is unmasked after data processing:

HAL_DISABLE_INTERRUPTS(old);
HAL_INTERRUPT_UNMASK(CYGNUM_HAL_INTERRUPT_ETH);
HAL_RESTORE_INTERRUPTS(old);

HAL_INTERRUPT_MASK()causes the interrupt associated with the given vector to be blocked.
HAL_INTERRUPT_UNMASK(causes the interrupt associated with the given vector to be unblocked.

HAL_INTERRUPT_ACKNOWLEDGEg&cknowledges the current interrupt from the given vector. This is usually exe-
cuted from the ISR for this vector when it is prepared to allow further interrupts. Most interrupt controllers need
some form of acknowledge action before the next interrupt is allowed through. Executing this macro may cause
another interrupt to be delivered. Whether this interrupts the current code depends on the state of the CPU interrupt
mask.

HAL_INTERRUPT_CONFIGURE(provides control over how an interrupt signal is detected. The arguments are:

vector

The interrupt vector to be configured.

level

Set totrue if the interrupt is detected by level, arfadse if it is edge triggered.

up
If the interrupt is set to level detect, then if thisige it is detected by a high signal level, anddfse by a
low signal level. If the interrupt is set to edge triggered, then if thisits it is triggered by a rising edge and
if false by a falling edge.

HAL_INTERRUPT_SET_LEVEL() provides control over the hardware priority of the interrupt. The arguments are:

vector

The interrupt whose level is to be set.

15
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level

The priority level to which the interrupt is to set. In some architectures the masking of an interrupt
is achieved by changing its priority level. Hence this functioRAL_INTERRUPT_MASK() and
HAL_INTERRUPT_UNMASK(may interfere with each other.

Clocks and Timers

16

These interfaces contain definitions related to clock and timer handling. They include interfaces to initialize and
read a clock for generating regular interrupts, definitions for setting the frequency of the clock, and support for
short timed delays.

Clock Control

HAL_CLOCK_INITIALIZE( period )
HAL_CLOCK_RESET( vector, period )
HAL_CLOCK_READ( pvalue )

These macros provide control over a clock or timer device that may be used by the kernel to provide time-out, delay
and scheduling services. The clock is assumed to be implemented by some form of counter that is incremented or
decremented by some external source and which raises an interrupt when it reaches a predetermined value.

HAL_CLOCK_INITIALIZE() initializes the timer device to interrupt at the given period. The period is essentially
the value used to initialize the timer counter and must be calculated from the timer frequency and the desired
interrupt rate. The timer device should generate an interrupt @eeingd cycles.

HAL_CLOCK_RESET()re-initializes the timer to provoke the next interrupt. This macro is only really necessary
when the timer device needs to be reset in some way after each interrupt.

HAL_CLOCK_READ()reads the current value of the timer counter and puts the value in the location pointed to by
pvalue . The value stored will always be the number of timer cycles since the last interrupt, and hence ranges
between zero and the initial period value. If this is a count-down cyclic timer, some arithmetic may be necessary to
generate this value.

Microsecond Delay
HAL_DELAY_US(us)

This macro provides a busy loop delay for the given number of microseconds. It is intended mainly for controlling
hardware that needs short delays between operations. Code which needs longer delays, of the order of millisec-
onds, should instead use higher-level functions suaty@shread_delay . The macro implementation should

be thread-safe. It can also be used in ISRs or DSRs, although such usage is undesirable because of the impact on
interrupt and dispatch latency.

The macro should never delay for less than the specified amount of time. It may delay for somewhat longer,
although since the macro uses a busy loop this is a waste of cpu cycles. Of course the code HMOKMEAY_US
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may get interrupted or timesliced, in which case the delay may be much longer than intended. If this is unacceptable
then the calling code must take preventative action such as disabling interrupts or locking the scheduler.

There are three main ways of implementating the macro:

1. a counting loop, typically written in inline assembler, using an outer loop for the microseconds and an inner
loop that consumes approximately 1us. This implementation is automatically thread-safe and does not impose
any dependencies on the rest of the system, for example it does not depend on the system clock having been
started. However it assumes that the cpu clock speed is known at compile-time or can be easily determined at
run-time.

2. monitor one of the hardware clocks, usually the system clock. Usually this clock ticks at a rate independent of
the cpu so calibration is easier. However the implementation relies on the system clock having been started,
and assumes that no other code is manipulating the clock hardware. There can also be complications when the
system clock wraps around.

3.a combination of the previous two. The system clock is used during system initialization to determine the cpu
clock speed, and the result is then used to calibrate a counting loop. This has the disadvantage of significantly
increasing the system startup time, which may be unacceptable to some applications. There are also compli-
cations if the system startup code normally runs with the cache disabled because the instruction cache will
greatly affect any calibration loop.

Clock Frequency Definition

CYGNUM_HAL_RTC_NUMERATOR
CYGNUM_HAL_RTC_DENOMINATOR
CYGNUM_HAL_RTC_PERIOD

These macros are defined in the CDL for each platform and supply the necessary parameters to specify the fre-
quency at which the clock interrupts. These parameters are usually found in the CDL definitions for the target
platform, or in some cases the CPU variant.

CYGNUM_HAL_RTC_NUMERABDHCYGNUM_HAL_RTC_DENOMINATSpRCify the resolution of the clock interrupt.

This resolution involves two separate values, the numerator and the denominator. The result of dividing the numer-
ator by the denominator should correspond to the number of nanoseconds between clock interrupts. For example a
numerator of 1000000000 and a denominator of 100 means that there are 10000000 nanoseconds (or 10 millisec-
onds) between clock interrupts. Expressing the resolution as a fraction minimizes clock drift even for frequencies
that cannot be expressed as a simple integer. For example a frequency of 60Hz corresponds to a clock resolution of
16666666.66... nanoseconds. This can be expressed accurately as 1000000000 over 60.

CYGNUM_HAL_RTC_PERIGpecifies the exact value used to initialize the clock hardware, it is the value passed as a
parameter t6lAL_CLOCK_INITIALIZE() andHAL_CLOCK_RESET() The exact meaning of the value and the range

of legal values therefore depends on the target hardware, and the hardware documentation should be consulted for
further details.

The default values for these macros in all HALs are calculated to give a clock interrupt frequency of 100Hz, or
10ms between interrupts. To change the clock frequency, the period needs to be changed, and the resolution needs
to be adjusted accordingly. As an example consider the i386 PC target. The default values for these macros are:

CYGNUM_HAL_RTC_NUMERATOR 1000000000
CYGNUM_HAL_RTC_DENOMINATOR 100

17
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CYGNUM_HAL_RTC_PERIOD 11932

To change to, say, a 200Hz clock the period needs to be halved to 5966, and to compensate the denominator needs
to be doubled to 200. To change to a 1KHz interrupt rate change the period to 1193 and the denominator to 1000.

Some HALs make this process a little easier by deriving the period arithmetically from the denominator. This
calculation may also involve the CPU clock frequency and possibly other factors. For example in the ARM AT91
variant HAL the period is defined by the following expression:

((CYGNUM_HAL_ARM_AT91_CLOCK_SPEED/32) / CYGNUM_HAL_RTC_DENOMINATOR)

In this case it is not necessary to change the period at all, just change the denominator to select the desired clock
frequency. However, note that for certain choices of frequency, rounding errors in this calculation may result in a
small clock drift over time. This is usually negligible, but if perfect accuracy is required, it may be necessary to
adjust the frequency or period by hand.

HAL 1/O

18

This section contains definitions for supporting access to device control registers in an architecture neutral fashion.

These definitions are normally found in the headerdjig@hal/hal_io.h . This file itself contains macros that

are generic to the architecture. If there are variant or platform specific IO access macros then these will be found in
cyg/hal/var_io.h andcyg/hal/plf_io.h in the variant or platform HALSs respectively. These files are include
automatically by this header, so need not be included explicitly.

This header (or more likelgyg/hal/plf_io.h ) also defines the PCI access macros. For more information on
these see the eCos PClI library reference documentation.

Register address

HAL_IO_REGISTER

This type is used to store the address of an I/O register. It will normally be a memory address, an integer port
address or an offset into an 1/0 space. More complex architectures may need to code an address space plus offset
pair into a single word, or may represent it as a structure.

Values of variables and constants of this type will usually be supplied by configuration mechanisms or in target
specific headers.

Register read

HAL_READ_XXX( register, value )
HAL_READ_XXX_VECTOR( register, buffer, count, stride )

These macros support the reading of I/O registers in various sizeXXXeomponent of the name may benTs,
UINT16, UINT32.
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HAL_READ_XXX() reads the appropriately sized value from the register and stores it in the variable passed as the
second argument.

HAL_READ_XXX_VECTOR(Jeadscount values of the appropriate size intaffer . Thestride  controls how

the pointer advances through the register space. A stride of zero will read the same register repeatedly, and a stride
of one will read adjacent registers of the given size. Greater strides will step by larger amounts, to allow for sparsely
mapped registers for example.

Register write

HAL_WRITE_XXX( register, value )
HAL_WRITE_XXX_VECTOR( register, buffer,count, stride )

These macros support the writing of I/O registers in various sizesXXixecomponent of the name may beNTs,
UINT16, UINT32.

HAL_WRITE_XXX() writes the appropriately sized value from the variable passed as the second argument stored it
in the register.

HAL_WRITE_XXX_VECTOR(Writes count values of the appropriate size frapuffer . Thestride controls

how the pointer advances through the register space. A stride of zero will write the same register repeatedly, and a
stride of one will write adjacent registers of the given size. Greater strides will step by larger amounts, to allow for
sparsely mapped registers for example.

Cache Control

This section contains definitions for supporting control of the caches on the CPU.

These definitions are usually found in the headerdyighal/hal_cache.h . This file may be defined in the
architecture, variant or platform HAL, depending on where the caches are implemented for the target. Often there
will be a generic implementation of the cache control macros in the architecture HAL with the ability to override
or undefine them in the variant or platform HAL. Even when the implementation of the cache macros is in the
architecture HAL, the cache dimensions will be defined in the variant or platform HAL. As with other files, the
variant or platform specific definitions are usually founayg/hal/var_cache.h andcyg/hal/plf_cache.h

respectively. These files are include automatically by this header, so need not be included explicitly.

There are versions of the macros defined here for both the Data and Instruction caches. these are distinguished by
the use of eithebCACHBI ICACHE N the macro names. Some architectures have a unified cache, where both data
and instruction share the same cache. In these cases the control madveaaseand theDCACHENdICACHE

macros will just be calls to theCACHEversion. In the following descriptionXCACHHS used to stand for any of

these. Where there are issues specific to a particular cache, this will be explained in the text.

There might be target specific restrictions on the use of some of the macros which it is the user’s responsibility to
comply with. Such restrictions are documented in the header file with the macro definition.

Note that destructive cache macros should be used with caution. Preceding a cache invalidation with a cache syn-
chronization is not safe in itself since an interrupt may happen after the synchronization but before the invalidation.
This might cause the state of dirty data lines created during the interrupt to be lost.
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Depending on the architecture’s capabilities, it may be possible to temporarily disable the cache while doing the
synchronization and invalidation which solves the problem (no new data would be cached during an interrupt).
Otherwise it is necessary to disable interrupts while manipulating the cache which may take a long time.

Some platform HALs now support a pair of cache state query maeis:ICACHE_IS_ENABLED( x ) and
HAL_DCACHE_IS_ENABLED( x )which set the argument to true if the instruction or data cache is enabled, re-
spectively. Like most cache control macros, these are optional, because the capabilities of different targets and
boards can vary considerably. Code which uses them, if it is to be considered portable, should test for their exis-
tence first by means eifdef . Be sure to includecyg/hal/hal_cache.h > in order to do this test and (maybe)

use the macros.

Cache Dimensions

HAL_XCACHE_SIZE
HAL_XCACHE_LINE_SIZE
HAL_XCACHE_WAYS
HAL_XCACHE_SETS

These macros define the size and dimensions of the Instruction and Data caches.

HAL_XCACHE_SIZE

Defines the total size of the cache in bytes.

HAL_XCACHE_LINE_SIZE

Defines the cache line size in bytes.

HAL_XCACHE_WAYS

Defines the number of ways in each set and defines its level of associativity. This would be 1 for a direct
mapped cache, 2 for a 2-way cache, 4 for 4-way and so on.

HAL_XCACHE_SETS

Defines the number of sets in the cache, and is calculated from the previous values.

Global Cache Control

HAL_XCACHE_ENABLE()
HAL_XCACHE_DISABLE()
HAL_XCACHE_INVALIDATE_ALL()
HAL_XCACHE_SYNC()
HAL_XCACHE_BURST_SIZE( size )
HAL_DCACHE_WRITE_MODE( mode )
HAL_XCACHE_LOCK( base, size )
HAL_XCACHE_UNLOCK( base, size )
HAL_XCACHE_UNLOCK_ALL()

These macros affect the state of the entire cache, or a large part of it.
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HAL_XCACHE_ENABLE() and HAL_XCACHE_DISABLE()

Enable and disable the cache.

HAL_XCACHE_INVALIDATE_ALL()

Causes the entire contents of the cache to be invalidated. Depending on the hardware, this may
require the cache to be disabled during the invalidation process. If so, the implementation must use
HAL_XCACHE_IS_ENABLED()to save and restore the previous state.

Note: If this macro is called after HAL_XCACHE_SYNC(with the intention of clearing the cache (invalidating
the cache after writing dirty data back to memory), you must prevent interrupts from happening between
the two calls:

HAL_DISABLE_INTERRUPTS(old);
HAL_XCACHE_SYNC();
HAL_XCACHE_INVALIDATE_ALL();
HAL_RESTORE_INTERRUPTS(old);

Since the operation may take a very long time, real-time responsiveness could be affected, so only do this
when it is absolutely required and you know the delay will not interfere with the operation of drivers or the
application.

HAL_XCACHE_SYNC()

Causes the contents of the cache to be brought into synchronization with the contents of memory. In some
implementations this may be equivalenHalL_XCACHE_INVALIDATE_ALL().

HAL_XCACHE_BURST_SIZE()

Allows the size of cache to/from memory bursts to be controlled. This macro will only be defined if this
functionality is available.

HAL_DCACHE_WRITE_MODE()

Controls the way in which data cache lines are written back to memory. There will be definitions for the pos-
sible modes. Typical definitions arAL_DCACHE_WRITEBACK_MOBAd HAL_DCACHE_WRITETHRU_MODE
This macro will only be defined if this functionality is available.

HAL_XCACHE_LOCK()

Causes data to be locked into the cache. The base and size arguments define the memory region that will be
locked into the cache. It is architecture dependent whether more than one locked region is allowed at any one
time, and whether this operation causes the cache to cease acting as a cache for addresses outside the region
during the duration of the lock. This macro will only be defined if this functionality is available.

HAL_XCACHE_UNLOCK()

Cancels the locking of the memory region given. This should normally correspond to a region supplied in a
matching lock call. This macro will only be defined if this functionality is available.
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HAL_XCACHE_UNLOCK_ALL()

Cancels all existing locked memory regions. This may be required as part of the cache initialization on some
architectures. This macro will only be defined if this functionality is available.

Cache Line Control

HAL_DCACHE_ALLOCATE( base , size )
HAL_DCACHE_FLUSH( base , size )
HAL_XCACHE_INVALIDATE( base , size )
HAL_DCACHE_STORE( base , size )
HAL_DCACHE_READ_HINT( base , size )
HAL_DCACHE_WRITE_HINT( base , size )
HAL_DCACHE_ZERO( base , size )

All of these macros apply a cache operation to all cache lines that match the memory address region defined by the
base and size arguments. These macros will only be defined if the described functionality is available. Also, it is
not guaranteed that the cache function will only be applied to just the described regions, in some architectures it
may be applied to the whole cache.

HAL_DCACHE_ALLOCATE()

Allocates lines in the cache for the given region without reading their contents from memory, hence the
contents of the lines is undefined. This is useful for preallocating lines which are to be completely overwritten,
for example in a block copy operation.

HAL_DCACHE_FLUSH()

Invalidates all cache lines in the region after writing any dirty lines to memory.

HAL_XCACHE_INVALIDATE()

Invalidates all cache lines in the region. Any dirty lines are invalidated without being written to memory.

HAL_DCACHE_STORE()

Writes all dirty lines in the region to memory, but does not invalidate any lines.

HAL_DCACHE_READ_HINT()

Hints to the cache that the region is going to be read from in the near future. This may cause the region to be
speculatively read into the cache.

HAL_DCACHE_WRITE_HINT()

Hints to the cache that the region is going to be written to in the near future. This may have the identical
behavior to HAL_DCACHE_READ_HINT().

HAL_DCACHE_ZERO()

Allocates and zeroes lines in the cache for the given region without reading memory. This is useful if a large
area of memory is to be cleared.
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Linker Scripts

When an eCos application is linked it must be done under the control of a linker script. This script defines the
memory areas, addresses and sized, into which the code and data are to be put, and allocates the various sections
generated by the compiler to these.

The linker script actually used is iib/target.ld in the install directory. This is actually manufactured out of
two other files: a base linker script and .af file that was generated by the memory layout tool.

The base linker script is usually supplied either by the architecture HAL or the variant HAL. It consists of a set of
linker script fragments, in the form of C preprocessor macros, that define the major output sections to be generated
by the link operation. Thedi file, which is#include’ed by the base linker script, uses these macro definitions

to assign the output sections to the required memory areas and link addresses.

The.ldi file is supplied by the platform HAL, and contains knowledge of the memory layout of the target platform.
These files generally conform to a standard naming convention, each file being of the form:

pkgconf/mlt_  <architecture >_<variant >_<platform >_<startup >.Idi

where <architecture >, <variant > and <platform > are the respective HAL package names and
<startup > is the startup type which is usually oneRdNMRAMOr ROMRAM

In addition to theldi file, there is also a congruously namefile. This may be used by the application to access
information defined in thedi  file. Specifically it contains the memory layout defined there, together with any
additional section names defined by the user. Examples of the latter are heap areas or PCl bus memory access
windows.

The.ldi is manufactured by the Memory Layout Tool (MLT). The MLT saves the memory configuration into a
file named

include/pkgconf/mlt_ <architecture > _<variant >_<platform >_<startup >.mit

in the platform HAL. This file is used by the MLT to manufacture both.tie and.h files. Users should beware
that direct edits the either of these files may be overwritten if the MLT is run and regenerates them fnam the
file.

The names of theldi and.h files are defined by macro definitions pkgconfisystem.h . These are
CYGHWR_MEMORY_LAYOUT_abd CYGHWR_MEMORY_LAYOUTespectively. While there will be little need for
the application to refer to thadi  file directly, it may include then file as follows:

#include CYGHWR_MEMORY_LAYOUT_H

Diagnostic Support

The HAL provides support for low level diagnostic 1O. This is particularly useful during early development as an
aid to bringing up a new platform. Usually this diagnostic channel is a UART or some other serial 10 device, but
it may equally be a a memory buffer, a simulator supported output channel, a ROM emulator virtual UART, and
LCD panel, a memory mapped video buffer or any other output device.

HAL_DIAG_INIT() performs any initialization required on the device being used to generate diagnostic output.
This may include, for a UART, setting baud rate, and stop, parity and character bits. For other devices it may
include initializing a controller or establishing contact with a remote device.

HAL_DIAG_WRITE_CHAR(c) writes the character supplied to the diagnostic output device.
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HAL_DIAG_READ_CHAR(c) reads a character from the diagnostic device into the supplied variable. This is not
supported for all diagnostic devices.

These macros are defined in the headercfitghal/hal_diag.h . This file is usually supplied by the variant or
platform HAL, depending on where the IO device being used is located. For example for on-chip UARTS it would
be in the variant HAL, but for a board-level LCD panel it would be in the platform HAL.

SMP Support

24

eCos contains support for limited Symmetric Multi-Processing (SMP). This is only available on selected architec-
tures and platforms.

Target Hardware Limitations

To allow a reasonable implementation of SMP, and to reduce the disruption to the existing source base, a number
of assumptions have been made about the features of the target hardware.

« Modest multiprocessing. The typical number of CPUs supported is two to four, with an upper limit around
eight. While there are no inherent limits in the code, hardware and algorithmic limitations will probably become
significant beyond this point.

« SMP synchronization support. The hardware must supply a mechanism to allow software on two CPUs to syn-
chronize. This is normally provided as part of the instruction set in the form of test-and-set, compare-and-swap
or load-link/store-conditional instructions. An alternative approach is the provision of hardware semaphore reg-
isters which can be used to serialize implementations of these operations. Whatever hardware facilities are
available, they are used in eCos to implement spinlocks.

« Coherent caches. Itis assumed that no extra effort will be required to access shared memory from any processor.

This means that either there are no caches, they are shared by all processors, or are maintained in a coherent
state by the hardware. It would be too disruptive to the eCos sources if every memory access had to be bracketed
by cache load/flush operations. Any hardware that requires this is not supported.

Uniform addressing. It is assumed that all memory that is shared between CPUs is addressed at the same loca-
tion from all CPUs. Like non-coherent caches, dealing with CPU-specific address translation is considered too
disruptive to the eCos source base. This does not, however, preclude systems with non-uniform access costs for
different CPUs.

Uniform device addressing. As with access to memory, it is assumed that all devices are equally accessible to
all CPUs. Since device access is often made from thread contexts, it is not possible to restrict access to device
control registers to certain CPUs, since there is currently no support for binding or migrating threads to CPUs.

Interrupt routing. The target hardware must have an interrupt controller that can route interrupts to specific CPUSs.
It is acceptable for all interrupts to be delivered to just one CPU, or for some interrupts to be bound to specific
CPUs, or for some interrupts to be local to each CPU. At present dynamic routing, where a different CPU may be
chosen each time an interrupt is delivered, is not supported. ECos cannot support hardware where all interrupts
are delivered to all CPUs simultaneously with the expectation that software will resolve any conflicts.

Inter-CPU interrupts. A mechanism to allow one CPU to interrupt another is needed. This is necessary so that
events on one CPU can cause rescheduling on other CPUs.
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+ CPU Identifiers. Code running on a CPU must be able to determine which CPU it is running on. The CPU Id is
usually provided either in a CPU status register, or in a register associated with the inter-CPU interrupt delivery
subsystem. ECos expects CPU Ids to be small positive integers, although alternative representations, such as
bitmaps, can be converted relatively easily. Complex mechanisms for getting the CPU Id cannot be supported.
Getting the CPU Id must be a cheap operation, since it is done often, and in performance critical places such as
interrupt handlers and the scheduler.

HAL Support

SMP support in any platform depends on the HAL supplying the appropriate operations. All HAL SMP
support is defined in theyg/hal/hal_smp.h header. Variant and platform specific definitions will be in
cyg/hal/var_smp.h and cyg/hal/plf_smp.h respectively. These files are include automatically by this
header, so need not be included explicitly.

SMP support falls into a number of functional groups.

CPU Control

This group consists of descriptive and control macros for managing the CPUs in an SMP system.

HAL_SMP_CPU_TYPE

A type that can contain a CPU id. A CPU id is usually a small integer that is used to index arrays of variables
that are managed on an per-CPU basis.

HAL_SMP_CPU_MAX

The maximum number of CPUs that can be supported. This is used to provide the size of any arrays that have
an element per CPU.

HAL_SMP_CPU_COUNT()

Returns the number of CPUs currently operational. This may differ from HAL_SMP_CPU_MAX depending
on the runtime environment.

HAL_SMP_CPU_THIS()
Returns the CPU id of the current CPU.

HAL_SMP_CPU_NONE

A value that does not match any real CPU id. This is uses where a CPU type variable must be set to a null
value.

HAL_SMP_CPU_START( cpu )

Starts the given CPU executing at a defined HAL entry point. After performing any HAL level initialization,
the CPU calls up into the kernel atg_kernel_cpu_startup()

HAL_SMP_CPU_RESCHEDULE_INTERRUPT( cpu, wait )

Sends the CPU a reschedule interrupt, ankift is non-zero, waits for an acknowledgment. The interrupted
CPU should caltyg_scheduler_set_need_reschedule() in its DSR to cause the reschedule to occur.
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HAL_SMP_CPU_TIMESLICE_INTERRUPT( cpu, wait )

Sends the CPU a timeslice interrupt, and/dit is non-zero, waits for an acknowledgment. The interrupted
CPU should caltyg_scheduler_timeslice_cpu() to cause the timeslice event to be processed.

Test-and-set Support

Test-and-set is the foundation of the SMP synchronization mechanisms.

HAL_TAS_TYPE
The type for all test-and-set variables. The test-and-set macros only support operations on a single bit (usually
the least significant bit) of this location. This allows for maximum flexibility in the implementation.
HAL_TAS_SET( tas, oldb )
Performs a test and set operation on the locatgn. oldb will containtrue if the location was already set,
andfalse if it was clear.
HAL_TAS_CLEAR( tas, oldb )

Performs a test and clear operation on the locatisn. oldb will containtrue if the location was already
set, andalse if it was clear.

Spinlocks

Spinlocks provide inter-CPU locking. Normally they will be implemented on top of the test-and-set mechanism
above, but may also be implemented by other means if, for example, the hardware has more direct support for
spinlocks.

HAL_SPINLOCK_TYPE

The type for all spinlock variables.

HAL_SPINLOCK_INIT_CLEAR

A value that may be assigned to a spinlock variable to initialize it to clear.

HAL_SPINLOCK_INIT_SET

A value that may be assigned to a spinlock variable to initialize it to set.

HAL_SPINLOCK_SPIN( lock )

The caller spins in a busy loop waiting for the lock to become clear. It then sets it and continues. This is all
handled atomically, so that there are no race conditions between CPUs.

HAL_SPINLOCK_CLEAR( lock )

The caller clears the lock. One of any waiting spinners will then be able to proceed.
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HAL_SPINLOCK_TRY( lock, val )
Attempts to set the lock. The value putval will be true if the lock was claimed successfully, afuke
if it was not.

HAL_SPINLOCK_TEST( lock, val )

Tests the current value of the lock. The value putah will be true if the lock is claimed anéhise of itis
clear.

Scheduler Lock

The scheduler lock is the main protection for all kernel data structures. By default the kernel implements the
scheduler lock itself using a spinlock. However, if spinlocks cannot be supported by the hardware, or there is a
more efficient implementation available, the HAL may provide macros to implement the scheduler lock.

HAL_SMP_SCHEDLOCK_DATA_TYPE
A data type, possibly a structure, that contains any data items needed by the scheduler lock implementation.
A variable of this type will be instantiated as a static member of the Cyg_Scheduler_SchedLock class and
passed to all the following macros.

HAL_SMP_SCHEDLOCK_INIT( lock, data )
Initialize the scheduler lock. THeck argument is the scheduler lock counter anddata argument is a
variable of HAL_SMP_SCHEDLOCK_DATA_ TYPE type.

HAL_SMP_SCHEDLOCK_INC( lock, data )

Increment the scheduler lock. The first increment of the lock from zero to one for any CPU may cause it to
wait until the lock is zeroed by another CPU. Subsequent increments should be less expensive since this CPU
already holds the lock.

HAL_SMP_SCHEDLOCK_ZERO( lock, data )

Zero the scheduler lock. This operation will also clear the lock so that other CPUs may claim it.

HAL_SMP_SCHEDLOCK_SET( lock, data, new )

Set the lock to a different value, mew. This is only called when the lock is already known to be owned by
the current CPU. It is never called to zero the lock, or to increment it from zero.

Interrupt Routing
The routing of interrupts to different CPUs is supported by two new interfaces in hal_intr.h.

Once an interrupt has been routed to a new CPU, the existing vector masking and configuration operations should
take account of the CPU routing. For example, if the operation is not invoked on the destination CPU itself, then
the HAL may need to arrange to transfer the operation to the destination CPU for correct application.

HAL_INTERRUPT_SET_CPU( vector, cpu )

Route the interrupt for the givaerector to the givencpu.
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HAL_INTERRUPT_GET_CPU( vector, cpu )
Setcpu to the id of the CPU to which this vector is routed.
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Most of the HAL consists of simple macros or functions that are called via the interfaces described in the previous
section. These just perform whatever operation is required by accessing the hardware and then return. The exception
to this is the handling of exceptions: either synchronous hardware traps or asynchronous device interrupts. Here
control is passed first to the HAL, which then passed it on to eCos or the application. After eCos has finished with
it, control is then passed back to the HAL for it to tidy up the CPU state and resume processing from the point at
which the exception occurred.

The HAL exceptions handling code is usually found in thevidetors.S  in the architecture HAL. Since the reset
entry point is usually implemented as one of these it also deals with system startup.

The exact implementation of this code is under the control of the HAL implementer. So long as it interacts correctly
with the interfaces defined previously it may take any form. However, all current implementation follow the same
pattern, and there should be a very good reason to break with this. The rest of this section describes these operate.

Exception handling normally deals with the following broad areas of functionality:

- Startup and initialization.
» Hardware exception delivery.
- Default handling of synchronous exceptions.

- Default handling of asynchronous interrupts.

HAL Startup

Execution normally begins at the reset vector with the machine in a minimal startup state. From here the HAL
needs to get the machine running, set up the execution environment for the application, and finally invoke its entry
point.

The following is a list of the jobs that need to be done in approximately the order in which they should be accom-
plished. Many of these will not be needed in some configurations.

- Initialize the hardware. This may involve initializing several subsystems in both the architecture, variant and
platform HALS. These include:

Initialize various CPU status registers. Most importantly, the CPU interrupt mask should be set to disable
interrupts.

Initialize the MMU, if it is used. On many platforms it is only possible to control the cacheability of address
ranges via the MMU. Also, it may be necessary to remap RAM and device registers to locations other than
their defaults. However, for simplicity, the mapping should be kept as close to one-to-one physical-to-virtual
as possible.

- Set up the memory controller to access RAM, ROM and I/O devices correctly. Until this is done it may not be
possible to access RAM. If this is a ROMRAM startup then the program code can now be copied to its RAM
address and control transferred to it.
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. Set up any bus bridges and support chips. Often access to device registers needs to go through various bus
bridges and other intermediary devices. In many systems these are combined with the memory controller, so
it makes sense to set these up together. This is particularly important if early diagnostic output needs to go
through one of these devices.

« Set up diagnostic mechanisms. If the platform includes an LED or LCD output device, it often makes sense to
output progress indications on this during startup. This helps with diagnosing hardware and software errors.

Initialize floating point and other extensions such as SIMD and multimedia engines. It is usually necessary to
enable these and maybe initialize control and exception registers for these extensions.

Initialize interrupt controller. At the very least, it should be configured to mask all interrupts. It may also be
necessary to set up the mapping from the interrupt controller’'s vector number space to the CPU'’s exception
number space. Similar mappings may need to be set up between primary and secondary interrupt controllers.

Disable and initialize the caches. The caches should not normally be enabled at this point, but it may be
necessary to clear or initialize them so that they can be enabled later. Some architectures require that the
caches be explicitly reinitialized after a power-on reset.

Initialize the timer, clock etc. While the timer used for RTC interrupts will be initialized later, it may be
necessary to set up the clocks that drive it here.

The exact order in which these initializations is done is architecture or variant specific. It is also often not
necessary to do anything at all for some of these options. These fragments of code should concentrate on get-
ting the target up and running so that C function calls can be made and code can be run. More complex ini-
tializations that cannot be done in assembly code may be postponed until cadisvaiant_init() or
hal_platform_init() are made.

Not all of these initializations need to be done for all startup types. In particular, RAM startups can reasonably
assume that the ROM monitor or loader has already done most of this work.

Set up the stack pointer, this allows subsequent initialization code to make proper procedure calls. Usually the
interrupt stack is used for this purpose since it is available, large enough, and will be reused for other purposes
later.

Initialize any global pointer register needed for access to globally defined variables. This allows subsequent
initialization code to access global variables.

If the system is starting from ROM, copy the ROM template of the#a section out to its correct position in
RAM. (the Section calletlinker Scriptsin Chapter 3.

Zero the.bss section.

Create a suitable C call stack frame. This may involve making stack space for call frames, and arguments, and
initializing the back pointers to halt a GDB backtrace operation.

Call hal_variant_init() and hal_platform_init() . These will perform any additional initialization
needed by the variant and platform. This typically includes further initialization of the interrupt controller, PCI
bus bridges, basic 10 devices and enabling the caches.

Call cyg_hal_invoke_constructors() to run any static constructors.

Callcyg start() . If cyg_start() returns, drop into an infinite loop.
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Vectors and VSRs

The CPU delivers all exceptions, whether synchronous faults or asynchronous interrupts, to a set of hardware
defined vectors. Depending on the architecture, these may be implemented in a number of different ways. Examples
of existing mechanisms are:

PowerPC

Exceptions are vectored to locations 256 bytes apart starting at either 28#F800000 . There are 16 such
vectors defined by the basic architecture and extra vectors may be defined by specific variants. One of the base
vectors is for all external interrupts, and another is for the architecture defined timer.

MIPS

Most exceptions and all interrupts are vectored to a single address at®i#0600000 or 0xBFC00180.

Software is responsible for reading the exception code from the &Rké register to discover its true

source. Some TLB and debug exceptions are delivered to different vector addresses, but these are not used
currently by eCos. One of the exception codes incthae register indicates an external interrupt. Additional

bits in thecause register provide a first-level decode for the interrupt source, one of which represents an
architecture defined timer.

IA32

Exceptions are delivered via an Interrupt Descriptor Table (IDT) which is essentially an indirection table
indexed by exception number. The IDT may be placed anywhere in memory. In PC hardware the standard
interrupt controller can be programmed to deliver the external interrupts to a block of 16 vectors at any offset
in the IDT. There is no hardware supplied mechanism for determining the vector taken, other than from the
address jumped to.

ARM

All exceptions, including the FIQ and IRQ interrupts, are vectored to locations four bytes apart starting at
zero. There is only room for one instruction here, which must immediately jump out to handling code higher
in memory. Interrupt sources have to be decoded entirely from the interrupt controller.

With such a wide variety of hardware approaches, it is not possible to provide a generic mechanism for the substi-
tution of exception vectors directly. Therefore, eCos translates all of these mechanisms in to a common approach
that can be used by portable code on all platforms.

The mechanism implemented is to attach to each hardware vector a short piece of trampoline code that makes an
indirect jump via a table to the actual handler for the exception. This handler is called the Vector Service Routine
(VSR) and the table is called the VSR table.

The trampoline code performs the absolute minimum processing necessary to identify the exception source, and
jump to the VSR. The VSR is then responsible for saving the CPU state and taking the necessary actions to handle
the exception or interrupt. The entry conditions for the VSR are as close to the raw hardware exception entry state

as possible - although on some platforms the trampoline will have had to move or reorganize some registers to do

its job.

To make this more concrete, consider how the trampoline code operates in each of the architectures described
above:
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PowerPC

A separate trampoline is contained in each of the vector locations. This code saves a few work registers away
to the special purposes registers available, loads the exception number into a register and then uses that to
index the VSR table and jump to the VSR. The VSR is entered with some registers move to the SPRs, and
one of the data register containing the number of the vector taken.

MIPS

A single trampoline routine attached to the common vector reads the exception code ouhogtheegister
and uses that value to index the VSR table and jump to the VSR. The trampoline uses the two registers defined
in the ABI for kernel use to do this, one of these will contain the exception vector number for the VSR.

IA32

There is a separate 3 or 4 instruction trampoline pointed to by each active IDT table entry. The trampoline for
exceptions that also have an error code pop it from the stack and put it into a memory location. Trampolines
for non-error-code exceptions just zero the memory location. Then all trampolines push an interrupt/exception
number onto the stack, and take an indirect jump through a precalculated offset in the VSR table. This is all
done without saving any registers, using memory-only operations. The VSR is entered with the vector number
pushed onto the stack on top of the standard hardware saved state.

ARM

The trampoline consists solely of the single instruction at the exception entry point. This is an indirect jump
via a location 32 bytes higher in memory. These locations, foea0 up, form the VSR table. Since each
VSR is entered in a different CPU mod&/C,UNDEF,ABORT,IRQ or FIQ ) there has to be a different VSR

for each exception that knows how to save the CPU state correctly.

Default Synchronous Exception Handling

Most synchronous exception VSR table entries will point to a default exception VSR which is responsible for
handling all exceptions in a generic manner. The default VSR simply saves the CPU state, makes any adjustments
to the CPU state that is necessary, and eglishal_exception_handler()

cyg_hal_exception_handler() needs to pass the exception on to some handling code. There are two basic
destinations: enter GDB or pass the exception up to eCos. Exactly which destination is taken depends on the
configuration. When the GDB stubs are included then the exception is passed to them, otherwise it is passed to
eCos.

If an eCos application has been loaded by RedBoot then the VSR table entries will all point into RedBoot’s ex-
ception VSR, and will therefore enter GDB if an exception occurs. If the eCos application wants to handle an
exception itself, it needs to replace the the VSR table entry with one pointing to its own VSR. It can do this with
theHAL_VSR_SET_TO_ECOS_HANDLERMacro.

Default Interrupt Handling

Most asynchronous external interrupt vectors will point to a default interrupt VSR which decodes the actual inter-
rupt being delivered from the interrupt controller and invokes the appropriate ISR.
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The default interrupt VSR has a number of responsibilities if it is going to interact with the Kernel cleanly and
allow interrupts to cause thread preemption.

To support this VSR an ISR vector table is needed. For each valid vector three pointers need to be stored: the ISR,
its data pointer and an opaque (to the HAL) interrupt object pointer needed by the kernel. It is implementation
defined whether these are stored in a single table of triples, or in three separate tables.

The VSR follows the following approximate plan:

1. Save the CPU state. In non-debug configurations, it may be possible to get away with saving less than the
entire machine state. The optiGlyGDBG_HAL_COMMON_INTERRUPTS_SAVE_MINIMUM_CONZEXMpported
in some targets to do this.

2. Increment the kernel scheduler lock. This is a static member of the Cyg_Scheduler class, however it has also
been aliased toyg_scheduler_sched_lock so that it can be accessed from assembly code.

3. (Optional) Switch to an interrupt stack if not already running on it. This allows nested interrupts to be deliv-
ered without needing every thread to have a stack large enough to take the maximum possible nesting. It is
implementation defined how to detect whether this is a nested interrupt but there are two basic techniques.
The first is to inspect the stack pointer and switch only if it is not currently within the interrupt stack range;
the second is to maintain a counter of the interrupt nesting level and switch only if it is zero. The option
CYGIMP_HAL_COMMON_INTERRUPTS_USE_INTERRUPT_SToaEKrols whether this happens.

4. Decode the actual external interrupt being delivered from the interrupt controller. This will yield the ISR vector
number. The code to do this usually needs to come from the variant or platform HAL, so is usually present in
the form of a macro or procedure callout.

5. (Optional) Re-enable interrupts to permit nesting. At this point we can potentially allow higher priority inter-
rupts to occur. It depends on the interrupt architecture of the CPU and platform whether more interrupts will
occur at this point, or whether they will only be delivered after the current interrupt has been acknowledged
(by a call toHAL_INTERRUPT_ACKNOWLEDGH() the ISR).

6. Using the ISR vector number as an index, retrieve the ISR pointer and its data pointer from the ISR vector
table.

7.Construct a C call stack frame. This may involve making stack space for call frames, and arguments, and
initializing the back pointers to halt a GDB backtrace operation.

8. Call the ISR, passing the vector number and data pointer. The vector number and a pointer to the saved state
should be preserved across this call, preferably by storing them in registers that are defined to be callee-saved
by the calling conventions.

9.If this is an un-nested interrupt and a separate interrupt stack is being used, switch back to the interrupted
thread’s own stack.

10. Use the saved ISR vector number to get the interrupt object pointer from the ISR vector table.

11.Call interrupt_end() passing it the return value from the ISR, the interrupt object pointer and a pointer
to the saved CPU state. This function is implemented by the Kernel and is responsible for finishing off the
interrupt handling. Specifically, it may post a DSR depending on the ISR return value, and will decrement the
scheduler lock. If the lock is zeroed by this operation then any posted DSRs may be called and may in turn
result in a thread context switch.

12. The return frominterrupt_end() may occur some time after the call. Many other threads may have executed
in the meantime. So here all we may do is restore the machine state and resume execution of the interrupted
thread. Depending on the architecture, it may be necessary to disable interrupts again for part of this.

33



Chapter 5. Exception Handling

The detailed order of these steps may vary slightly depending on the architecture, in particular where interrupts are
enabled and disabled.
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Name

hal_gdb_fileio — access host file system

Synopsis

#include  <cyg/hal/hal_gdb_fileio.h >

int  hal_gdb_fileio_open (const char* path , int flags , int  mode);

int hal_gdb_fileio_close (int  fd);

int  hal_gdb_fileio_read (int fd, void* buffer , int count );

int hal_gdb_fileio_write (int fd, const void* buffer , int  count );

cyg_int32  hal_gdb_fileio_lseek (int fd, cyg_int32 offset , int  whence);

int hal_gdb_fileio_rename (const char* oldpath , const char* newpath );

int  hal_gdb_fileio_unlink (const char* path );

int hal_gdb_fileio_stat (const char* path , struct hal_gdb_fileio_stat* stat );
int  hal_gdb_fileio_fstat (int  fd , struct hal_gdb_fileio_stat* stat );

int hal_gdb_fileio_gettimeofday (struct hal_gdb_fileio_timeval* tv , void * tz);
int hal_gdb_fileio_isatty (int  fd);

int  hal_gdb_fileio_system (const char* command);

Description

In some configurations an eCos application can perform a number of file /0 and other operations on the host by
interacting with gdb. For example the application can open a log file to the host and write very large amounts
of debug data to that file over a period of time while consuming minimal target-side resources. However, the
application will be completely blocked for the duration of the 1/0O operation with interrupts globally disabled. The
functionality uses the gdb File /0O Remote Protocol Extension, described in the Remote Protocol appendix of the
gdb documentation.

The gdb file I/O support is only available when the configuration optigGFUN_HAL_GDB_FILEIOs enabled.
In turn that option will have dependencies on other parts of the HAL, and the required functionality will not be
available for all targets.

When debugging involves a hardware debug solution such as jtag or BDM, typically gdb will interact with a remote
protocol server running inside or controlling the hardware debug unit. That server will implement the core parts of
the remote protocol such as accessing memory, but typically there will be no way for the eCos application to get
the server to send specific requests such as for file 1/0. Instead a different approach is used. From inside the gdb
session the commarsgt hwdebugshould be used. The next time the eCos application attempts a file I/O operation

it will cause execution to halt afgdb_hwdebug_breakpoint . Code inside gdb recognises that address, retrieves
details of the I/O request from the target's memory, and then acts as if the request had come in a remote protocol
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message. The target resumes execution automatically once the 1/O operation has been performedidfibe
flag has not been set or if the application is running outside a gdb debug session then all file I/O operations will fail
with error codeHAL_GDB_FILEIO_ENOSYS

The Functions

Full details of the functions, parameters, data structures and error codes can be found in the header file
cyg/hal/hal_gdb_fileio.h . The I/O calls are loosely modelled after the equivalent POSIX calls. They return

0 or a positive number for success, a negative number to indicate an error. The specific error code is the absolute
value of the return value, so for exampla_gdb_fileio_open will return -HAL_GDB_FILEIO_ENOENTwhen
attempting to open a file that does not exist. Some example code can be found in the teibtdisie.c

hal_gdb_fileio_open is used to open a file on the host file system. It should only be used on files, not on
special devices such as serial port or Unix-domain sockets: the gdb file I1/O functionality is limited and has no
support forselect , non-blocking I/O,ioctl -style control, and so on. Hence if the eCos application does
attempt to open and read from a serial port that will cause gdb to block and both the application and the debug
session will freeze. Valid flags includ&lAL_GDB_FILEIO_O_RDONLY HAL_GDB_FILEIO_O_WRONLY and
HAL_GDB_FILEIO_O_CREAT The mode argument is used only when creating a new file and is used to set the
access rights, for exampAL_GDB_FILEIO_S_IURSR+HAL_GDB_FILEIO_S_IWUSR

The return value ofial_gdb_fileio_open is an integer file descriptor. Note that this is distinct from the file
descriptor returned by the eCopgen call. The two types of file descriptor are not interchangeable. For example
hal_gdb_fileio_read should only be used with a file descriptor returned fripaih gdb_fileio_open , hot

with the return value ofpen.

hal_gdb_fileio_read , hal_gdb_fileio_write , hal_gdb_fileio_lIseek , hal_gdb_fileio_fstat

and hal_gdb_fileio_isatty perform operations on a file opened withal_gdb_fileio_open
hal_gdb_fileio_write can also be used with the predefined file descripiei_GDB_FILEIO_STDOUT
corresponding to gdb’s standard output. Fuuail_gdb_fileio_lseek valid whence parameters are
HAL_GDB_FILEIO_SEEK_SET HAL_GDB_FILEIO_SEEK_CUR and HAL_GDB FILEIO SEEK_END Due to
limitations within the protocol and the implementatioal_gdb_fileio_Iseek cannot fully support files of
2GB or larger. In other words offsets are limited to 31 bits.

The hal_gdb_fileio_stat and hal_gdb_fileio_fstat functions should be called with a struct hal_gdb-
fileio_stat buffer:

struct hal_gdb_fileio_stat

{
cyg_uint32 st_dev;
cyg_uint32 st_ino;
cyg_uint32 st_mode;
cyg_uint32 st_nlink;
cyg_uint32 st_uid;
cyg_uint32 st_gid;
cyg_uint32 st_rdev;
cyg_uinté4 st_size;
cyg_uinté4 st_blksize;
cyg_uint64 st_blocks;
cyg_uint32 st_atime;
cyg_uint32 st_mtime;
cyg_uint32 st_ctime;
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The first argument toal_gdb_fileio_gettimeofday should be hal_gdb_fileio_timeval structure:

struct hal_gdb_fileio_timeval

{
cyg_uint32 tv_sec;
cyg_uint32 tv_usec;
3
The second argument tal_gdb_fileio_gettimeofday is not currently used and application code should use

a NULL pointer for this.

hal_gdb_fileio_system can be used to invoke an arbitrary command on the host. For obvious security
reasons this functionality is disabled within gdb by default. It must be explicitly enabled within gdb using a
set remote system-call-allowedommand.

Diagnostics Support

When the eCos application is built stand-alone and will be debugged via a hardware debug solution such as jtag
or BDM, some platforms will allow HAL diagnostics to be sent a destinagidin hwdebug_fileio . This output

will end up being written to the gdb console \hal_gdb_fileio_write . Hence the output will be discarded
unless the application is running inside a gdb session ansethtevdebugcommand has been used.
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Introduction

eCos has been designed to be fairly easy to port to new targets. A target is a specific platform (board) using a given
architecture (CPU type). The porting is facilitated by the hierarchical layering of the eCos sources - all architecture
and platform specific code is implemented in a HAL (hardware abstraction layer).

By porting the eCos HAL to a new target the core functionality of eCos (infra, kernel, ulTRON, etc) will be able to
run on the target. It may be necessary to add further platform specific code such as serial drivers, display drivers,
ethernet drivers, etc. to get a fully capable system.

This document is intended as a help to the HAL porting process. Due to the nature of a porting job, it is impossible
to give a complete description of what has to be done for each and every potential target. This should not be
considered a clear-cut recipe - you will probably need to make some implementation decisions, tweak a few things,
and just plain have to rely on common sense.

However, what is covered here should be a large part of the process. If you get stuck, you are advised
to read the ecos-discuss archive (http://ecos.sourceware.org/ml/ecos-discuss/) where you may find
discussions which apply to the problem at hand. You are also invited to ask questions on the ecos-discuss
mailing list (http://ecos.sourceware.org/intouch.html) to help you resolve problems - but as is always
the case with community lists, do not consider it an oracle for any and all questions. Use common
sense - if you ask too many questions which could have been answered by reading the documentation
(http://ecos.sourceware.org/ecos/docs-latest/), FAQ (http://ecos.sourceware.org/fom/ecos) or source code
(http://ecos.sourceware.org/cgi-bin/cvsweb.cgi/ecos/packages/?cvsroot=ecos), you are likely to be ignored.

This document will be continually improved by Red Hat engineers as time allows. Feedback and help with improv-
ing the document is sought, so if you have any comments at all, please do not hesitate to post them on ecos-discuss
(mailto:ecos-discuss@ecos.sourceware.org?subject=[porting]<subject>) (please prefix the subject with [porting]).

At the moment this document is mostly an outline. There are many details to fill in before it becomes complete.
Many places you'll just find a list of keywords / concepts that should be described (please post on ecos-discuss if
there are areas you think are not covered).

All pages or sections where the caption ends in [TBD] contain little more than key words and/or random thoughts
- there has been no work done as such on the content. The word FIXME may appear in the text to highlight places
where information is missing.

HAL Structure

In order to write an eCos HAL it's a good idea to have at least a passing understanding of how the HAL interacts
with the rest of the system.

HAL Classes

The eCos HAL consists of four HAL sub-classes. This table gives a brief description of each class and partly
reiterates the description @hapter 2 The links refer to the on-line CVS tree (specifically to the sub-HALs used
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by the PowerPC MBX target).

HAL type

Description

Functionality Overview

Common HAL (hal/common)
(http://ecos.sourceware.org/cgi-

bin/cvsweb.cgi/ecos/packages/hal/common/current?cvsroot=ecos)

Configuration options and
functionality shared by all HALSs.

Generic debugging functionality,
driver API, eCos/ROM monitor
calling interface, and tests.

Architecture HAL
(hal/<architecture-/arch)
(http://ecos.sourceware.org/cgi-
bin/cvsweb.cgi/ecos/packages/ha

Functionality specific to the given
architecture. Also default
implementations of some
owegrabncvbioheraRdesroot=ec
overridden by variant or platform
HALs.

os)nversion, etc.),

Architecture specific debugger
functionality (handles single
stepping, exception-to-signal

exception/interrupt vector
definitions and handlers, cache
definition and control macros,

functions for early system

and possibly tests.

Variant HAL
(hal/<architecture-/<variant>)
(http://ecos.sourceware.org/cgi-
bin/cvsweb.cgi/ecos/packages/ha

Some CPU architectures consist g
number variants, for example MIP
CPUs come in both 32 and 64 bit
persEnps/ izupd Sodmuved Aty S
embedded features additional to t
CPU core.

Nariant extensions to the
Sarchitecture code (cache,
exception/interrupt), configuration
ceptishs, possibly drivers for varian
hen-core devices, and possibly test

Platform HAL

(hal/<architecture-/<platforn>)
(http://ecos.sourceware.org/cgi-
bin/cvsweb.cgi/ecos/packages/ha

Contains functionality and
configuration options specific to th
platform.
/powerpc/mbx/current?cvsroot=ec

Early platform initialization code,
gplatform memory layout
specification, configuration option
pgrocessor speed, compiler option
diagnostic 10 functions, debugger
IO functions, platform specific
extensions to architecture or varia
code (off-core interrupt controller)
and possibly tests.

context switching code, assembler

initialization, configuration options),

t

%

nt

Auxiliary HAL
(hal/<architecture-/<module>)
(http://ecos.sourceware.org/cgi-
bin/cvsweb.cgi/ecos/packages/ha

Some variants share common

modules on the core. Motorola’s
PowerPC QUICC is an example o
/pogvegariodide/current?cvsroot=e

Module specific functionality
(interrupt controller, simple device
fdrivers), possibly tests.
COS)

File Descriptions

Listed below are the files found in various HALSs, with a short description of what each file contains. When looking
in existing HALs beware that they do not necessarily follow this naming scheme. If you are writing a new HAL,
please try to follow it as closely as possible. Still, no two targets are the same, so sometimes it makes sense to use

additional files.
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File

Description

include/dbg-thread-syscall.h

Defines the thread debugging syscall function. This|is
used by the ROM monitor to access the thread
debugging API in the RAM application. .

include/dbg-threads-api.h

Defines the thread debugging API. .

include/drv_api.h

Defines the driver API.

include/generic-stub.h

Defines the generic stub features.

include/hal_if.h

Defines the ROM/RAM calling interface API.

include/hal_misc.h

Defines miscellaneous helper functions shared by al
HALs.

include/hal_stub.h

Defines eCos mappings of GDB stub features.

src/dbg-threads-syscall.c

Thread debugging implementation.

src/drv_api.c

Driver APl implementation. Depending on
configuration this provides either wrappers for the
kernel API, or a minimal implementation of these
features. This allows drivers to be written relying only
on HAL features.

src/dummy.c

Empty dummy file ensuring creation of libtarget.a.

src/generic-stub.c

¢}

Generic GDB stub implementation. This provides th
communication protocol used to communicate with
GDB over a serial device or via the network.

src/hal_if.c

ROM/RAM calling interface implementation. Provides
wrappers from the calling interface API to the eCos
features used for the implementation.

src/hal_misc.c

Various helper functions shared by all platforms ang
architectures.

src/hal_stub.c

Wrappers from eCos HAL features to the features
required by the generic GDB stub.

src/stubrom/stubrom.c

The file used to build eCos GDB stub images. Basigally

a cyg_start function with a hard coded breakpoint.

src/thread-packets.c

More thread debugging related functions.

src/thread-pkts.h

Defines more thread debugging related function.

Architecture HAL

Some architecture HALs may add extra files for architecture specific serial drivers, or for handling interrupts and
exceptions if it makes sense.

Note that many of the definitions in these files are only conditionally defined - if the equivalent variant or platform
headers provide the definitions, those override the generic architecture definitions.
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File Description

include/arch.inc Various assembly macros used during system
initialization.

include/basetype.h Endian, label, alignment, and type size definitions.

These override common defaults in CYGPKG_INFRA.

include/hal_arch.h Saved register frame format, various thread, register
and stack related macros.

include/hal_cache.h Cache definitions and cache control macros.

include/hal_intr.h Exception and interrupt definitions. Macros for

configuring and controlling interrupts. eCos real-time
clock control macros.

include/hal_io.h Macros for accessing 10 devices.
include/ <arch >_regs.h Architecture register definitions.
include/ <arch >_stub.h Architecture stub definitions. In particular the register

frame layout used by GDB. This may differ from the
one used by eCos.

include/ <arch >.inc Architecture convenience assembly macros.

src/ <arch >.Id Linker macros.

src/context.S Functions handling context switching and
setjmp/longjmp.

src/hal_misc.c Exception and interrupt handlers in C. Various othe
utility functions.

src/hal_mk_defs.c Used to export definitions from C header files to
assembler header files.

src/hal_intr.c Any necessary interrupt handling functions.

src/ <arch >stub.c Architecture stub code. Contains functions for

translating eCos exceptions to UNIX signals and
functions for single-stepping.

srcivectors.S Exception, interrupt and early initialization code.

Variant HAL

Some variant HALs may add extra files for variant specific serial drivers, or for handling interrupts/exceptions if it
makes sense.

Note that these files may be mostly empty if the CPU variant can be controlled by the generic architecture macros.
The definitions present are only conditionally defined - if the equivalent platform headers provide the definitions,
those override the variant definitions.

File Description

include/var_arch.h Saved register frame format, various thread, registe
and stack related macros.

=
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File

Description

include/var_cache.h

Cache related macros.

include/var_intr.h

Interrupt related macros.

e

include/var_regs.h

Extra register definitions for the CPU variant.

include/variant.inc

Various assembly macros used during system
initialization.

src/var_intr.c

Interrupt functions if necessary.

src/var_misc.c

hal_variant_init function and any necessary extra
functions.

src/variant.S

Interrupt handler table definition.

src/ <arch >_<variant

>.ld

Linker macros.

Platform HAL

Extras files may be added for platform specific serial drivers. Extra files for handling interrupts and exceptions will

be present if it makes sense.

File

Description

include/hal_diag.h

Defines functions used for HAL diagnostics output.
This would normally be the ROM calling interface
wrappers, but may also be the low-level 10 function
themselves, saving a little overhead.

include/platform.inc

Platform initialization code. This includes memory
controller, vectors, and monitor initialization.
Depending on the architecture, other things may ne
defining here as well: interrupt decoding, status reg
initialization value, etc.

ed
ster

include/plf_cache.h

Platform specific cache handling.

include/plf_intr.h

Platform specific interrupt handling.

include/plf_io.h

PCI 10 definitions and macros. May also be used to
override generic HAL 10 macros if the platform
endianness differs from that of the CPU.

include/plf_stub.h

Defines stub initializer and board reset details.

src/hal_diag.c

May contain the low-level device drivers. But these
may also reside in plf_stub.c

src/platform.S

Memory controller setup macro, and if necessary
interrupt springboard code.

src/plf_misc.c

Platform initialization code.

src/plf_mk_defs.c

Used to export definitions from C header files to
assembler header files.

src/plf_stub.c

Platform specific stub initialization and possibly the

low-level device driver.
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The platform HAL also contains files specifying the platform’s memory layout. These files are located in
include/pkgconf

Auxiliary HAL

Auxiliary HALs contain whatever files are necessary to provide the required functionality. There are no predefined
set of files required in an auxiliary HAL.

Virtual Vectors (eCos/ROM Monitor Calling Interface)

44

Virtually all eCos platforms provide full debugging capabilities via RedBoot. This environment contains not only
debug stubs based on GDB, but also rich I/O support which can be exported to loaded programs. Such programs
can take advantage of the 1/0O capabilities using a special ROM/RAM calling interface (also referred to as virtual
vector table). eCos programs make use of the virtual vector mechanism implicitly. Non-eCos programs can access
these functions using the support from tr@vliblibrary.

Virtual Vectors

What are virtual vectors, what do they do, and why are they needed?

"Virtual vectors" is the name of a table located at a static location in the target address space. This table contains
64 vectors that point teervicefunctions or data.

The fact that the vectors are always placed at the same location in the address space means that both ROM and
RAM startup configurations can access these and thus the services pointed to.

The primary goal is to allow services to be provided by ROM configurations (ROM monitors such as RedBoot in
particular) withclientsin RAM configurations being able to use these services.

Without the table of pointers this would be impossible since the ROM and RAM applications would be linked
separately - in effect having separate name spaces - preventing direct references from one to the other.

This decoupling of service from client is needed by RedBoot, allowing among other things debugging of applica-
tions which do not contain debugging client code (stubs).

Initialization (or Mechanism vs. Policy)
Virtual vectors are anechanisnfior decoupling services from clients in the address space.

The mechanism allows services to be implemented by a ROM monitor, a RAM application, to be switched out at
run-time, to be disabled by installing pointers to dummy functions, etc.

The appropriate use of the mechanism is specified looselydnjiey. The general policy dictates that the vectors
are initialized in whole by ROM monitors (built for ROM or RAM), or by stand-alone applications.

For configurations relying on a ROM monitor environment, the policy is to allow initialization on a service by
service basis. The default is to initialize all services, except COMMS services since these are presumed to already
be carrying a communication session to the debugger / console which was used for launching the application. This
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means that the bulk of the code gets tested in normal builds, and not just once in a blue moon when building new
stubs or a ROM configuration.

The configuration options are written to comply with this policy by default, but can be overridden by the user if
desired. Defaults are:

- For application development: the ROM monitor provides debugging and diagnostic 1O services, the RAM appli-
cation relies on these by default.

« For production systems: the application contains all the necessary services.

Pros and Cons of Virtual Vectors

There are pros and cons associated with the use of virtual vectors. We do believe that the pros generally outweigh
the cons by a great margin, but there may be situations where the opposite is true.

The use of the services are implemented by way of macros, meaning that it is possible to circumvent the virtual
vectors if desired. There is (as yet) no implementation for doing this, but it is possible.

Here is a list of pros and cons:

Pro: Allows debugging without including stubs

This is the primary reason for using virtual vectors. It allows the ROM monitor to provide most of the debug-
ging infrastructure, requiring only the application to provide hooks for asynchronous debugger interrupts and
for accessing kernel thread information.

Pro: Allows debugging to be initiated from arbitrary channel

While this is only true where the application does not actively override the debugging channel setup, it is a
very nice feature during development. In particular it makes it possible to launch (and/or debug) applications
via Ethernet even though the application configuration does not contain networking support.

Pro: Image smaller due to services being provided by ROM monitor

All service functions except HAL IO are included in the default configuration. But if these are all disabled the
image for download will be a little smaller. Probably doesn’t matter much for regular development, but it is a
worthwhile saving for the 20000 daily tests run in the Red Hat eCos test farm.

Con: The vectors add a layer of indirection, increasing application size and reducing performance.

The size increase is a fraction of what is required to implement the services. So for RAM configurations there
is a net saving, while for ROM configurations there is a small overhead.

The performance loss means little for most of the services (of which the most commonly used is diagnostic
10 which happens via polled routines anyway).

Con: The layer of indirection is another point of failure.

The concern primarily being that of vectors being trashed by rogue writes from bad code, causing a complete
loss of the service and possibly a crash. But this does not differ much from a rogue write to anywhere else in

the address space which could cause the same amount of mayhem. But it is arguably an additional point of
failure for the service in question.
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Con: All the indirection stuff makes it harder to bring a HAL up

This is a valid concern. However, seeing as most of the code in question is shared between all HALs and
should remain unchanged over time, the risk of it being broken when a new HAL is being worked on should
be minimal.

When starting a new port, be sure to implement the HAL 10 drivers according to the scheme used in other
drivers, and there should be no problem.

However, it is still possible to circumvent the vectors if they are suspect of causing problems: simply change
the HAL_DIAG_INIT and HAL_DIAG_WRITE_CHAR macros to use the raw IO functions.

Available services

Thehal_if.h  file in the common HAL defines the complete list of available services. A few worth mentioning in
particular:

« COMMS services. All HAL 10 happens via the communication channels.
« uS delay. Fine granularity (busy wait) delay function.

- Reset. Allows a software initiated reset of the board.

The COMMS channels

As all HAL 10 happens via the COMMS channels these deserve to be described in a little more detail. In particular
the controls of where diagnostic output is routed and how it is treated to allow for display in debuggers.

Console and Debugging Channels

There are two COMMS channels - one for console 10 and one for debugging 10. They can be individually config-
ured to use any of the actual IO ports (serial or Ethernet) available on the platform.

The console channel is used for any 10 initiated by callingdthg *()  functions. Note that these should only be

used during development for debugging, assertion and possibly tracing messages. All proper 10 should happen via
proper devices. This means it should be possible to remove the HAL device drivers from production configurations
where assertions are disabled.

The debugging channel is used for communication between the debugger and the stub which remotely controls the
target for the debugger (the stub runs on the target). This usually happens via some protocol, encoding commands
and replies in some suitable form.

Having two separate channels allows, e.g., for simple logging without conflicts with the debugger or interactive 10
which some debuggers do not allow.
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Mangling

As debuggers usually have a protocol using specialized commands when communicating with the stub on the
target, sending out text as raw ASCII from the target on the same channel will either result in protocol errors (with
loss of control over the target) or the text may just be ignored as junk by the debugger.

To get around this, some debuggers have a special command for text output. Mangling is the process of encoding
diagnostic ASCII text output in the form specified by the debugger protocol.

When it is necessary to use mangling, i.e. when writing console output to the same port used for debugging, a
mangler function is installed on the console channel which mangles the text and passes it on to the debugger
channel.

Controlling the Console Channel

Console output configuration is either inherited from the ROM monitor launching the application, or it is speci-
fied by the application. This is controlled by the new opt@¥GSEM_HAL_VIRTUAL_VECTOR_INHERIT_CONSOLE
which defaults to enabled when the configuration is set to use a ROM monitor.

If the user wants to specify the console configuration in the application image, there are two new options that are
used for this.

Defaults are to direct diagnostic output via a mangler to the debugging channel
(CYGDBG_HAL_DIAG_TO_DEBUG_CHARnNabled). The mangler type is controlled by the option
CYGSEM_HAL_DIAG_MANGLER& present there are only two mangler types:

GDB

This causes a mangler appropriate for debugging with GDB to be installed on the console channel.

None

This causes a NULL mangler to be installed on the console channel. It will redirect the 1O to/from the debug
channel without mangling of the data. This option differs from setting the console channel to the same IO port
as the debugging channel in that it will keep redirecting data to the debugging channel even if that is changed
to some other port.

Finally, by disablingCYGDBG_HAL_DIAG_TO_DEBUG_CHANe diagnostic output is directed in raw form to the
specified console 10 port.

In summary this results in the following common configuration scenarios for RAM startup configurations:

« For regular debugging with diagnostic output appearing in the debugger, mangling is enabled and stubs disabled.

Diagnostic output appears via the debugging channel as initiated by the ROM monitor, allowing for correct
behavior whether the application was launched via serial or Ethernet, from the RedBoot command line or from
a debugger.

« For debugging with raw diagnostic output, mangling is disabled.

Debugging session continues as initiated by the ROM monitor, whether the application was launched via serial
or Ethernet. Diagnostic output is directed at the 10 port configured in the application configuration.
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Note:: There is one caveat to be aware of. If the application uses proper devices (be it serial or Ethernet)
on the same ports as those used by the ROM monitor, the connections initiated by the ROM monitor will be
terminated.

And for ROM startup configurations:

« Production configuration with raw output and no debugging features (configured for RAM or ROM), mangling
is disabled, no stubs are included.

Diagnostic output appears (in unmangled form) on the specified 10 port.

« RedBoot configuration, includes debugging features and necessary mangling.

Diagnostic and debugging output port is auto-selected by the first connection to any of the supported 10 ports.
Can change from interactive mode to debugging mode when a debugger is detected - when this happens a
mangler will be installed as required.

« GDB stubs configuration (obsoleted by RedBoot configuration), includes debugging features, mangling is hard-
wired to GDB protocol.

Diagnostic and debugging output is hardwired to configured 10 ports, mangling is hardwired.

Footnote: Design Reasoning for Control of Console Channel

The current code for controlling the console channel is a replacement for an older implementation which had some
shortcomings which addressed by the new implementation.

This is what the old implementation did: on initialization it would check if the CDL configured console channel
differed from the active debug channel - and if so, set the console channel, thereby disabling mangling.

The idea was that whatever channel was configured to be used for console (i.e., diagnostic output) in the application
was what should be used. Also, it meant that if debug and console channels were normally the same, a changed
console channel would imply a request for unmangled output.

But this prevented at least two things:

« It was impossible to inherit the existing connection by which the application was launched (either by RedBoot
commands via telnet, or by via a debugger).

This was mostly a problem on targets supporting Ethernet access since the diagnostic output would not be
returned via the Ethernet connection, but on the configured serial port.

The problem also occurred on any targets with multiple serial ports where the ROM monitor was configured to
use a different port than the CDL defaults.

« Proper control of when to mangle or just write out raw ASCII text.
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Sometimes it’s desirable to disable mangling, even if the channel specified is the same as that used for debugging.
This usually happens if GDB is used to download the application, but direct interaction with the application on
the same channel is desired (GDB protocol only allows output from the target, no input).

The calling Interface API

The calling interface APl is defined by hal_if.h and hal_if.c in hal/common.

The API provides a set of services. Different platforms, or different versions of the ROM monitor for a single
platform, may implement fewer or extra service. The table has room for growth, and any entries which are not
supported map to a NOP-service (when called it returrisi€e( )).

A client of a service should either be selected by configuration, or have suitable fall back alternatives in case the
feature is not implemented by the ROM monitor.

Note:: Checking for unimplemented service when this may be a data field/pointer instead of a function: suggest
reserving the last entry in the table as the NOP-service pointer. Then clients can compare a service entry with
this pointer to determine whether it's initialized or not.

The header fileyg/hal/hal_if.h defines the table layout and accessor macros (allowing primitive type checking
and alternative implementations should it become necessary).

The source filshal_if.c ~ defines the table initialization function. All HALs should call this during platform ini-
tialization - the table will get initialized according to configuration. Also defined here are wrapper functions which
map between the calling interface API and the API of the used eCos functions.

Implemented Services

This is a brief description of the services, some of which are described in further detail below.

VERSION
Version of table. Serves as a way to check for how many features are available in the table. This is the index
of the last service in the table.

KILL_VECTOR

[Presently unused by the stub code, but initialized] This vector defines a function to execute when the system
receives a kill signal from the debugger. It is initialized with the reset function (see below), but the application
(or eCos) can override it if necessary.

CONSOLE_PROCS

The communication procedure table used for console I0t(se=8ection calletO channels

DEBUG_PROCS

The communication procedure table used for debugger IGtigeBection calletO channel.
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FLUSH_DCACHE

Flushes the data cache for the specified region. Some implementations may flush the entire data cache.

FLUSH_ICACHE
Flushes (invalidates) the instruction cache for the specified region. Some implementations may flush the entire
instruction cache.

SET_DEBUG_COMM

Change debugging communication channel.

SET_CONSOLE_COMM

Change console communication channel.

DBG_SYSCALL
Vector used to communication between debugger functions in ROM and in RAM. RAM eCos configurations
may install a function pointer here which the ROM monitor uses to get thread information from the kernel
running in RAM.

RESET
Resets the board on call. If it is not possible to reset the board from software, it will jump to the ROM entry
point which will perform a "software" reset of the board.

CONSOLE_INTERRUPT_FLAG
Set if a debugger interrupt request was detected while processing console 10. Allows the actual breakpoint
action to be handled after return to RAM, ensuring proper backtraces etc.

DELAY_US
Will delay the specified humber of microseconds. The precision is platform dependent to some extend - a
small value (<100us) is likely to cause bigger delays than requested.

FLASH_CFG_OP

For accessing configuration settings kept in flash memory.

INSTALL_BPT_FN

Installs a breakpoint at the specified address. This is used by the asynchronous breakpoint support (see ).

Compatibility

When a platform is changed to support the calling interface, applications will use it if so configured. That means
that if an application is run on a platform with an older ROM monitor, the service is almost guaranteed to fail.

For this reason, applications should only use Console Comm for HAL diagnostics output if explicitly configured
to do so CYGSEM_HAL_VIRTUAL_VECTOR_DIAG

As for asynchronous GDB interrupts, the service will always be used. This is likely to cause a crash under older
ROM monitors, but this crash may be caught by the debugger. The old workaround still applies: if you need
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asynchronous breakpoints or thread debugging under older ROM monitors, you may have to include the debugging
support when configuring eCos.

Implementation details
During the startup of a ROM monitor, the calling table will be initialized. This also happens if eCos is configured
notto rely on a ROM monitor.

Note:: There is reserved space (256 bytes) for the vector table whether it gets used or not. This may be
something that we want to change if we ever have to shave off every last byte for a given target.

If thread debugging features are enabled, the function for accessing the thread information gets registered in the
table during startup of a RAM startup configuration.

Further implementation details are described where the service itself is described.

New Platform Ports

Thehal_platform_init() function must calhal_if_init()
The HAL serial driver must, when called vigg_hal_plf_comms_init() must initialize the communication
channels.

Thereset()  function defined inhal_if.c will attempt to do a hardware reset, but if this fails it will fall

back to simply jumping to the reset entry-point. On most platforms the startup initialization will go a long way

to reset the target to a sane state (there will be exceptions, of course). For this reason, make sure to define
HAL_STUB_PLATFORM_RESET_ENTRWpIf_stub.h.

All debugging features must be in place in order for the debugging services to be functional. See general platform
porting notes.

New architecture ports

There are no specific requirements for a new architecture port in order to support the calling interface, but the basic
debugging features must be in place. See general architecture porting notes.

IO channels

The calling interface provides procedure tables for all IO channels on the platform. These are used for console
(diagnostic) and debugger 10, allowing a ROM monitor to provided all the needed 10 routines. At the same time,
this makes it easy to switch console/debugger channels at run-time (the old implementation had hardwired drivers
for console and debugger 10, preventing these to change at run-time).

The hal_if provides wrappers which interface these services to the eCos infrastructure diagnostics routines. This is
done in a way which ensures proper string mangling of the diagnostics output when required (e.g. O-packetization
when using a GDB compatible ROM monitor).
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Available Procedures

This is a brief description of the procedures

CH_DATA

Pointer to the controller IO base (or a pointer to a per-device structure if more data than the 10 base is
required). All the procedures below are called with this data item as the first argument.

WRITE

Writes the buffer to the device.

READ

Fills a buffer from the device.

PUTC

Write a character to the device.

GETC

Read a character from the device.

CONTROL

Device feature control. Second argument specifies function:
SETBAUD
Changes baud rate.

GETBAUD

Returns the current baud rate.

INSTALL_DBG_ISR
[Unused]

REMOVE_DBG_ISR
[Unused]

IRQ_DISABLE

Disable debugging receive interrupts on the device.

IRQ_ENABLE

Enable debugging receive interrupts on the device.

DBG_ISR_VECTOR

Returns the ISR vector used by the device for debugging receive interrupts.
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SET_TIMEOUT

Set GETC timeout in milliseconds.

FLUSH_OUTPUT

Forces driver to flush data in its buffers. Note that this may not affect hardware buffers (e.g. FIFOSs).

DBG_ISR

ISR used to handle receive interrupts from the device (see).

GETC_TIMEOUT

Read a character from the device with timeout.

Usage

The standard eCos diagnostics 10 functions use the channel procedure table when
CYGSEM_HAL_VIRTUAL_VECTOR_DIAG enabled. That means that when you use diag_printf (or the libc printf
function) the stream goes through the selected console procedure table. If you use the virtual vector function
SET_CONSOLE_COMM you can change the device which the diagnostics output goes to at run-time.

You can also use the table functions directly if desired (regardless @BSEM_HAL_VIRTUAL_VECTOR_DIAG

setting - assuming the ROM monitor provides the services). Here is a small example which changes the console to
use channel 2, fetches the comm procs pointer and calls the write function from that table, then restores the console
to the original channel:

#define T "Hello World\n"

int

main(void)

{
hal_virtual_comm_table_t* comm;
int cur = CYGACC_CALL_IF_SET_CONSOLE_COMM(CYGNUM_CALL_IF_SET_COMM_ID_QUERY_CURRENT);
CYGACC_CALL_IF_SET_CONSOLE_COMM(2);

comm = CYGACC_CALL_IF_CONSOLE_PROCS();
CYGACC_COMM_IF_WRITE(*comm, T, strlen(T));

CYGACC_CALL_IF_SET_CONSOLE_COMM(cur);
}

Beware that if doing something like the above, you should only do it to a channel which does not have GDB at the
other end: GDB ignores raw data, so you would not see the output.
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Compatibility

The use of this service is controlled by the opt©OnGSEM_HAL_VIRTUAL_VECTOR_DIAghich is disabled per
default on most older platforms (thus preserving backwards compatibility with older stubs). On newer ports, this
option should always be set.

Implementation Details

There is an array of procedure tables (raw comm channels) for each 10 device of the platform which get initialized
by the ROM monitor, or optionally by a RAM startup configuration (allowing the RAM configuration to take full
control of the target). In addition to this, there’s a special table which is used to hold mangler procedures.

The vector table defines which of these channels are selected for console and debugging 10 respectively: console
entry can be empty, point to mangler channel, or point to a raw channel. The debugger entry should always point
to a raw channel.

During normal console output (i.e., diagnostic output) the console table will be used to handle 10 if defined. If not
defined, the debug table will be used.

This means that debuggers (such as GDB) which require text streams to be mangled (O-packetized in the case of
GDB), can rely on the ROM monitor install mangling 1O routines in the special mangler table and select this for
console output. The mangler will pass the mangled data on to the selected debugging channel.

If the eCos configuration specifies a different console channel from that used by the debugger, the console entry
will point to the selected raw channel, thus overriding any mangler provided by the ROM monitor.

See hal_if_diag_* routines in hal_if.c for more details of the stream path of diagnostic output. See
cyg_hal_gdb_diag_*() routines inhal_stub.c  for the mangler used for GDB communication.

New Platform Ports

Define CDL options CYGNUM_HAL_VIRTUAL_VECTOR_COMM_CHANNELS
CYGNUM_HAL_VIRTUAL_VECTOR_DEBUG_CHANBBUCYGNUM_HAL_VIRTUAL_VECTOR_CONSOLE_CHANNEL

If CYGSEM_HAL_VIRTUAL_VECTOR_DIAS set, make sure the infra diag code uses the hal_if diag functions:

#define HAL_DIAG_INIT() hal_if_diag_init()
#define HAL_DIAG_WRITE_CHAR(_c_) hal_if_diag_write_char(_c_)
#define HAL_DIAG_READ_CHAR(_c_) hal_if_diag_read_char(&_c_)

In addition to the above functions, the platform HAL must also provide a function cyg_hal_plf_comms_init which
initializes the drivers and the channel procedure tables.

Most of the other functionality in the table is more or less possible to copy unchanged from existing ports. Some
care is necessary though to ensure the proper handling of interrupt vectors and timeouts for various devices handled
by the same driver. See PowerPC/Cogent platform HAL for an example implementation.

Note:: When vector table console code is not used, the platform HAL must map the HAL_DIAG_INIT,
HAL_DIAG_WRITE_CHAR and HAL_DIAG_READ_CHAR macros directly to the low-level 10 functions,
hardwired to use a compile-time configured channel.
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Note:: On old ports the hardwired HAL_DIAG_INIT , HAL_DIAG_WRITE_CHARand HAL_DIAG_READ_CHARmMple-
mentations will also contain code to O-packetize the output for GDB. This should not be adopted for new ports!
On new ports the ROM monitor is guaranteed to provide the necessary mangling via the vector table. The
hardwired configuration should be reserved for ROM startups where achieving minimal image size is crucial.

HAL Coding Conventions

To get changes and larger submissions included into the eCos source repository, we ask that you adhere to a set
of coding conventions. The conventions are defined as an attempt to make a consistent tree. Consistency makes it
easier for people to read, understand and maintain the code, which is important when many people work on the
same project.

The below is only a brief, and probably incomplete, summary of the rules. Please look through files in the area
where you are making changes to get a feel for any additional conventions. Also feel free to ask on the list if you
have specific questions.

Implementation issues

There are a few implementation issues that should be kept in mind:

HALs

HALs must be written in C and assembly only. C++ must not be used. This is in part to keep the HALs simple
since this is usually the first part of eCos a newcomer will see, and in part to maintain the existing de facto
standard.

10 access

Use HAL IO access macros for code that might be reused on different platforms than the one you are writing
it for.

MMU

If it is necessary to use the MMU (e.g., to prevent caching of IO areas), use a simple 1-1 mapping of memory if
possible. On most platforms where using the MMU is necessary, it will be possible to achieve the 1-1 mapping
using the MMU’s provision for mapping large continuous areas (hardwired TLBs or BATS). This reduces the
footprint (no MMU table) and avoids execution overhead (no MMU-related exceptions).

Assertions

The code should contain assertions to validate argument values, state information and any assumptions the
code may be making. Assertions are not enabled in production builds, so liberally sprinkling assertions
throughout the code is good.
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Testing

The ability to test your code is very important. In general, do not add new code to the eCos runtime unless
you also add a new test to exercise that code. The test also serves as an example of how to use the new code.

Source code details

Line length

Keep line length below 78 columns whenever possible.

Comments

Whenever possible, use // comments instead of /**/.

Indentation

Use spaces instead of TABs. Indentation level is 4. Braces start on the same line as the expression. See below
for emacs mode details.

;; eCos C/C++ mode Setup.

;; bsd mode: indent = 4
;; tail comments are at col 40.
;; uses spaces not tabs in C

(defun ecos-c-mode ()
"C mode with adjusted defaults for use with the eCos sources."
(interactive)
(c++-mode)
(c-set-style "bsd")
(setqg comment-column 40)
(setg indent-tabs-mode nil)
(show-paren-mode 1)
(setq c-basic-offset 4)

(set-variable 'add-log-full-name "Your Name")
(set-variable ’'add-log-mailing-address "Your email address"))

(defun ecos-asm-mode ()
"ASM mode with adjusted defaults for use with the eCos sources."
(interactive)
(setqg comment-column 40)
(setg indent-tabs-mode nil)
(asm-mode)
(setq c-basic-offset 4)

(set-variable 'add-log-full-name "Your Name")
(set-variable 'add-log-mailing-address "Your email address"))

(setg auto-mode-alist

(append ’'(("/local/ecc/.*\.C$" . ecos-c-mode)
("/local/ecc/.*\\.cc$" . ecos-c-mode)
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("Nlocal/ecc/.*\\.cpp$" . ecos-c-mode)
("Nlocal/ecc/.*\.inl$" . ecos-c-mode)

("/local/ecc/.*\.c$" . ecos-c-mode)
("Nocallecc/*\.h$" . ecos-c-mode)
("/local/ecc/. X\\.S$" . ecos-asm-mode)

("/local/ecc/.*\\.inc$" . ecos-asm-mode)
("Nlocallecc/.*\\.cdl$" . tcl-mode)
) auto-mode-alist))

Nested Headers

In order to allow platforms to define all necessary details, while still maintaining the ability to share code between
common platforms, all HAL headers are included in a nested fashion.

The architecture header (usualiyl_XxX.h ) includes the variant equivalent of the header (XXX.h ) which in
turn includes the platform equivalent of the heagh#fr XXX.h ).

All definitions that may need to be overridden by a platform are then only conditionally defined, depending on
whether a lower layer has already made the definition:

hal_intr.h: #include <var_intr.h >

#ifndef MACRO_DEFINED
# define MACRO ...

# define MACRO_DEFINED
#endif

var_intr.h: #include <plf_intr.h >
#ifndef MACRO_DEFINED
# define MACRO ...

# define MACRO_DEFINED
#endif

plf_intr.h:

# define MACRO ...
# define MACRO_DEFINED

This means a platform can opt to rely on the variant or architecture implementation of a feature, or implement it
itself.
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This is the type of port that takes the least effort. It basically consists of describing the platform (board) for the
HAL: memory layout, early platform initialization, interrupt controllers, and a simple serial device driver.

Doing a platform port requires a preexisting architecture and possibly a variant HAL port.

HAL Platform Porting Process

Brief overview

The easiest way to make a new platform HAL is simply to copy an existing platform HAL of the same archi-
tecture/variant and change all the files to match the new one. In case this is the first platform for the architec-
ture/variant, a platform HAL from another architecture should be used as a template.

The best way to start a platform port is to concentrate on getting RedBoot to run. RedBoot is a simpler environment
than full eCos, it does not use interrupts or threads, but covers most of the basic startup requirements.

RedBoot normally runs out of FLASH or ROM and provides program loading and debugging facilities. This allows
further HAL development to happen using RAM startup configurations, which is desirable for the simple reason
that downloading an image which you need to test is often many times faster than either updating a flash part, or
indeed, erasing and reprogramming an EPROM.

There are two approaches to getting to this first goal:

1. The board is equipped with a ROM monitor which allows "load and go" of ELF, binary, S-record or some
other image type which can be created using objcopy. This allows you to develop RedBoot by downloading
and running the code (saving time).

When the stub is running it is a good idea to examine the various hardware registers to help you write the
platform initialization code.

Then you may have to fiddle a bit going through step two (getting it to run from ROM startup). If at all possible,
preserve the original ROM monitor so you can revert to it if necessary.

2.The board has no ROM monitor. You need to get the platform initialization and stub working by repeatedly
making changes, updating flash or EPROM and testing the changes. If you are lucky, you have a JTAG or
similar CPU debugger to help you. If not, you will probably learn to appreciate LEDs. This approach may also
be needed during the initial phase of moving RedBoot from RAM startup to ROM, since it is very unlikely to
work first time.

Step-by-step

Given that no two platforms are exactly the same, you may have to deviate from the below. Also, you should
expect a fair amount of fiddling - things almost never go right the first time. See the hints section below for some
suggestions that might help debugging.

The description below is based on the HAL layout used in the MIPS, PC and MN10300 HALs. Eventually all
HALs should be converted to look like these - but in a transition period there will be other HALs which look
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substantially different. Please try to adhere to the following as much is possible without causing yourself too much
grief integrating with a HAL which does not follow this layout.

Minimal requirements

These are the changes you must make before you attempt to build RedBoot. You are advised to read all the sources
though.

1. Copy an existing platform HAL from the same or another architecture. Rename the files as necessary to follow
the standard: CDL and MLT related files should containdfaech>_<variant>_<platform> triplet.

2. Adjust CDL options. Primarily option naming, real-time clock/counter,and CYGHWR_MEMORY_LAYOUT
variables, but also other options may need editing. Look through the architecture/variant CDL files to see if
there are any requirements/features which where not used on the platform you copied. If so, add appropriate
ones. Se¢he Section calletHAL Platform CDLfor more details.

3. Add the necessary packages and target descriptions to the topdeveb file. Seethe Section calleéCos
Database Initially, the target entry should only contain the HAL packages. Other hardware support packages
will be added later.

4. Adjust the MLT files ininclude/pkgconf to match the memory layout on the platform. For initial testing
it should be enough to just hand edit .h and .Idi files, but eventually you should generate all files using the
memory layout editor in the configuration tool. Sihe Section calledPlatform Memory Layoufor more
details.

5. Edit the misc/redboot_  <STARTUR-.ecm for the startup type you have chosen to begin with. Rename
any platform specific options and remove any that do not apply. Inctheonfiguration section,
comment out any extra packages that are added, particularly packages sQ®leRG_I0_FLASHand
CYGPKG_IO_ETH_DRIVERSThese are not needed for initial porting and will be added back later.

6. If the default 10 macros are not correct, override them in plf_io.h. This may be necessary if the platform uses
a different endianness from the default for the CPU.

7.Leave out/comment out code that enables caches and/or MMU if possible. Execution speed will not be a
concern until the port is feature complete.

8. Implement a simple serial driver (polled mode only). Make sure the initialization function properly hooks the
procedures up in the virtual vector IO channel tables. RedBoot will call the serial driver via these tables.

By copying an existing platform HAL most of this code will be already done, and will only need the platform
specific hardware access code to be written.

9. Adjust/implement necessary platform initialization. This can be founglatfiorm.inc and platform.S

files (ARM: hal_platform_setup.h and <platform >_misc.c , PowerPC:<platform >.S). This step
can be postponed if you are doing a RAM startup RedBoot first and the existing ROM monitor handles board
initialization.

10. Define HAL_STUB_PLATFORM_RESEDptionally empty) ancHAL_STUB_PLATFORM_RESET_ENTRW that
RedBoot can reset-on-detach - this is very handy, often removing the need for physically resetting the board
between downloads.

You should now be able to build RedBoot. For ROM startup:

% ecosconfig new  <target_name > redboot
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% ecosconfig import $(ECOS_REPOSITORY)/hal/ <architecture >/ <platform >/ <version >/misc/redboot_ROLN
% ecosconfig tree
% make

You may have to make further changes than suggested above to get the make command to succeed. But when it
does, you should find a RedBoot image in install/bin. To program this image into flash or EPROM, you may need to
convert to some other file type, and possibly adjust the start address. When you have the correct objcopy command
to do this, add it to th€YGBLD_BUILD_GDB_STUB&uUstom build rule in the platform CDL file.

Having updated the flash/EPROM on the board, you should see output on the serial port looking like this when
powering on the board:

RedBoot(tm) bootstrap and debug environment [ROMRAM]
Non-certified release, version UNKNOWN - built 15:42:24, Mar 14 2002

Platform: <PLATFORM ( <ARCHITECTURE <VARIANT>)
Copyright (C) 2000, 2001, 2002, Free Software Foundation, Inc.

RAM: 0x00000000-0x01000000, 0x000293e8-0x00ed1000 available
FLASH: 0x24000000 - 0x26000000, 256 blocks of 0x00020000 bytes each.
RedBoot>

If you do not see this output, you need to go through all your changes and figure out what's wrong. If there’s a
user programmable LED or LCD on the board it may help you figure out how far RedBoot gets before it hangs.
Unfortunately there’s no good way to describe what to do in this situation - other than that you have to play with
the code and the board.

Adding features

Now you should have a basic RedBoot running on the board. This means you have a the correct board initialization
and a working serial driver. It's time to flesh out the remaining HAL features.

1. Reset. As mentioned above it is desirable to get the board to reset when GDB disconnects. When GDB dis-
connects it sends RedBoot a kill-packet, and RedBoot first Balls STUB_PLATFORM_RESET()attempting
to perform a software-invoked reset. Most embedded CPUs/boards have a watchdog which is capable of trig-
gering a reset. If your target does not have a watchdog, leaveSTUB_PLATFORM_RESET@mpty and rely
on the fallback approach.

If HAL_STUB_PLATFORM_RESET() did not cause a reset, RedBoot wil jump to
HAL_STUB_PLATFORM_RESET_ENTRYhis should be the address where the CPU will start execution after a
reset. Re-initializing the board and drivers wiuallybe good enough to make a hardware reset unnecessary.

After the reset caused by the kill-packet, the target will be ready for GDB to connect again. During a days
work, this will save you from pressing the reset button many times.

Note that it is possible to disconnect from the board without causing it to reset by using the GDB command
"detach”.

2. Single-stepping is necessary for both instruction-level debugging and for breakpoint support. Single-stepping
support should already be in place as part of the architecture/variant HAL, but you want to give it a quick test
since you will come to rely on it.
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3. Real-time clock interrupts drive the eCos scheduler clock. Many embedded CPUs have an on-core timer (e.g.
SH) or decrementer (e.g. MIPS, PPC) that can be used, and in this case it will already be supported by the
architecture/variant HAL. You only have to calculate and enter the propg&NUM_HAL_RTC_CONSTANTS
definitions in the platform CDL file.

On some targets it may be necessary to use a platform-specific timer source for driving the real-time clock.
In this case you also have to enter the proper CDL definitions, but must also define suitable versions of the
HAL_CLOCK_XXXXnacros.

4. Interrupt decoding usually differs between platforms because the number and type of devices on the board
differ. In plf_intr.h (ARM: hal_platform_ints.h ) you must either extend or replace the default
vector definitions provided by the architecture or variant interrupt headers. You may also have to define
HAL_INTERRUPT_XXX>ontrol macros.

5. Caching may also differ from architecture/variant definitions. This maybe just the cache sizes, but there can
also be bigger differences for example if the platform supports 2nd level caches.

When cache definitions are in place, enable the caches on startup. First verify that the system is stable for
RAM startups, then build a new RedBoot and install it. This will test if caching, and in particular the cache
sync/flush operations, also work for ROM startup.

6. Asynchronous breakpoints allow you to stop application execution and enter the debugger. Asynchronous
breakpoint details are described in .

You should now have a completed platform HAL port. Verify its stability and completeness by running all the eCos
tests and fix any problems that show up (you have a working RedBoot now, remember! That means you can debug
the code to see why it fails).

Given the many configuration options in eCos, there may be hidden bugs or missing features that do not show up
even if you run all the tests successfully with a default configuration. A comprehensive test of the entire system
will take many configuration permutations and many many thousands of tests executed.

Hints

- JTAG or similar CPU debugging hardware can greatly reduce the time it takes to write a HAL port since you
always have full visibility of what the CPU is doing.

- LEDs can be your friends if you don't have a JTAG device. Especially in the start of the porting effort if you
don't already have a working ROM monitor on the target. Then you have to get a basic RedBoot working while
basically being blindfolded. The LED can make it little easier, as you'll be able to do limited tracking of program
flow and behavior by switching the LED on and off. If the board has multiple LEDs you can show a number
(using binary notation with the LEDs) and sprinkle code which sets different numbers throughout the code.

- Debugging the interrupt processing is possible if you are careful with the way you program the very early
interrupt entry handling. Write it so that as soon as possible in the interrupt path, taking a trap (exception) does
not harm execution. See the SH vectors.S code for an example. Loojgftial_default_interrupt_vsr
and the labetyg_hal_default_interrupt_vsr_bp_safe , which marks the point after which traps/single-
stepping is safe.
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Being able to display memory content, CPU registers, interrupt controller details at the time of an interrupt can
save a lot of time.

« Using assertions is a good idea. They can sometimes reveal subtle bugs or missing features long before you
would otherwise have found them, let alone notice them.

The default eCos configuration does not use assertions, so you have to enable them by switching on the option
CYGPKG_INFRA_DEBUIA the infra package.

- The idle loop can be used to help debug the system.

Triggering clock from the idle loop is a neat trick for examining system behavior either before interrupts are
fully working, or to speed up "the clock".

Use the idle loop to monitor and/or print out variables or hardware registers.

- hal_mk_defs is used in some of the HALs (ARM, SH) as a way to generate assembler symbol definitions from
C header files without imposing an assembler/C syntax separation in the C header files.

HAL Platform CDL

The platform CDL both contains details necessary for the building of eCos, and platform-specific configuration
options. For this reason the options differ between platforms, and the below is just a brief description of the most
common options.

See Components Writers Guide for more details on CDL. Also have a quick look around in existing platform CDL
files to get an idea of what is possible and how various configuration issues can be represented with CDL.

eCos Database

The eCos configuration system is made aware of a package by adding a package descrptiodn. As an
example we use thExX39/JMR3904 platform:

package CYGPKG_HAL_MIPS_TX39_JMR3904 {
alias { "Toshiba JMR-TX3904 board" hal_tx39_jmr3904 tx39_jmr3904_hal }
directory hal/mips/jmr3904
script  hal_mips_tx39_jmr3904.cdl
hardware
description "
The JMR3904 HAL package should be used when targeting the
actual hardware. The same package can also be used when
running on the full simulator, since this provides an
accurate simulation of the hardware including /0O devices.
To use the simulator in this mode the command
‘target sim --board=jmr3904’ should be used from inside gdb."
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This contains the title and description presented in the Configuration Tool when the package is selected. It also
specifies where in the tree the package files can be fodirettéry ) and the name of the CDL file which
contains the package detaiterfpt ).

To be able to build and test a configuration for the new target, there also needstéodae aentry in theecos.db
file.

target jmr3904 {
alias { "Toshiba JMR-TX3904 board" jmr tx39 }
packages { CYGPKG_HAL_MIPS
CYGPKG_HAL_MIPS_TX39
CYGPKG_HAL_MIPS_TX39_JMR3904
}
description
The jmr3904 target provides the packages needed to run
eCos on a Toshiba JMR-TX3904 board. This target can also
be used when running in the full simulator, since the simulator provides an
accurate simulation of the hardware including /0 devices.
To use the simulator in this mode the command
‘target sim --board=jmr3904’ should be used from inside gdb."

}

The important part here is thgackages section which defines the various hardware specific packages that con-
tribute to support for this target. In this case the MIPS architecture package, the TX39 variant package, and the
JMR-TX3904 platform packages are selected. Other packages, for serial drivers, ethernet drivers and FLASH
memory drivers may also appear here.

CDL File Layout

All the platform options are contained in a CDL package named
CYGPKG_HAL<architecture ~ >_<variant >_<platform >. They all share more or less
the samed|_package details:

cdl_package CYGPKG_HAL_MIPS_TX39_JMR3904 {

display "JMR3904 evaluation board"
parent CYGPKG_HAL_MIPS
requires CYGPKG_HAL_MIPS_TX39

define_header hal_mips_tx39_jmr3904.h

include_dir  cyg/hal

description "
The JMR3904 HAL package should be used when targeting the
actual hardware. The same package can also be used when
running on the full simulator, since this provides an
accurate simulation of the hardware including 1/O devices.
To use the simulator in this mode the command
‘target sim --board=jmr3904’ should be used from inside gdb."

compile platform.S plf_misc.c plf_stub.c
define_proc {

puts $::cdl_system_header "#define CYGBLD HAL_TARGET H <pkgconf/hal_mips_tx39.h >"
puts $::cdl_system_header "#define CYGBLD_HAL_PLATFORM_H <pkgconf/hal_mips_tx39_jmr3904.h
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}

This specifies that the platform package should be parented under the MIPS packages, requires the TX39 variant
HAL and all configuration settings should be savedyigrhal/hal_mips_tx39_jmt3904.h

Thecompile line specifies which files should be built when this package is enabled, adefitiee proc ~ defines
some macros that are used to access the variant or architectur@ #ReET_name is a bit of a misnomer) and
platform configuration options.

Startup Type

eCos uses an option to select between a set of valid startup configurations. These are normally RAM, ROM and pos-
sibly ROMRAM. This setting is used to select which linker map to use (i.e., where to link eCos and the application
in the memory space), and how the startup code should behave.

cdl_component CYG_HAL_STARTUP {
display "Startup type"
flavor data
legal_values {'RAM" "ROM"}
default_value {"RAM"}
no_define
define -file system.h CYG_HAL_STARTUP
description
When targeting the JMR3904 board it is possible to build
the system for either RAM bootstrap, ROM bootstrap, or STUB
bootstrap. RAM bootstrap generally requires that the board
is equipped with ROMs containing a suitable ROM monitor or
equivalent software that allows GDB to download the eCos
application on to the board. The ROM bootstrap typically
requires that the eCos application be blown into EPROMs or
equivalent technology.”

}

Theno_define anddefine pair is used to make the setting of this option appear in theyi#em.h instead of
the default specified in the header.

Build options

A set of options under the componer@¥GBLD_GLOBAL_OPTIONGnd CYGHWR_MEMORY_LAYGIpEcify how
eCos should be built: what tools and compiler options should be used, and which linker fragments should be used.

cdl_component CYGBLD_GLOBAL_OPTIONS {
display "Global build options"
flavor none
parent CYGPKG_NONE
description
Global build options including control over
compiler flags, linker flags and choice of toolchain."
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cdl_option CYGBLD_GLOBAL_COMMAND_PREFIX {

display "Global command prefix"

flavor data

no_define

default_value { "mips-tx39-elf" }

description "
This option specifies the command prefix used when
invoking the build tools."

}

cdl_option CYGBLD_GLOBAL_CFLAGS {
display "Global compiler flags"
flavor data
no_define
default_value { "-Wall -Wpointer-arith -Wstrict-prototypes -Winline -Wundef -Woverloaded-virtual -g -O2 -ffunction-s
description "
This option controls the global compiler flags which
are used to compile all packages by
default. Individual packages may define
options which override these global flags.”

}

cdl_option CYGBLD_GLOBAL_LDFLAGS {
display "Global linker flags"
flavor data
no_define
default_value { "-g -nostdlib -WI,--gc-sections -WI,-static" }
description "
This option controls the global linker flags. Individual
packages may define options which override these global flags."

}

cdl_component CYGHWR_MEMORY_LAYOUT {
display "Memory layout"
flavor data
no_define
calculated { CYG_HAL_STARTUP == "RAM" ? "mips_tx39_jmr3904_ram" : \
"mips_tx39_jmr3904_rom" }

cdl_option CYGHWR_MEMORY_LAYOUT_LDI {
display "Memory layout linker script fragment”

flavor data

no_define

define -file system.h CYGHWR_MEMORY_LAYOUT_LDI

calculated { CYG_HAL_STARTUP == "RAM" ? " <pkgconf/mlt_mips_tx39 jmr3904 ram.Idi >" o\

" <pkgconf/mlt_mips_tx39_ jmr3904_rom.|di >"}

}
cdl_option CYGHWR_MEMORY_LAYOUT H {

display "Memory layout header file"

flavor data

no_define

define -file system.h CYGHWR_MEMORY_LAYOUT_H

calculated { CYG_HAL_STARTUP == "RAM" ? " <pkgconf/mlt_mips_tx39_jmr3904_ram.h >"
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" <pkgconf/mlt_mips_tx39_jmr3904_rom.h >"}
}
}
Common Target Options
All platforms also specify real-time clock details:
# Real-time clock/counter specifics
cdl_component CYGNUM_HAL_RTC_CONSTANTS {
display "Real-time clock constants."
flavor none
cdl_option CYGNUM_HAL_RTC_NUMERATOR {
display "Real-time clock numerator"
flavor data
calculated 1000000000
}
cdl_option CYGNUM_HAL_RTC_DENOMINATOR {
display "Real-time clock denominator”
flavor data
calculated 100
}
# Isn't a nice way to handle freq requirement!
cdl_option CYGNUM_HAL_RTC_PERIOD {
display "Real-time clock period"
flavor data
legal_values { 15360 20736 }
calculated { CYGHWR_HAL_MIPS_CPU_FREQ == 50 ? 15360 : \

CYGHWR_HAL_MIPS_CPU_FREQ == 66 ? 20736 : 0 }

}

TheNUMERATO@ivided by theDENOMINATORBIives the number of nanoseconds per tick. PERIODis the divider

to be programmed into a hardware timer that is driven from an appropriate hardware clock, such that the timer
overflows once per tick (normally generating a CPU interrupt to mark the end of a tick). The tick default rate is
typically 100Hz.

Platforms that make use of the virtual vector ROM calling interface {eeeSection calledvirtual Vectors
(eCos/ROM Monitor Calling Interfacgvill also specify details necessary to define configuration channels (these
options are from the SH/EDK7707 HAL) :

cdl_option CYGNUM_HAL_VIRTUAL_VECTOR_COMM_CHANNELS {

display "Number of communication channels on the board"
flavor data
calculated 1
}
cdl_option CYGNUM_HAL_VIRTUAL_VECTOR_DEBUG_CHANNEL {
display "Debug serial port"
flavor data
legal_values 0 to CYGNUM_HAL_VIRTUAL_VECTOR_COMM_CHANNELS-1
default_value 0
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description "
The EDK/7708 board has only one serial port. This option
chooses which port will be used to connect to a host
running GDB."

cdl_option CYGNUM_HAL_VIRTUAL_VECTOR_CONSOLE_CHANNEL {

}

display "Diagnostic serial port"

flavor data

legal_values 0 to CYGNUM_HAL_VIRTUAL_VECTOR_COMM_CHANNELS-1
default_value 0

description "

The EDK/7708 board has only one serial port. This option
chooses which port will be used for diagnostic output.”

The platform usually also specify an option controlling the ability to co-exist with a ROM monitor:

cdl_option CYGSEM_HAL_USE_ROM_MONITOR {

}

display "Work with a ROM monitor"

flavor booldata

legal_values { "Generic" "CygMon" "GDB_stubs" }

default_value { CYG_HAL_STARTUP == "RAM" ? "CygMon" : 0 }

parent CYGPKG_HAL_ROM_MONITOR
requires { CYG_HAL_STARTUP == "RAM" }
description "

Support can be enabled for three different varieties of ROM monitor.
This support changes various eCos semantics such as the encoding
of diagnostic output, or the overriding of hardware interrupt

vectors.

Firstly there is \"Generic\" support which prevents the HAL

from overriding the hardware vectors that it does not use, to
instead allow an installed ROM monitor to handle them. This is

the most basic support which is likely to be common to most
implementations of ROM monitor.

\"CygMon\" provides support for the Cygnus ROM Monitor.

And finally, \"GDB_stubs\" provides support when GDB stubs are
included in the ROM monitor or boot ROM."

Or the ability to be configured as a ROM monitor:

cdl_option CYGSEM_HAL_ROM_MONITOR {

display "Behave as a ROM monitor"

flavor bool

default_value 0

parent CYGPKG_HAL_ROM_MONITOR
requires { CYG_HAL_STARTUP == "ROM" }
description "

Enable this option if this program is to be used as a ROM monitor,
i.e. applications will be loaded into RAM on the board, and this

ROM monitor may process exceptions or interrupts generated from the
application. This enables features such as utilizing a separate

interrupt stack when exceptions are generated."

67



Chapter 6. Porting Guide

The latter option is accompanied by a special build rule that extends the generic ROM monitor build rule in the
common HAL:

cdl_option CYGBLD_BUILD_GDB_STUBS {
display "Build GDB stub ROM image"
default_value 0
requires { CYG_HAL_STARTUP == "ROM" }
requires CYGSEM_HAL_ROM_MONITOR
requires CYGBLD_BUILD_COMMON_GDB_STUBS
requires CYGDBG_HAL_DEBUG_GDB_INCLUDE_STUBS
requires ! CYGDBG_HAL_DEBUG_GDB_BREAK_SUPPORT
requires ! CYGDBG_HAL_DEBUG_GDB_THREAD_SUPPORT
requires ! CYGDBG_HAL_COMMON_INTERRUPTS_SAVE_MINIMUM_CONTEXT
requires ! CYGDBG_HAL_COMMON_CONTEXT_SAVE_MINIMUM
no_define
description
This option enables the building of the GDB stubs for the
board. The common HAL controls takes care of most of the
build process, but the final conversion from ELF image to
binary data is handled by the platform CDL, allowing
relocation of the data if necessary."

make -priority 320 {
<PREFIX>/bin/gdb_module.bin : <PREFIX>/bin/gdb_module.img
$(OBJCOPY) -O binary $< $@

}
Most platforms support RedBoot, and some options are needed to configure for RedBoot.

cdl_component CYGPKG_REDBOOT_HAL_OPTIONS {

display "Redboot HAL options"

flavor none

no_define

parent CYGPKG_REDBOOT

active_if CYGPKG_REDBOOT

description "
This option lists the target's requirements for a valid Redboot
configuration.”

cdl_option CYGBLD_BUILD_REDBOOT _BIN {

display "Build Redboot ROM binary image"
active_if CYGBLD_BUILD_REDBOOT
default_value 1

no_define

description "This option enables the conversion of the Redboot ELF
image to a binary image suitable for ROM programming."

make -priority 325 {
<PREFIX>/bin/redboot.bin : <PREFIX>/bin/redboot.elf
$(OBJICOPY) --strip-debug $< $(@:.bin=.img)
$(OBJICOPY) -O srec $< $(@:.bin=.srec)
$(OBJIJCOPY) -O binary $< $@
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}

The important part here is theake command in theeYGBLD_BUILD_REDBOOT_BIRption which emits makefile
commands to translate thef file generated by the link phase into both a binary file and an S-Record file. If a
different format is required by a PROM programmer or ROM monitor, then different output formats would need to
be generated here.

Platform Memory Layout

The platform memory layout is defined using the Memory Configuration Window in the Configuration Tool.

Note: If you do not have access to a Windows machine, you can hand edit the .h and .Idi files to match the
properties of your platform. If you want to contribute your port back to the eCos community, ask someone on
the list to make proper memory map files for you.

Layout Files

The memory configuration details are saved in three files:

.milt

This is the Configuration Tool save-file. It is only used by the Configuration Tool.

Idi

This is the linker script fragment. It defines the memory and location of sections by way of macros defined in
the architecture or variant linker script.

This file describes some of the memory region details as C macros, allowing eCos or the application adapt the
memory layout of a specific configuration.

These three files are generated for each startup-type, since the memory details usually differ.

Reserved Regions

Some areas of the memory space are reserved for specific purposes, making room for exception vectors and various
tables. RAM startup configurations also need to reserve some space at the bottom of the memory map for the ROM
monitor.

These reserved areas are named with the prefix "reserved_" which is handled specially by the Configuration Tool:
instead of referring to a linker macro, the start of the area is labeled and a gap left in the memory map.
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Platform Serial Device Support

The first step is to set up the CDL definitions. The configuration options that need to be set are the following:

CYGNUM_HAL_VIRTUAL_VECTOR_COMM_CHANNELS

The number of channels, usually 0, 1 or 2.

CYGNUM_HAL_VIRTUAL_VECTOR_DEBUG_CHANNEL

The channel to use for GDB.

CYGNUM_HAL_VIRTUAL_VECTOR_DEBUG_CHANNEL_BAUD

Initial baud rate for debug channel.

CYGNUM_HAL_VIRTUAL_VECTOR_CONSOLE_CHANNEL

The channel to use for the console.

CYGNUM_HAL_VIRTUAL_VECTOR_CONSOLE_CHANNEL_BAUD

The initial baud rate for the console channel.

CYGNUM_HAL_VIRTUAL _VECTOR_CONSOLE_CHANNEL_DEFAULT
The default console channel.

The code imal_diag.c  need to be converted to support the new serial device. If this the same as a device already
supported, copy that.

The following functions and types need to be rewritten to support a new serial device.

struct channel_data _t;

Structure containing base address, timeout and ISR vector number for each serial device supported. Extra
fields my be added if necessary for the device. For example some devices have write-only control registers, so
keeping a shadow of the last value written here can be useful.

XXXX_ser_channelsl];

Array of channel_data_t , initialized with parameters of each channel. The index into this array is the
channel number used in the CDL options above and is used by the virtual vector mechanism to refer to each
channel.

void cyg_hal_plf_serial_init_channel(void *__ch_data)

Initialize the serial device. The parameter is actually a pointerctaanel_data t  and should be cast back
to this type before use. This function should use the CDL definition for the baud rate for the channel it is
initializing.

void cyg_hal_plf_serial_putc(void * _ ch_data, char *c)

Send a character to the serial device. This function should poll for the device being ready to send and then
write the character. Since this is intended to be a diagnostic/debug channel, it is often also a good idea to poll
for end of transmission too. This ensures that as much data gets out of the system as possible.
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bool cyg_hal_plf_serial_getc_nonblock(void* __ch_data, cyg_uint8* ch)
This function tests the device and if a character is available, placetciirand returngRUE If no character
is available, then the function returf&LSEimmediately.

int cyg_hal_plf_serial_control(void *__ch_data, __comm_control_cmd_t _ func, ...)

This is an IOCTL-like function for controlling various aspects of the serial device. The only part in which you
may need to do some work initially is in theCOMMCTL_IRQ_ENABL&Nnd__COMMCTL_IRQ_DISABLEases
to enable/disable interrupts.

int cyg_hal_plf_serial_isr(void *__ch_data, int* _ ctrlc, CYG_ADDRWORD __vector,
CYG_ADDRWORD __data)

This interrupt handler, called from the spurious interrupt vector, is specifically for dealingcwith  inter-
rupts from GDB. When called this function should do the following:

1.Check for an incoming character. The code here is very similar to that in
cyg_hal_plf_serial_getc_nonblock()

2.Read the character and cajp_hal_is_break()
3.Ifresultis true, set__ctrlc ~ to1.

4. ReturnCYG_ISR_HANDLED

void cyg_hal_plf_serial_init()

Initialize each of the serial channels. First agly_hal_plf_serial_init_channel() for each channel.
Then call theCYGACC_COMM_IF_macros for each channel. This latter set of calls are identical for all chan-
nels, so the best way to do this is to copy and edit an existing example.

Variant HAL Porting

A variant port can be a fairly limited job, but can also require quite a lot of work. A variant HAL describes how
a specific CPU variant differs from the generic CPU architecture. The variant HAL can re-define cache, MMU,
interrupt, and other features which override the default implementation provided by the architecture HAL.

Doing a variant port requires a preexisting architecture HAL port. It is also likely that a platform port will have to
be done at the same time if it is to be tested.

HAL Variant Porting Process

The easiest way to make a new variant HAL is simply to copy an existing variant HAL and change all the files to
match the new variant. If this is the first variant for an architecture, it may be hard to decide which parts should be
put in the variant - knowledge of other variants of the architecture is required.

Looking at existing variant HALs (e.g., MIPS tx39, tx49) may be a help - usually things such as caching, interrupt
and exception handling differ between variants. Initialization code, and code for handling various core components
(FPU, DSP, MMU, etc.) may also differ or be missing altogether on some variants. Linker scripts may also require
specific variant versions.
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Note: Some CPU variants may require specific compiler support. That support must be in place before you
can undertake the eCos variant port.

HAL Variant CDL

The CDL in a variant HAL tends to depend on the exact functionality supported by the variant. If it implements
some of the devices described in the platform HAL, then the CDL for those will be here rather than there (for
example the real-time clock).

There may also be CDL to select options in the architecture HAL to configure it to a particular architectural variant.

Each variant needs an entry in thews.db file. This is the one for the SH3:

package CYGPKG_HAL_SH_SHS3 {

alias { "SH3 architecture" hal_sh_sh3 }
directory hal/sh/sh3

script hal_sh_sh3.cdl

hardware

description

The SH3 (SuperH 3) variant HAL package provides generic
support for SH3 variant CPUs."

}

As you can see, it is very similar to the platform entry.

The variant CDL file will contain a package entry named for the architecture and variant, matching the package
name in theecos.db file. Here is the initial part of the MIPS VR4300 CDL file:

cdl_package CYGPKG_HAL_MIPS_VR4300 {

display "VR4300 variant"

parent CYGPKG_HAL_MIPS
implements CYGINT_HAL_MIPS_VARIANT
hardware

include_dir  cyg/hal

define_header hal_mips_vr4300.h

description
The VR4300 variant HAL package provides generic support
for this processor architecture. It is also necessary to
select a specific target platform HAL package."

This defines the package, placing it under the MIPS architecture package in the hierardimaldrhents  line in-
dicates that this is a MIPS variant. The architecture package uses this to check that exactly one variant is configured
in.

The variant defines some options that cause the architecture HAL to configure itself to support this variant.
cdl_option CYGHWR_HAL_MIPS_64BIT {

display "Variant 64 bit architecture support"
calculated 1
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cdl_option CYGHWR_HAL_MIPS_FPU {
display "Variant FPU support"

calculated 1

}

cdl_option CYGHWR_HAL_MIPS_FPU_64BIT {
display "Variant 64 bit FPU support"
calculated 1

}

These tell the architecture that this is a 64 bit MIPS architecture, that it has a floating point unit, and that we are
going to use it in 64 bit mode rather than 32 bit mode.

The CDL file finishes off with some build options.

define_proc {

puts $::cdl_header "#include <pkgconf/hal_mips.h >"
}
compile var_misc.c
make {
<PREFIX>/lib/target.ld: <PACKAGE/src/mips_vr4300.1d
$(CC) -E -P -Wp,-MD,target.tmp -DEXTRAS=1 -xc $(INCLUDE_PATH) $(CFLAGS) -0 $@ $ <
@echo $@ " \\" > $(notdir $@).deps
@tail +2 target.tmp >> $(notdir $@).deps
@echo >> $(notdir $@).deps
@rm target.tmp
}

cdl_option CYGBLD_LINKER_SCRIPT {
display "Linker script"
flavor data
no_define
calculated { "src/mips_vr4300.l1d" }

}
}

Thedefine_proc  causes the architecture configuration file to be included into the configuration file for the variant.
Thecompile causes the single source file for this variaat, misc.c  to be compiled. Thenake command emits
makefile rules to combine the linker script with tid#  file to generatearget.ld . Finally, in the MIPS HALSs,

the main linker script is defined in the variant, rather than the architectu;GBLD_LINKER_SCRIPTis defined

here.

Cache Support

The main area where the variant is likely to be involved is in cache support. Often the only thing that distinguishes
one CPU variant from another is the size of its caches.
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In architectures such as the MIPS and PowerPC where cache instructions are part of the ISA, most of the actual
cache operations are implemented in the architecture HAL. In this case the variant HAL only needs to define the
cache dimensions. The following are the cache dimensions defined in the MIPS VR4300warigthe.h

/I Data cache

#define HAL_DCACHE_SIZE (8*1024) /I Size of data cache in bytes
#define HAL_DCACHE_LINE_SIZE 16 /I Size of a data cache line
#define HAL_DCACHE_WAYS 1 /I Associativity of the cache

/I Instruction cache

#define HAL_ICACHE_SIZE (16*1024) /I Size of cache in bytes
#define HAL_ICACHE_LINE_SIZE 32 /I Size of a cache line
#define HAL_ICACHE_WAYS 1 /I Associativity of the cache

#define HAL_DCACHE_SETS (HAL_DCACHE_SIZE/(HAL_DCACHE_LINE_SIZE*HAL_DCACHE_WAYS))
#define HAL_ICACHE_SETS (HAL_ICACHE_SIZE/(HAL_ICACHE_LINE_SIZE*HAL_ICACHE_WAYS))

Additional cache macros, or overrides for the defaults, may also appear in here. While some architectures have in-
structions for managing cache lines, overall enable/disable operations may be handled via variant specific registers.
If so thenvar_cache.h  should also define theAL XCACHE_ENABLE()andHAL_XCACHE_DISABLE() macros.

If there are any generic features that the variant does not support (cache locking is a typical example) then
var_cache.n may need to disable definitions of certain operations. It is architecture dependent exactly how this
is done.

Architecture HAL Porting
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A new architecture HAL is the most complex HAL to write, and it the least easily described. Hence this section is
presently nothing more than a place holder for the future.

HAL Architecture Porting Process

The easiest way to make a new architecture HAL is simply to copy an existing architecture HAL of an, if possible,
closely matching architecture and change all the files to match the new architecture. The MIPS architecture HAL
should be used if possible, as it has the appropriate layout and coding conventions. Other HALs may deviate from
that norm in various ways.

Note: eCos is written for GCC. It requires C and C++ compiler support as well as a few compiler features
introduced during eCos development - so compilers older than eCos may not provide these features. Note
that there is no C++ support for any 8 or 16 bit CPUs. Before you can undertake an eCos port, you need the
required compiler support.

The following gives a rough outline of the steps needed to create a new architecture HAL. The exact order and
set of steps needed will vary greatly from architecture to architecture, so a lot of flexibility is required. And of
course, if the architecture HAL is to be tested, it is necessary to do variant and platform ports for the initial target
simultaneously.
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1. Make a new directory for the new architecture undertdiedirectory in the source repository. Make @nh
directory under this and populate this with the standard set of package directories.

2.Copy the CDL file from an example HAL changing its name to match the new HAL. Edit the file, changing
option names as appropriate. Delete any options that are specific to the original HAL, and and any new options
that are necessary for the new architecture. This is likely to be a continuing process during the development of
the HAL. Seethe Section calle@€DL Requirementir more details.

3. Copy thehal_arch.n file from an example HAL. Within this file you need to change or define the following:

Define the HAL_SavedRegisters structure. This may need to reflect the save order of any group register
save/restore instructions, the interrupt and exception save and restore formats, and the procedure calling
conventions. It may also need to cater for optional FPUs and other functional units. It can be quite difficult
to develop a layout that copes with all requirements.

Define the bit manipulation routinedAL_LSBIT_INDEX() andHAL_MSBIT_INDEX() . If the architecture
contains instructions to perform these, or related, operations, then these should be defined as inline assem-
bler fragments. Otherwise make them calls to functions.

DefineHAL_THREAD_INIT_CONTEXT(). This initializes a restorable CPU context onto a stack pointer so
that a later call taHAL_THREAD_LOAD_CONTEXT@®r HAL_THREAD_SWITCH_CONTEXT(vill execute it
correctly. This macro needs to take account of the same optional features of the architecture as the definition
of HAL_SavedRegisters.

DefineHAL_THREAD_LOAD_CONTEXT@ndHAL_THREAD_SWITCH_CONTEXT(hese should just be calls
to functions incontext.S

Define HAL_REORDER_BARRIER() This prevents code being moved by the compiler and is necessary in
some order-sensitive code. This macro is actually defined identically in all architecture, so it can just be
copied.

Define breakpoint support. The maosaL_BREAKPOINT(label) needs to be an inline assembly frag-
ment that invokes a breakpoint. The breakpoint instruction should be labeled wildbtle argument.
HAL_BREAKINSTandHAL_BREAKINST_SIZE define the breakpoint instruction for debugging purposes.

Optionally provide a macrelAL_HWDEBUG_BREAKPOINThis is used by the common HAL's gdb file I/O
support to get the attention of gdb when using hardware debug technology such as jtag or BDM. The macro
may involve a dedicated breakpoint instruction or a processor exception or trap of some sort. Only one
instance of this macro will ever be invoked. It should define either one or two lalels.hwdebug_break

should correspond to the address that will be reported to gdb. If that address is the same as the breakpoint
instruction or trap, or if the instruction has side effects like pushing exception data onto the stack, then
the macro should also define a labgtib_hwdebug_continue . When the application is resumed gdb will
transfer control to that label if defined, allowing any necessary clean-up operations to be performed.

Define GDB support. GDB views the registers of the target as a linear array, with each register having a
well defined offset. This array may differ from the ordering defined in HAL_SavedRegisters. The macros
HAL_GET_GDB_REGISTERS(andHAL_SET_GDB_REGISTERS()translate between the GDB array and the
HAL_SavedRegisters structure. TRAL_THREAD_GET_SAVED_REGISTERS(ranslates a stack pointer
saved by the context switch macros into a pointer to a HAL_SavedRegisters structure. Usually this is a
one-to-one translation, but this macro allows it to differ if necessary.

Define long jump support. The type hal_jmp_buf and the functlahssetjimp() andhal_longjmp()
provide the underlying implementation of the C libraggimp()  andlongjmp()
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Define idle thread action. Generally the magersL_IDLE_THREAD_ACTION() is defined to call a function
in hal_misc.c

Define stack sizes. The macros CYGNUM_HAL_STACK_SIZE_MINIMUM  and
CYGNUM_HAL_STACK_SIZE_TYPICAKhould be defined to the minimum size for any thread stack and a
reasonable default for most threads respectively. It is usually best to construct these out of component sizes
for the CPU save state and procedure call stack usage. These definitions should not use anything other than
numerical values since they can be used from assembly code in some HALSs.

Define memory access macros. These macros provide translation between cached and uncached and physical
memory spaces. They usually consist of masking out bits of the supplied address and ORing in alternative
address bits.

Define global pointer save/restore macros. These really only need defining if the calling conventions of the
architecture require a global pointer (as does the MIPS architecture), they may be empty otherwise. If it is
necessary to define these, then take a look at the MIPS implementation for an example.

4. Copyhal_intr.h from an example HAL. Within this file you should change or define the following:
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Define the exception vectors. These should be detailed in the architecture specification. Essentially for each
exception entry point defined by the architecture there should be an entry in the VSR table. The offsets of
these VSR table entries should be defined heresyNUM_HAL_VECTORdefinitions. The size of the VSR

table also needs to be defined here.

Map any hardware exceptions to standard names. There is a group of exception vector name of the form
CYGNUM_HAL_EXCEPTION that define a wide variety of possible exceptions that many architectures raise.
Generic code detects whether the architecture can raise a given exception by testing whether a given
CYGNUM_HAL_EXCEPTION definition is present. If it is present then its value is the vector that raises that
exception. This does not need to be a one-to-one correspondence, andGegdtaM_HAL_EXCEPTION_*
definitions may have the same value.

Interrupt vectors are usually defined in the variant or platform HALs. The interrupt number space may
either be continuous with the VSR number space, where they share a vector table (as in the i386) or may be
a separate space where a separate decode stage is used (as in MIPS or PowerPC).

Declare any static data used by the HAL to handle interrupts and exceptions. This is usually

three vectors for interrupts: hal_interrupt_handlers[] ,  hal_interrupt_data[] and
hal_interrupt_objects]] , Which are sized according to the interrupt vector definitions. In addition a
definition for the VSR tablehal_vsr_table[] should be made. These vectors are normally defined in

eithervectors.S  or hal_misc.c

Define interrupt enable/disable macros. These are normally inline assembly fragments to execute the in-
structions, or manipulate the CPU register, that contains the CPU interrupt enable bit.

A feature that many HALSs support is the ability to execute DSRs on the interrupt stack. This is not an essen-
tial feature, and is better left unimplemented in the initial porting effort. If this is required, then the macro
HAL_INTERRUPT_STACK_CALL_PENDING_DSRSghould be defined to call a functionvactors.S

Define the interrupt and VSR attachment macros. If the same arrays as for other HALs have been used for
VSR and interrupt vectors, then these macro can be copied across unchanged.
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5. A number of other header files also need to be filled in:

- basetype.h . This file defines the basic types used by eCos, together with the endianness and some other
characteristics. This file only really needs to contain definitions if the architecture differs significantly from
the defaults defined ieyg_type.h

- hal_io.h . This file contains macros for accessing device 10 registers. If the architecture uses memory
mapped IO, then these can be copied unchanged from an existing HAL such as MIPS. If the architecture
uses special |10 instructions, then these macros must be defined as inline assembler fragments. See the 1386
HAL for an example. PCI bus access macros are usually defined in the variant or platform HALSs.

This file may also provide further macro definitions, if relevant for the underlying hardware:

HAL_MEMORY_BARRIER()

This causes any memory writes pending within the CPU to be flushed to memory before continuing.
Frequently there is a specific instruction, suclswscon MIPS, to cause write buffers to be flushed.

This macro is generally not relevant to be called if you also have a writeback data cache, as that needs
separate treatment. However this macro is relevant for systems with no data cache, a writethrough
data cache, or in code running with the data cache disabled. For the latter reason this macro should be
implemented if the facility exists, irrespective of the cache properties.

HAL_IO_BARRIER()

This causes any 1/0O writes pending within the CPU to be flushed to the I/O space before continuing.
Frequently there is a specific instruction, suclei@soon PowerPC, to cause such pending writes to be
guaranteed to be committed. On systems with no separate I/O space, such that all device access is in-
stead memory-mapped, then this function may be defined to be the sahe &a8EMORY_BARRIER()

- hal_cache.h . This file contains cache access macros. If the architecture defines cache instructions, or
control registers, then the access macros should be defined here. Otherwise they must be defined in the
variant or platform HAL. Usually the cache dimensions (total size, line size, ways etc.) are defined in the
variant HAL.

« archinc  and <architecture ~ >.inc . These files are assembler headers usedsdayrs.S and
context.S . <architecture >.inc is a general purpose header that should contain things like register
aliases, ABI definitions and macros useful to general assembly code. If there are no such definitions, then
this file need not be providedrch.inc  contains macros for performing various eCos related operations
such as initializing the CPU, caches, FPU etc. The definitions here may often be configured or overridden
by definitions in the variant or platform HALs. See the MIPS HAL for an example of this.

6. Writevectors.S . This is the most important file in the HAL. It contains the CPU initialization code, exception
and interrupt handlers. While other HALs should be consulted for structures and techniques, there is very little
here that can be copied over without major edits.

The main pieces of code that need to be defined here are:

s
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« Reset vector. This usually need to be positioned at the start of the ROM or FLASH, so should be in a linker

section of its own. It can then be placed correctly by the linker script. Normally this code is little more than
a jump to the label start

Exception vectors. These are the trampoline routines connected to the hardware exception entry points that
vector through the VSR table. In many architectures these are adjacent to the reset vector, and should occupy
the same linker section. If the architecture allow the vectors to be moved then it may be necessary for these

trampolines to be position independent so they can be relocated at runtime.

The trampolines should do the minimum necessary to transfer control from the hardware vector to the VSR
pointed to by the matching table entry. Exactly how this is done depends on the architecture. Usually the
trampoline needs to get some working registers by either saving them to CPU special registers (e.g. PowerPC
SPRs), using reserved general registers (MIPS KO and K1), using only memory based operations (IA32),
or just jumping directly (ARM). The VSR table index to be used is either implicit in the entry point taken
(PowerPC, IA32, ARM), or must be determined from a CPU register (MIPS).

Write kernel startup code. This is the location the reset vector jumps to, and can be in the main text section
of the executable, rather than a special section. The code here should first initialize the CPU and other
hardware subsystems. The best approach is to use a set of macro calls that are defineceitties in or
overridden in the variant or platform HALs. Other jobs that this code should do are: initialize stack pointer;
copy the data section from ROM to RAM if necessary; zero the BSS; call variant and platform initializers;
call cyg_hal_invoke_constructors() ; call initialize_stub() if necessary. Finally it should call
cyg_start() . Seethe Section calletHAL Startupin Chapter Sor details.

Write the default exception VSR. This VSR is installed in the VSR table for all synchronous exception
vectors. Se¢he Section calledefault Synchronous Exception HandlimgChapter Sfor details of what
this VSR does.

Write the default interrupt VSR. This is installed in all VSR table entries that correspond to external inter-
rupts. Seehe Section calle®efault Synchronous Exception HandlimgChapter Sor details of what this
VSR does.

Write hal_interrupt_stack_call_pending_dsrs() . If this function is defined imal_arch.h  then it

should appear here. The purpose of this function is to call DSRs on the interrupt stack rather than the current
thread’s stack. This is not an essential feature, and may be left until later. However it interacts with the stack
switching that goes on in the interrupt VSR, so it may make sense to write these pieces of code at the same
time to ensure consistency.

When this function is implemented it should do the following:

. Take a copy of the current SP and then switch to the interrupt stack.

- Save the old SP, together with the CPU status register (or whatever register contains the interrupt enable
status) and any other registers that may be corrupted by a function call (such as any link register) to
locations in the interrupt stack.

Enable interrupts.

. Callcyg_interrupt_call_pending_DSRs() . This is a kernel functions that actually calls any pending
DSRs.

Retrieve saved registers from the interrupt stack and switch back to the current thread stack.
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Merge the interrupt enable state recorded in the save CPU status register with the current value of the sta-
tus register to restore the previous enable state. If the status register does not contain any other persistent
state then this can be a simple restore of the register. However if the register contains other state bits that
might have been changed by a DSR, then care must be taken not to disturb these.

Define any data items needed. TypicaMgtors.S may contain definitions for the VSR table, the interrupt
tables and the interrupt stack. Sometimes these are only default definitions that may be overridden by the
variant or platform HALSs.

7. Write context.S . This file contains the context switch code. $fse Section calledhread Context Switching
in Chapter 4for details of how these functions operate. This file may also contain the implementation of
hal_setjmp() andhal_longjmp()

8. Write hal_misc.c . This file contains any C data and functions needed by the HAL. These might include:

hal_interrupt_*[] . In some HALs, if these arrays are not definedvétors.S  then they must be
defined here.

cyg_hal_exception_handler() . This function is called from the exception VSR. It usually does extra
decoding of the exception and invokes any special handlers for things like FPU traps, bus errors or memory
exceptions. If there is nothing special to be done for an exception, then it either calls into the GDB stubs, by
calling __handle_exception() , or invokes the kernel by callingyg_hal_deliver_exception()

hal_arch_default_isr() . Thehal_interrupt_handlers]] array is usually initialized with pointers
to hal_default_isr() , Which is defined in the common HAL. This function handles things like Ctrl-C
processing, but if that is not relevant, then it will ciadll_arch_default_isr() . Normally this function
should just return zero.

cyg_hal_invoke_constructors() . This calls the constructors for all static objects before the program
starts. eCos relies on these being called in the correct order for it to function correctly. The exact way
in which constructors are handled may differ between architectures, although most use a simple table of
function pointers between labelsCTOR_LIST__ and__CTOR_END_ which must called in order from the

top down. Generally, this function can be copied directly from an existing architecture HAL.

Bit indexing functions. If the macrasAL_LSBIT_INDEX() andHAL_MSBIT_INDEX() are defined as func-

tion calls, then the functions should appear here. The main reason for doing this is that the architecture does
not have support for bit indexing and these functions must provide the functionality by conventional means.
While the trivial implementation is a simple for loop, it is expensive and non-deterministic. Better, constant
time, implementations can be found in several HALs (MIPS for example).

hal_delay_us() . If the macroHAL_DELAY_US() is defined inhal_intr.h then it should be defined

to call this function. While most of the time this function is called with very small values, occasionally
(particularly in some ethernet drivers) it is called with values of several seconds. Hence the function should
take care to avoid overflow in any calculations.

hal_idle_thread_action() . This function is «called from the idle thread via the
HAL_IDLE_THREAD_ACTION() macro, if so defined. While normally this function does nothing, during
development this is often a good place to report various important system parameters on LCDs, LED or
other displays. This function can also monitor system state and report any anomalies. If the architecture
supports aalt instruction then this is a good place to put an inline assembly fragment to execute it. It is
also a good place to handle any power saving activity.
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9.

10.

Create thecarchitecture  >.Id file. While this file may need to be moved to the variant HAL in the future,
it should initially be defined here, and only moved if necessary.

This file defines a set of macros that are used by the platfeiim files to generate linker scripts. Most
GCC toolchains are very similar so the correct approach is to copy the file from an existing architecture and
edit it. The main things that will need editing are theTPUT_FORMAT(directive and maybe the creation or
allocation of extra sections to various macros. Running the target linker with juséigose  argument

will cause it to output its default linker script. This can be compared withithefile and appropriate edits
made.

If GDB stubs are to be supported in RedBoot or eCos, then support must be included for these. The most
important of these areclude/  <architecture ~ >-stub.h  andsrc/ <architecture ~ >-stub.c . Inall ex-

isting architecture HALSs these files, and any support files they need, have been derived from files supplied in
libgloss , as part of the GDB toolchain package. If this is a totally new architecture, this may not have been
done, and they must be created from scratch.

include/  <architecture ~ >-stub.h  contains definitions that are used by the GDB stubs to describe the
size, type, number and names of CPU registers. This information is usually found in the GDB support files for
the architecture. It also contains prototypes for the functions exportaecby<architecture ~ >-stub.c
however, since this is common to all architectures, it can be copied from some other HAL.

src/ <architecture  >-stub.c  implements the functions exported by the header. Most of this is fairly
straight forward: the implementation in existing HALs should show exactly what needs to be done. The only
complex part is the support for single-stepping. This is used a lot by GDB, so it cannot be avoided. If the
architecture has support for a trace or single-step trap then that can be used for this purpose. If it does not
then this must be simulated by planting a breakpoint in the next instruction. This can be quite involved since
it requires some analysis of the current instruction plus the state of the CPU to determine where execution is
going to go next.

CDL Requirements

The CDL needed for any particular architecture HAL depends to a large extent on the needs of that architecture.
This includes issues such as support for different variants, use of FPUs, MMUs and caches. The exact split between
the architecture, variant and platform HALSs for various features is also somewhat fluid.

To give a rough idea about how the CDL for an architecture is structured, we will take as an example the 1386

CDL.

This first section introduces the CDL package and placed it under the main HAL package. Include files from
this package will be put in thiclude/cyg/hal directory, and definitions from this file will be placed in
include/pkgconf/hal_i386.h . Thecompile line specifies the files in thec directory that are to be com-

piled as part of this package.

cdl_package CYGPKG_HAL_I386 {

display "i386 architecture"
parent CYGPKG_HAL
hardware
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include_dir  cyg/hal

define_header hal_i386.h

description
The 386 architecture HAL package provides generic
support for this processor architecture. It is also
necessary to select a specific target platform HAL
package."

compile hal_misc.c context.S i386_stub.c hal_syscall.c

Next we need to generate some files using non-standard make rules. TheséiegirisS , which is not put into

the library, but linked explicitly with all applications. The second is the generation ofatbet.ld file from
i386.ld and the startup-selecteldi file. Both of these are essentially boilerplate code that can be copied and
edited.

make {
<PREFIX>/lib/vectors.o : <PACKAGE/src/vectors.S
$(CC) -Wp,-MD,vectors.tmp $(INCLUDE_PATH) $(CFLAGS) ¢ -0 $@ $ <
@echo $@ " \" > $(notdir $@).deps
@tail +2 vectors.tmp >> $(notdir $@).deps
@echo >> $(notdir $@).deps
@rm vectors.tmp

}
make {
<PREFIX>/lib/target.Id: <PACKAGE/srcl/i386.Id
$(CC) -E -P -Wp,-MD,target.tmp -DEXTRAS=1 -xc $(INCLUDE_PATH) $(CFLAGS) -0 $@ $ <
@echo $@ " \" > $(notdir $@).deps
@tail +2 target.tmp >> $(notdir $@).deps
@echo >> $(notdir $@).deps
@rm target.tmp
}

The i386 is currently the only architecture that supports SMP. The following CDL simply enabled the HAL SMP
support if required. Generally this will get enabled as a resultedaires  statement in the kernel. Thequires
statement here turns off lazy FPU switching in the FPU support code, since it is inconsistent with SMP operation.

cdl_component CYGPKG_HAL_SMP_SUPPORT {
display "SMP support"
default_value 0
requires { CYGHWR_HAL_1386_FPU_SWITCH_LAZY == 0 }

cdl_option CYGPKG_HAL_SMP_CPU_MAX {
display "Max number of CPUs supported”
flavor data
default_value 2

}

The i386 HAL has optional FPU support, which is enabled by default. It can be disabled to improve system
performance. There are two FPU support options: either to save and restore the FPU state on every context switch,
or to only switch the FPU state when necessary.
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cdl_component CYGHWR_HAL_I1386_FPU {
display "Enable 1386 FPU support"
default_value 1
description "This component enables support for the
1386 floating point unit."

cdl_option CYGHWR_HAL _1386_FPU_SWITCH_LAZY {
display "Use lazy FPU state switching"
flavor bool
default_value 1
description "
This option enables lazy FPU state switching.
The default behaviour for eCos is to save and
restore FPU state on every thread switch, interrupt
and exception. While simple and deterministic, this
approach can be expensive if the FPU is not used by
all threads. The alternative, enabled by this option,
is to use hardware features that allow the FPU state
of a thread to be left in the FPU after it has been
descheduled, and to allow the state to be switched to
a new thread only if it actually uses the FPU. Where
only one or two threads use the FPU this can avoid a
lot of unnecessary state switching."

}

The i386 HAL also has support for different classes of CPU. In particular, Pentium class CPUs have extra func-
tional units, and some variants of GDB expect more registers to be reported. These options enable these features.
Generally these are enabledieyuires  statements in variant or platform packages, aeém files.

cdl_component CYGHWR_HAL_1386_PENTIUM {
display "Enable Pentium class CPU features"
default_value 0
description "This component enables support for various
features of Pentium class CPUs."

cdl_option CYGHWR_HAL_1386_PENTIUM_SSE {
display "Save/Restore SSE registers on context switch"
flavor bool
default_value 0

description "
This option enables SSE state switching. The default
behaviour for eCos is to ignore the SSE registers.
Enabling this option adds SSE state information to
every thread context."

}

cdl_option CYGHWR_HAL_1386_PENTIUM_GDB_REGS {
display "Support extra Pentium registers in GDB stub"
flavor bool
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default_value 0

description "
This option enables support for extra Pentium registers

in the GDB stub. These are registers such as CRO-CR4, and
all MSRs. Not all GDBs support these registers, so the

default behaviour for eCos is to not include them in the
GDB stub support code."

}
}

In the i386 HALS, the linker script is provided by the architecture HAL. In other HALS, for example MIPS, it is
provided in the variant HAL. The following option provides the name of the linker script to other elements in the

configuration system.

cdl_option CYGBLD_LINKER_SCRIPT {
display "Linker script"
flavor data

no_define
calculated { "src/i386.1d" }

}

Finally, this interface indicates whether the platform supplied an implementation of the
hal_i386_mem_real_region_top() function. If it does then it will contain a line of the fornimplements
CYGINT_HAL_I1386_MEM_REAL_REGION_TQPThis allows packages such as RedBoot to detect the presence of

this function so that they may call it.

cdl_interface CYGINT_HAL_I386_MEM_REAL_REGION_TOP {
display "Implementations of hal_i386_mem_real_region_top()"

}
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Chapter 7. Future developments

The HAL is not complete, and will evolve and increase over time. Among the intended developments are:

- Common macros for interpreting the contents of a saved machine context. These would allow portable code,
such as debug stubs, to extract such values as the program counter and stack pointer from a state without having
to interpret a HAL_SavedRegisters structure directly.

- Debugging support. Macros to set and clear hardware and software breakpoints. Access to other areas of machine
state may also be supported.

- Static initialization support. The current HAL provides a dynamic interface to things like thread context initial-
ization and ISR attachment. We also need to be able to define the system entirely statically so that it is ready to
go on restart, without needing to run code. This will require extra macros to define these initializations. Such
support may have a consequential effect on the current HAL specification.

« CPU state control. Many CPUs have both kernel and user states. Although it is not intended to run any code in
user state for the foreseeable future, it is possible that this may happen eventually. If this is the case, then some
minor changes may be needed to the current HAL API to accommodate this. These should mostly be extensions,
but minor changes in semantics may also be required.

- Physical memory management. Many embedded systems have multiple memory areas with varying properties
such as base address, size, speed, bus width, cacheability and persistence. An API is needed to support the
discovery of this information about the machine’s physical memory map.

« Memory management control. Some embedded processors have a memory management unit. In some cases
this must be enabled to allow the cache to be controlled, particularly if different regions of memory must have
different caching properties. For some purposes, in some systems, it will be useful to manipulate the MMU
settings dynamically.

- Power management. Macros to access and control any power management mechanisms available on the CPU im-
plementation. These would provide a substrate for a more general power management system that also involved
device drivers and other hardware components.

+ Generic serial line macros. Most serial line devices operate in the same way, the only real differences being
exactly which bits in which registers perform the standard functions. It should be possible to develop a set
of HAL macros that provide basic serial line services such as baud rate setting, enabling interrupts, polling for
transmit or receive ready, transmitting and receiving data etc. Given these it should be possible to create a generic
serial line device driver that will allow rapid bootstrapping on any new platform. It may be possible to extend
this mechanism to other device types.
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Chapter 8. C and math library overview

eCosprovides compatibility with the ISO 9899:1990 specification for the standard C library, which is essentially
the same as the better-known ANSI C3.159-1989 specification (C-89).

There are three aspects of this compatibility suppliedeBps First there is &C library which implements the
functions defined by the ISO standard, except for the mathematical functions. This is provided by the eCos C
library packages.

TheneCosprovides a math library, which implements the mathematical functions from the ISO C library. This
distinction between C and math libraries is frequently drawn — most standard C library implementations provide
separate linkable files for the two, and the math library contains all the functions fromathhé header file.

There is a third element to the 1ISO C library, which is the environment in which applications run when they use
the standard C library. This environment is set up by the C library startup procedar8dction callec library

startup and it provides (among other thingsyrain() entry point function, arexit()  function that does the
cleanup required by the standard (including handlers registered usiagth@  function), and an environment

that can be read witfietenv()

The description in this manual focuses on #@osspecific aspects of the C library (mostly relatedet©oss
configurability) as well as mentioning the omissions from the standard in this release. We do not attempt to define
the semantics of each function, since that information can be found in the ISO, ANSI, POSIX and IEEE standards,
and the many good books that have been written about the standard C library, that cover usage of these functions
in a more general and useful way.

Included non-ISO functions

The following functions from the POSIX specification are included for convenience:
extern char **  environvariable (for setting up the environment for use wjthenv() )
_exit()

strtok_r()

rand_r()

asctime_r()

ctime_r()

localtime_r()

gmtime_r()

eCosprovides the following additional implementation-specific functions within the standard C library to adjust
the date and time settings:

void cyg_libc_time_setdst (
cyg_libc_time_dst state

)i
This function sets the state of Daylight Savings Time. The values for state are:

CYG_LIBC_TIME_DSTNA  unknown
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CYG_LIBC_TIME_DSTOFF  off
CYG_LIBC_TIME_DSTON  on

void cyg_libc_time_setzoneoffsets (
time_t stdoffset, time_t dstoffset

):

This function sets the offsets from UTC used when Daylight Savings Time is enabled or disabled. The offsets are
in time_t's, which are seconds in the current inplementation.

Cyg_libc_time_dst cyg_libc_time_getzoneoffsets (
time_t *stdoffset, time_t *dstoffset

):

This function retrieves the current setting for Daylight Savings Time along with the offsets used for both STD and
DST. The offsets are both in time_t's, which are seconds in the current implementation.

cyg_bool cyg_libc_time_settime (
time_t utctime

);

This function sets the current time for the system The time is specified as a time_t in UTC. It returns non-zero on
error.

Math library compatibility modes

90

This math library is capable of being operated in several different compatibility modes. These options deal solely
with how errors are handled.

There are 4 compatibility modes: ANSI/POSIX 1003.1; IEEE-754; X/Open Portability Guide issue 3 (XPG3); and
System V Interface Definition Edition 3.

In IEEE mode, thenatherr()  function (see below) is never called, no warning messages are printed on the stderr
output stream, and errno is never set.

In ANSI/POSIX mode, errno is set correctly, buatherr()  is never called and no warning messages are printed
on the stderr output stream.

In X/Open mode, errno is set correctigatherr()  is called, but no warning messages are printed on the stderr
output stream.

In SVID mode, functions which overflow return a value HUGE (defineahdith.h ), which is the maximum single
precision floating point value (as opposed to HUGE_VAL which is meant to stand for infinity). errno is set correctly
andmatherr()  is called. Ifmatherr()  returns 0, warning messages are printed on the stderr output stream for
some errors.

The mode can be compiled-in as IEEE-only, or any one of the above methods settable at run-time.

Note: This math library assumes that the hardware (or software floating point emulation) supports IEEE-754
style arithmetic, 32-bit 2's complement integer arithmetic, doubles are in 64-bit IEEE-754 format.
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matherr()
As mentioned above, in X/Open or SVID modes, the user can supply a fumcdibarr()  of the form:

int  matherr ( struct exception *e )

where struct exception is defined as:
struct exception {

int type;

char *name;

double argl, arg2, retval;

2

type is the exception type and is one of:

DOMAIN

argument domain exception

SING

argument singularity

OVERFLOW

overflow range exception

UNDERFLOW

underflow range exception

TLOSS

total loss of significance

PLOSS
partial loss of significance
nameis a string containing the name of the function
argl andarg2 are the arguments passed to the function

retval s the default value that will be returned by the function, and can be changedttwr()

Note: matherr must have “C” linkage, not “C++" linkage.

If matherr returns zero, or the user doesn'’t supply their own matherr, then the folloairadiyhappens in SVID
mode:

Table 8-1. Behavior of math exception handling

Type Behavior
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Type Behavior

DOMAIN 0.0 returned, errno=EDOM, and a message printed|on
stderr

SING HUGE of appropriate sign is returned, errno=EDOM,
and a message is printed on stderr

OVERFLOW HUGE of appropriate sign is returned, and
errno=ERANGE

UNDERFLOW 0.0 is returned and errno=ERANGE

TLOSS 0.0 is returned, errno=ERANGE, and a message is
printed on stderr

PLOSS The current implementation doesn't return this type

X/Open mode is similar except that the message is not printed on stderr and HUGE_VAL is used in place of HUGE

Thread-safety and re-entrancy

With the appropriate configuration options set below, the math library is fully thread-safe if:

- Depending on the compatibility mode, the setting of the errno variable from the C library is thread-safe

- Depending on the compatibility mode, sending error messages to the stderr output stream using the C library
fouts()  function is thread-safe

« Depending on the compatibility mode, the user-supphiatherr()  function and anything it depends on are
thread-safe

In addition, with the exception of thgamma*() andigamma*() functions, the math library is reentrant (and thus
safe to use from interrupt handlers) if the Math library is always in IEEE mode.

Some implementation details

92

Here are some details about the implementation which might be interesting, although they do not affect the ISO-
defined semantics of the library.

- It is possible to configureCosto have the standard C library without the kernel. You might want to do this to
use less memory.

« The opaque type returned lajock() is called clock_t, and is implemented as a 64 bit integer. The value
returned byclock()  is only correct if the kernel is configured with real-time clock support, as determined by
the CYGVAR_KERNEL_COUNTERS_CLOCK configuration optionkigrnel.h

- The FILE type is not implemented as a structure, but rather as a CYG_ADDRESS.

« The GNU C compiler will replace its owbuilt-in implementations instead of calls to some C library functions.
This can be turned off with thefno-builtin option. But it is recommended for normal use to leave compiler
builtins enabled. The functions affected by this are described in the documentation associated with the particular
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GNU compiler version you are using, but include at least() , cos() , fabs() ,labs() , memcmp() ,
memcpy() ,sin() ,sqrt() ,stremp() , strepy() , andstrlen()

- memcpy() andmemset() are located in the infrastructure package, not in the C library package. This is because
the compiler calls these functions, and the kernel needs to resolve them even if the C library is not configured.

« Error codes such as EDOM and ERANGE, as webltasror() , are implemented in therror package. The
error package is separate from the rest of the C and math libraries so that thea€sisofin use these error
handling facilities even if the C library is not configured.

« The memory allocation packagerGPKG_MEMALLGEresponsible for providing the various heap management
functions such amalloc() , free() |, etc.

+ Signals, as implemented Bysignal.h >, are guaranteed to work correctly if raised usingrttiee() ~ function
from a normal working program context. Using signals from within an ISR or DSR context is not expected to
work. Also, it is not guaranteed that if CYGSEM_LIBC_SIGNALS HWEXCEPTIONS is set, that handling a
signal usingsignal()  will necessarily catch that form of exception. For example, it may be expected that a
divide-by-zero error would be caught by handlisigsFPE. However it depends on the underlying HAL imple-
mentation to implement the required hardware exception. And indeed the hardware itself may not be capable of
detecting these exceptions so it may not be possible for the HAL implementer to do this in any case. Despite this
lack of guarantees in this respect, the signals implementation is still ISO C compliant since ISO C does not offer
any such guarantees either.

« If you include the POSIX compatibility layer in your configuration, by default it will present a conflict if the C
library signals implementation is also present. Only one signals implementation may be present.

« Thegetenv() function is implemented (unless the CYGPKG_LIBC_ENVIRONMENT configuration option is
turned off), but there is no shell putenv()  function to set the environment dynamically. The environment is
set in a global variable environ, declared as:

extern char **environ; // Standard environment definition

The environment can be statically initialized at startup time using the CYG-
DAT_LIBC_DEFAULT_ENVIRONMENT option. If so, remember that the final entry of the array initializer
must be NULL.

Here is a minimaleCos program which demonstrates the use of environments (see also the test case in
language/c/libc/ VERSIONtests/stdlib/getenv.c ):

#include <stdio.h >
#include <stdlib.h > // Main header for stdlib functions

extern char **environ; // Standard environment definition

int

main( int argc, char *argv[] )
{

char *str;

char *env[] = { "PATH=/usr/local/bin:/usr/bin",
"HOME=/home/fred",

"TEST=1234=5678",

"home=hatstand",

NULL };
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printf("Display the current PATH environment variable\n");
environ = (char **)&env;
str = getenv("PATH");

if (str==NULL) {

printf("The current PATH is unset\n");

} else {

printf("The current PATH is \"%s\"\n", str);

}

return 0O;

Thread safety

The I1SO C library has configuration options that control thread safety, i.e. working behavior if multiple threads call
the same function at the same time.

The following functionality has to be configured correctly, or used carefully in a multi-threaded environment:

« mblen()

« mbtowc()

« wctomb()

- printf() (and all standard 1/O functions except fqrintf() andsscanf()
- strtok()

- rand() andsrand()

- signal()  andraise()

. asctime() ,ctime() ,gmtime() , andlocaltime()
+ theerrno variable

« theenviron variable

- date and time settings

In some cases, to malkeCosdevelopment easier, functions are provided (as specified by POSIX 1003.1) that
define re-entrant alternatives, i.eand_r() , strtok_r() , asctime_r() , ctime_r() , gmtime_r() , and
localtime_r() . In other cases, configuration options are provided that control either locking of functions or
their shared data, such as with standard 1/O streams, or by using per-thread data, such asmith thariable.

In some other cases, like the setting of date and time, no re-entrant or thread-safe alternative or configuration is
provided as it is simply not a worthwhile addition (date and time should rarely need to be set.)
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C library startup
The C library includes a function declared as:
void cyg_iso_c_start ( void )

This function is used to start an environment in which an ISO C style program can run in the most compatible way.

What this function does is to create a thread which will invakén() — normally considered a program'’s entry
point. In particular, it can supply argumentsnbain() using the CYGDAT _LIBC_ARGUMENTS configuration
option, and when returning fromain() , or callingexit) , pending stdio file output is flushed and any functions
registered withatexit()  are invoked. This is all compliant with the ISO C standard in this respect.

This thread starts execution when #@osscheduler is started. If theCoskernel package is not available (and
hence there is no scheduler), theiy_iso_c_start() will invoke themain() function directly, i.e. it will not
return until themain() function returns.

Themain() function should be defined as the following, and if defined intatfile, should have “C” linkage:

extern int main (
int argc,
char * argv[]] )

The thread that is started loyg_iso_c_start() can be manipulated directly, if you wish. For example you can
suspend it. The kernel C API needs a handle to do this, which is available by including the following in your source
code.

extern cyg_handle_t cyg_libc_main_thread,;

Then for example, you can suspend the thread with the line:

cyg_thread_suspend( cyg_libc_main_thread );

If you call cyg_iso_c_start() and do not provide your owmain() function, the system will provide main()
for you which will simply return immediately.
In the default configuratiortyg_iso_c_start() is invoked automatically by theyg_package_start() func-
tion in the infrastructure configuration. This means that in the simplest case, your program can indeed consist of
simply:
int main( int argc, char *argv[] )
{
printf("Hello eCos\n");
}
If you override cyg_package_start() or cyg_start() , or disable the infrastructure configuration option

CYGSEM_START_ISO_C_COMPATIBILITY then you must ensure that you eall iso_c_start() yourself
if you want to be able to have your program start at the entry poiniadf() automatically.
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Chapter 9. Introduction

The I/O package is designed as a general purpose framework for supporting device drivers. This includes all classes
of drivers from simple serial to networking stacks and beyond.

Components of the I/0O package, such as device drivers, are configured into the system just like all other compo-
nents. Additionally, end users may add their own drivers to this set.

While the set of drivers (and the devices they represent) may be considered static, they must be accessed via an
opaque “handle”. Each device in the system has a unique name anghthe lookup() function is used to

map that name onto the handle for the device. This “hiding” of the device implementation allows for generic,
named devices, as well as more flexibility. Also, tiyg_io_lookup() function provides drivers the opportunity

to initialize the device when usage actually starts.

All devices have a name. The standard provided devices use names suthevasnsole” and
“/dev/serial0” , Where the/dev/”  prefix indicates that this is the name of a device.

The entire I/O package API, as well as the standard set of provided drivers, is written in C.

Basic functions are provided to send data to and receive data from a device. The details of how this is done is left to
the device [class] itself. For example, writing data to a block device like a disk drive may have different semantics
than writing to a serial port.

Additional functions are provided to manipulate the state of the driver and/or the actual device. These functions
are, by design, quite specific to the actual driver.

This driver model supports layering; in other words, a device may actually be created “on top of” another device.
For example, the “tty” (terminal-like) devices are built on top of simple serial devices. The upper layer then has the
flexibility to add features and functions not found at the lower layers. In this case the “tty” device provides for line
buffering and editing not available from the simple serial drivers.

Some drivers will support visibility of the layers they depend upon. The “tty” driver allows information about the
actual serial device to be manipulated by passing get/set config calls that use a serial driver “key” down to the serial
driver itself.
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All functions, exceptyg_io_lookup() require an 1/0 “handle”.

All functions return a value of the type Cyg_ErrNo. If an error condition is detected, this value will be negative and
the absolute value indicates the actual error, as specifigd/faror/codes.h . The only other legal return value

will be ENOERRAII other function arguments are pointers (references). This allows the drivers to pass information
efficiently, both into and out of the driver. The most striking example of this is the “length” value passed to the
read and write functions. This parameter contains the desired length of data on input to the function and the actual
transferred length on return.

/I Lookup a device and return its handle
Cyg_ErrNo cyg_io_lookup  (
const char  *name,
cyg_io_handle_t *handle )

This function maps a device nhame onto an appropriate handle. If the named device is not in the system, then the
error-ENOENTIS returned. If the device is found, then the handle for the device is returned by way of the handle
pointer*handle

/I Write data to a device

Cyg_ErrNo cyg_io_write  (
cyg_io_handle_t handle ,
const void  *buf ,
cyg_uint32  *len )

This function sends data to a device. The size of data to send is contaitied inand the actual size sent will be
returned in the same place.

/I Read data from a device
Cyg_ErrNo cyg_io_read (
cyg_io_handle_t handle ,
void *buf ,
cyg_uint32  *len )

This function receives data from a device. The desired size of data to receive is contdileed iand the actual
size obtained will be returned in the same place.

/I Get the configuration of a device
Cyg_ErrNo cyg_io_get_config (
cyg_io_handle_t handle ,
cyg_uint32  key,
void * buf ,
cyg_uint32 *  len )

This function is used to obtain run-time configuration about a device. The type of information retrieved is specified
by thekey . The data will be returned in the given buffer. The value*leh should contain the amount of
data requested, which must be at least as large as the size appropriate to the selected key. The actual size of
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data retrieved is placed in*len . The appropriate key values differ for each driver and are all listed in the file
<cygl/io/config_keys.h >.

/I Change the configuration of a device
Cyg_ErrNo cyg_io_set_config (
cyg_io_handle_t handle ,
cyg_uint32  key,
const void  *buf ,
cyg_uint32  *len )

This function is used to manipulate or change the run-time configuration of a device. The type of information is
specified by theékey . The data will be obtained from the given buffer. The valugleh should contain the
amount of data provided, which must match the size appropriate to the selected key. The appropriate key values
differ for each driver and are all listed in the fit&yg/io/config_keys.h >.
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Two different classes of serial drivers are provided as a standard part of the eCos system. These are described as
“raw serial” (serial) and “tty-like” (tty).

Raw Serial Driver

Use the include filezcyglio/serialio.h > for this driver.

The raw serial driver is capable of sending and receiving blocks of raw data to a serial device. Controls are provided
to configure the actual hardware, but there is no manipulation of the data by this driver.

There may be many instances of this driver in a given system, one for each serial channel. Each channel corresponds
to a physical device and there will typically be a device module created for this purpose. The device modules
themselves are configurable, allowing specification of the actual hardware details, as well as such details as whether
the channel should be buffered by the serial driver, etc.

Runtime Configuration

Runtime configuration is achieved by exchanging data structures with the driver \dggthe set_config()
andcyg_io_get_config() functions.

typedef struct {
cyg_serial_baud_rate_t baud;
cyg_serial_stop_bits_t stop;
cyg_serial_parity_t parity;
cyg_serial_word_length_t word_length;
cyg_uint32 flags;

} cyg_serial_info_t;

The fieldword_length  contains the number of data bits per word (character). This must be one of the values:

CYGNUM_SERIAL_WORD_LENGTH_5
CYGNUM_SERIAL_WORD_LENGTH_6
CYGNUM_SERIAL_WORD_LENGTH_7
CYGNUM_SERIAL_WORD_LENGTH_8

The fieldbaud contains a baud rate selection. This must be one of the values:

CYGNUM_SERIAL_BAUD_50
CYGNUM_SERIAL_BAUD_75
CYGNUM_SERIAL_BAUD_110
CYGNUM_SERIAL_BAUD_134 5
CYGNUM_SERIAL_BAUD_150
CYGNUM_SERIAL_BAUD_200
CYGNUM_SERIAL_BAUD_300
CYGNUM_SERIAL_BAUD_600
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CYGNUM_SERIAL_BAUD_1200
CYGNUM_SERIAL_BAUD_1800
CYGNUM_SERIAL_BAUD_2400
CYGNUM_SERIAL_BAUD_3600
CYGNUM_SERIAL_BAUD_4800
CYGNUM_SERIAL_BAUD_7200
CYGNUM_SERIAL_BAUD_9600
CYGNUM_SERIAL_BAUD_14400
CYGNUM_SERIAL_BAUD_19200
CYGNUM_SERIAL_BAUD_38400
CYGNUM_SERIAL_BAUD_57600
CYGNUM_SERIAL_BAUD_115200
CYGNUM_SERIAL_BAUD_234000

The fieldstop contains the number of stop bits. This must be one of the values:

CYGNUM_SERIAL_STOP_1
CYGNUM_SERIAL_STOP_1 5
CYGNUM_SERIAL_STOP_2

Note: On most hardware, a selection of 1.5 stop bits is only valid if the word (character) length is 5.

The fieldparity  contains the parity mode. This must be one of the values:

CYGNUM_SERIAL_PARITY_NONE
CYGNUM_SERIAL_PARITY_EVEN
CYGNUM_SERIAL_PARITY_ODD
CYGNUM_SERIAL_PARITY_MARK
CYGNUM_SERIAL_PARITY_SPACE

The fieldflags is a bitmask which controls the behavior of the serial device driver. It should be built from the
valuesCYG_SERIAL_FLAGS_ xxxdefined below:

#define CYG_SERIAL_FLAGS_RTSCTS 0x0001

If this bit is set then the port is placed in “hardware handshake” mode. In this mode, the CTS and RTS pins control
when data is allowed to be sent/received at the port. This bit is ignored if the hardware does not support this level
of handshake.

typedef struct {
cyg_int32 rx_bufsize;
cyg_int32 rx_count;
cyg_int32 tx_bufsize;
cyg_int32 tx_count;

} cyg_serial_buf_info_t;

The fieldrx_bufsize  contains the total size of the incoming data buffer. This is set to zero on devices that do
not support buffering (i.e. polled devices).

The fieldrx_count  contains the number of bytes currently occupied in the incoming data buffer. This is set to
zero on devices that do not support buffering (i.e. polled devices).
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The fieldtx_bufsize  contains the total size of the transmit data buffer. This is set to zero on devices that do not
support buffering (i.e. polled devices).

The fieldtx_count contains the number of bytes currently occupied in the transmit data buffer. This is set to
zero on devices that do not support buffering (i.e. polled devices).

API Details

cyg_io_write
cyg_io_write(handle, buf, len)

Send the data frorhuf to the device. The driver maintains a buffer to hold the data. The size of the intermediate
buffer is configurable within the interface module. The data is not modified at all while it is being buffered. On
return,*len contains the amount of characters actually consumed .

Itis possible to configure the write call to be blocking (default) or non-blocking. Non-blocking mode requires both
the configuration optiol©YGOPT_IO_SERIAL_SUPPORT_NONBLOCKIKGbe enabled, and the specific device to
be set to nhon-blocking mode for writes (s8€_io_set_config() ).

In blocking mode, the call will not return until there is space in the buffer and the entire contdntf dfave been
consumed.

In non-blocking mode, as much as possible gets consumeddudmIf everything was consumed, the call returns
ENOERRIf only part of thebuf contents was consume@AGAIN is returned and the caller must try again. On
return,*len contains the number of characters actually consumed .

The call can also returEINTR if interrupted via thecyg_io_get_config() /ABORTkey.

cyg_io_read
cyg_io_read(handle, buf, len)

Receive data into the buffdouf , from the device. No manipulation of the data is performed before being trans-
ferred. An interrupt driven interface module will support data arriving when no read is pending by buffering the
data in the serial driver. Again, this buffering is completely configurable. On retiem, contains the number of
characters actually received.

It is possible to configure the read call to be blocking (default) or non-blocking. Non-blocking mode requires both
the configuration optioltYGOPT_IO_SERIAL_SUPPORT_NONBLOCKIK®be enabled, and the specific device to
be set to non-blocking mode for reads (sgg io_set_config() ).

In blocking mode, the call will not return until the requested amount of data has been read.

In non-blocking mode, data waiting in the device buffer is copiebolib, and the call returns immediately. If there

was enough data in the buffer to fulfill the requENOERRS returned. If only part of the request could be fulfilled,
-EAGAIN is returned and the caller must try again. On retdlen contains the number of characters actually
received.

The call can also returEINTR if interrupted via thecyg_io_get_config() /ABORTkey.
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cyg_io_get_config
cyg_io_get_config(handle, key, buf, len)

This function returns current [runtime] information about the device and/or driver.

CYG_IO_GET_CONFIG_SERIAL_INFO

Buf type:
cyg_serial_info_t
Function:

This function retrieves the current state of the driver and hardware. This information contains fields for

hardware baud rate, number of stop bits, and parity mode. It also includes a set of flags that control the
port, such as hardware flow control.

CYG_IO_GET_CONFIG_SERIAL_BUFFER_INFO

Buf type:
cyg_serial_buf_info_t
Function:

This function retrieves the current state of the software buffers in the serial drivers. For both receive and
transmit buffers it returns the total buffer size and the current number of bytes occupied in the buffer. It

does not take into account any buffering such as FIFOs or holding registers that the serial device itself
may have.

CYG_IO_GET_CONFIG_SERIAL_OUTPUT_DRAIN

Buf type:
void *
Function:

This function waits for any buffered output to complete. This function only completes when there is no
more data remaining to be sent to the device.
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CYG_IO_GET_CONFIG_SERIAL_OUTPUT_FLUSH

Buf type:

void *

Function:

This function discards any buffered output for the device.

CYG_IO_GET_CONFIG_SERIAL_INPUT_DRAIN

Buf type:

void *

Function:

This function discards any buffered input for the device.

CYG_IO_GET_CONFIG_SERIAL_ABORT

Buf type:

void*

Function:

This function will cause any pending read or write calls on this device to return-BABORT.

CYG_IO_GET_CONFIG_SERIAL_READ_BLOCKING

Buf type:
cyg_uint32 (values 0 or 1)

Function:

This function will read back the blocking-mode setting for read calls on this device. This call is only
available if the configuration optioBYGOPT_IO_SERIAL_SUPPORT_NONBLOCKI@ENnabled.
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CYG_IO_GET_CONFIG_SERIAL_WRITE_BLOCKING

Buf type:
cyg_uint32 (values 0 or 1)

Function:

This function will read back the blocking-mode setting for write calls on this device. This call is only
available if the configuration optioDYGOPT_IO_SERIAL_SUPPORT_NONBLOCKIM@ENnabled.

cyg_io_set_config
cyg_io_set_config(handle, key, buf,len)

This function is used to update or change runtime configuration of a port.

CYG_IO_SET_CONFIG_SERIAL_INFO

Buf type:

cyg_serial_info_t

Function:

This function updates the information for the driver and hardware. The information contains fields for
hardware baud rate, number of stop bits, and parity mode. It also includes a set of flags that control the
port, such as hardware flow control.

CYG_IO_SET_CONFIG_SERIAL_READ_BLOCKING

Buf type:
cyg_uint32 (values 0 or 1)

Function:

This function will set the blocking-mode for read calls on this device. This call is only available if the
configuration optiolCYGOPT_IO_SERIAL_SUPPORT_NONBLOCKIiGEnabled.
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CYG_IO_SET_CONFIG_SERIAL_WRITE_BLOCKING

Buf type:
cyg_uint32 (values 0 or 1)

Function:

This function will set the blocking-mode for write calls on this device. This call is only available if the
configuration optiolCYGOPT_IO_SERIAL_SUPPORT_NONBLOCKI&Enabled.

TTY driver

Use the include filezcygliofttyio.h > for this driver.

This driver is built on top of the simple serial driver and is typically used for a device that interfaces with humans
such as a terminal. It provides some minimal formatting of data on output and allows for line-oriented editing on
input.

Runtime configuration

Runtime configuration is achieved by exchanging data structures with the driver \aggthe set_config()
andcyg_io_get_config() functions.

typedef struct {
cyg_uint32 tty out flags;
cyg_uint32 tty in_flags;
} cyg_tty info_t;

The fieldtty_out_flags is used to control what happens to data as it is send to the serial port. It contains a
bitmap comprised of the bits as defined by theés_TTY_OUT_FLAGS_xxwalues below.

#define CYG_TTY_OUT_FLAGS_CRLF 0x0001 // Map '\n" = > \\n’ on output
If this bit is set intty_out_flags , any occurrence of the character "\n" will be replaced by the sequence "\r\n"
before being sent to the device.

The fieldtty_in_flags is used to control how data is handled as it comes from the serial port. It contains a
bitmap comprised of the bits as defined by theés_TTY_IN_FLAGS_xxx values below.

#define CYG_TTY_IN_FLAGS_CR 0x0001 // Map \r' = > \n’ on input

If this bit is set intty_in_flags , the character "\r* (“return” or “enter” on most keyboards) will be mapped to
ll\nll.

#define CYG_TTY_IN_FLAGS_CRLF 0x0002 // Map \n\n’ = > \n’ on input
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If this bit is set intty_in_flags , the character sequence "\r\n" (often sent by DOS/Windows based terminals)
will be mapped to "\n".

#define CYG_TTY_IN_FLAGS_ECHO 0x0004 // Echo characters as processed
If this bit is set intty_in_flags , characters will be echoed back to the serial port as they are processed.
#define CYG_TTY_IN_FLAGS_BINARY 0x0008 // No input processing

If this bit is set intty _in_flags , the input will not be manipulated in any way before being placed in the user’s
buffer.

API details

cyg_io_read(handle, buf, len)

This function is used to read data from the device. In the default case, data is read until an end-of-line character
("\n" or "\r") is read. Additionally, the characters are echoed back to the [terminal] device. Minimal editing of the
input is also supported.

Note: When connecting to a remote target via GDB it is not possible to provide console input while GDB is con-
nected. The GDB remote protocol does not support input. Users must disconnect from GDB if this functionality
is required.

cyg_io_write(handle, buf, len)

This function is used to send data to the device. In the default case, the end-of-line character "\n" is replaced by the
sequence "\r\n".

cyg_io_get_config(handle, key, buf, len)

This function is used to get information about the channel’s configuration at runtime.

CYG_IO_GET_CONFIG_TTY_INFO

Buf type:
cyg_tty info_t

Function:

This function retrieves the current state of the driver.

Serial driver keys (see above) may also be specified in which case the call is passed directly to the serial driver.

cyg_io_set_config(handle, key, buf, len)
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This function is used to modify the channel’s configuration at runtime.

CYG_IO_SET_CONFIG_TTY_INFO

Buf type:
cyg_tty info_t

Function:

This function changes the current state of the driver.

Serial driver keys (see above) may also be specified in which case the call is passed directly to the serial driver.
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A device driver is nothing more than a named entity that supports the basic I/O functions - read, write, get config,
and set config. Typically a device driver also uses and manages interrupts from the device. While the interface
is generic and device driver independent, the actual driver implementation is completely up to the device driver
designer.

That said, the reason for using a device driver is to provide access to a device from application code in as general
purpose a fashion as reasonable. Most driver writers are also concerned with making this access as simple as
possible while being as efficient as possible.

Most device drivers are concerned with the movement of information, for example data bytes along a serial in-
terface, or packets in a network. In order to make the most efficient use of system resources, interrupts are used.
This will allow other application processing to take place while the data transfers are under way, with interrupts
used to indicate when various events have occurred. For example, a serial port typically generates an interrupt after
a character has been sent “down the wire” and the interface is ready for another. It makes sense to allow further
application processing while the data is being sent since this can take quite a long time. The interrupt can be used
to allow the driver to send a character as soon as the current one is complete, without any active participation by
the application code.

The main building blocks for device drivers are found in the include filg/g/io/devtab.h >

All device drivers ineCosare described by a device table entry, using the cyg_devtab_entry_t type. The entry
should be created using tbEVTAB_ENTRY()macro, like this:

DEVTAB_ENTR{, name, dep_name, handlers, init, lookup, priv)

Arguments

The "C" label for this device table entry.

name

The "C" string name for the device.

dep_name

For a layered device, the "C" string name of the device this device is built upon.

handlers

A pointer to the I/O function "handlers" (see below).
init

A function called when eCos is initialized. This function can query the device, setup hardware, etc.
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lookup

A function called wheryg_io_lookup() is called for this device.
priv

A placeholder for any device specific data required by the driver.

The interface to the driver is through thandlers field. This is a pointer to a set of functions which implement
the variousyg_io XXX() routines. This table is defined by the macro:

DEVIO_TABLE(l, write, read, get_config, set_config)

Arguments

I
The "C" label for this table of handlers.

write

The function called as a result ofg_io_write()

read

The function called as a result ofg_io_read()

get_config

The function called as a result ofg_io_get_config()

set_config
The function called as a result ofg_io_set_config()

WheneCosis initialized (sometimes called “boot” time), tivét()  function is called for all devices in the system.
Theinit() function is allowed to return an error in which case the device will be placed “off line” and all I1/O
requests to that device will be considered in error.

Thelookup() function is called whenever thgg_io_lookup() function is called with this device name. The
lookup function may cause the device to come “on line” which would then allow I/O operations to proceed. Future
versions of the 1/0 system will allow for other states, including power saving modes, etc.

How to Write a Serial Hardware Interface Driver
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The standard serial driver supplied wigCosis structured as a hardware independent portion and a hardware
dependent interface module. To add support for a new serial port, the user should be able to use the existing
hardware independent portion and just add their own interface driver which handles the details of the actual device.
The user should have no need to change the hardware independent portion.

The interfaces used by the serial driver and serial implementation modules are contained in the file
<cyglio/serial.h >
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Note: In the sections below we use the notation <<xx>> to mean a module specific value, referred to as “xx”
below.

DevTab Entry

The interface module contains the devtab entry (or entries if a single module supports more than one interface).
This entry should have the form:

DEVTAB_ENTRY{ <module_name >>,
<<device_name >>,
0,
&serial_devio,
<<module_init >>,
<<module_lookup >>,
&< <serial_channel >>

Arguments

module_name

The "C" label for this devtab entry

device_name

The "C" string for the device. E.gdev/serial0

serial_devio

The table of I/O functions. This set is defined in the hardware independent serial driver and should be used.

module_init

The module initialization function.

module_lookup

The device lookup function. This function typically sets up the device for actual use, turning on interrupts,
configuring the port, etc.

serial_channel

This table (defined below) contains the interface between the interface module and the serial driver proper.

Serial Channel Structure

Each serial device must have a “serial channel”. This is a set of data which describes all operations on the device.
It also contains buffers, etc., if the device is to be buffered. The serial channel is created by the macro:

SERIAL_CHANNEL_USING_INTERRUPTS(l, funs, dev_priv, baud,stop, parity, word_length,
flags, out_buf, out_buflen, in_buf, in_buflen)
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Arguments

The "C" label for this structure.

funs

The set of interface functions (see below).

dev_priv

A placeholder for any device specific data for this channel.

baud

The initial baud rate value (cyg_serial_baud_t).

stop

The initial stop bits value (cyg_serial_stop_bits_t).

parity
The initial parity mode value (cyg_serial_parity t).
word_length

The initial word length value (cyg_serial_word_length_t).

flags

The initial driver flags value.

out_buf

Pointer to the output buffeNULL if none required.

out_buflen

The length of the output buffer.

in_buf

pointer to the input buffeNULL if none required.

in_buflen
The length of the input buffer.

If either buffer length is zero, no buffering will take place in that direction and only polled mode functions will be
used.

The interface from the hardware independent driver into the hardware interface module is containddria the
table. This is defined by the macro:
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Serial Functions Structure

SERIAL_FUNS(I, putc, getc, set_config, start xmit, stop_xmit)

Arguments

The "C" label for this structure.

putc
bool (*putc)(serial_channel *priv, unsigned char c)

This function sends one character to the interface. It should retwrnif the character is actually consumed.
It should returrfalse if there is no space in the interface

getc
unsigned char (*getc)(serial_channel *priv)

This function fetches one character from the interface. It will be only called in a non-interrupt driven mode,
thus it should wait for a character by polling the device until ready.

set_config
bool (*set_config)(serial_channel *priv,cyg_serial_info_t *config)

This function is used to configure the port. It should retune if the hardware is updated to match the
desired configuration. It should retutiatse  if the port cannot support some parameter specified by the given
configuration. E.g. selecting 1.5 stop bits and 8 data bits is invalid for most serial devices and should not be
allowed.

start_xmit
void (*start_xmit)(serial_channel *priv)

In interrupt mode, turn on the transmitter and allow for transmit interrupts.

stop_xmit
void (*stop_xmit)(serial_channel *priv)

In interrupt mode, turn off the transmitter.
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Callbacks

The device interface module can execute functions in the hardware independent drivenvia-callbacks
These functions are available:

void (*serial_init)( serial_channel *chan )

This function is used to initialize the serial channel. It is only required if the channel is being used in interrupt
mode.

void (*xmt_char)( serial_channel *chan )

This function would be called from an interrupt handler after a transmit interrupt indicating that additional charac-
ters may be sent. The upper driver will call thec function as appropriate to send more data to the device.

void (*rcv_char)( serial_channel *chan, unsigned char c )

This function is used to tell the driver that a character has arrived at the interface. This function is typically called
from the interrupt handler.

Furthermore, if the device has a FIFO it should require the hardware independent driver to provide block transfer
functionality (driver CDL should include "implements CYGINT_IO_SERIAL_BLOCK_TRANSFER"). In that
case, the following functions are available as well:

bool (*data_xmt_req)(serial_channel *chan,
int space,
int* chars_avalil,
unsigned char** chars)
void (*data_xmt_done)(serial_channel *chan)

Instead of callingxmt_char() to get a single character for transmission at a time, the driver should call
data_xmt_req()  in a loop, requesting character blocks for transfer. Call wigpace argument of how much
space there is available in the FIFO.

If the call returngrue , the driver can readhars_avail  characters fronchars and copy them into the FIFO.

If the call returnsfalse , there are no more buffered characters and the driver should continue without filling up
the FIFO.

When all data has been unloaded, the driver mustiaadl xmt_done()

bool (*data_rcv_req)(serial_channel *chan,
int avail,
int* space_avail,
unsigned char** space)
void (*data_rcv_done)(serial_channel *chan)

Instead of callingcv_char()  with a single character at a time, the driver should d¢ath_rcv_req() in a loop,
requesting space to unload the FIFOawail is the number of characters the driver wishes to unload.
If the call returngrue , the driver can copgpace_avail  characters tgpace .

If the call returngfalse |, the input buffer is full. It is up to the driver to decide what to do in that case (callback
functions for registering overflow are being planned for later versions of the serial driver).

When all data has been unloaded, the driver mustiagll rcv_done()
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Serial testing with ser_filter

Rationale

Since some targets only have one serial connection, a serial testing harness needs to be able to share the connection
with GDB (however, the test and GDB can also run on separate lines).

Theserial filter (ser_filter) sits between the serial port and GDB and monitors the exchange of data between GDB
and the target. Normally, no changes are made to the data.

When a test request packet is sent from the test on the target, it is intercepted by the filter.
The filter and target then enter a loop, exchanging protocol data between them which GDB never sees.

In the event of a timeout, or a crash on the target, the filter falls back into its pass-through mode. If this happens
due to a crash it should be possible to start regular debugging with GDB. The filter will stay in the pass-though
mode until GDB disconnects.

The Protocol

The protocol commands are prefixed with '@ character which the serial filter is looking for. The protocol
commands include:

PING
Allows the test on the target to probe for the filter. The filter responds @#thwhile GDB would just ignore
the command. This allows the tests to do nothing if they require the filter and it is not present.
CONFIG

Requests a change of serial line configuration. Arguments to the command specify baud rate, data bits, stop
bits, and parity. [This command is not fully implemented yet - there is no attempt made to recover if the new
configuration turns out to cause loss of data.]

BINARY

Requests data to be sent from the filter to the target. The data is checksummed, allowing errors in the transfer
to be detected. Sub-options of this command control how the data transfer is made:

NO_ECHO
(serial driver receive test) Just send data from the filter to the target. The test verifies the checksum and
PASS/FAIL depending on the result.

EOP_ECHO

(serial driver half-duplex receive and send testiN&s ECHMut the test echoes back the data to the filter.
The filter does a checksum on the received data and sends the result to the target. The test PASS/FAIL
depending on the result of both checksum verifications.

119



Chapter 12. How to Write a Driver

120

DUPLEX_ECHO

(serial driver duplex receive and send test) Smaller packets of data are sent back and forth in a pattern
that ensures that the serial driver will be both sending and receiving at the same time. Again, checksums
are computed and verified resulting in PASS/FAIL.

TEXT

This is a test of the text translations in the TTY layer. Requests a transfer of text data from the target to the filter
and possibly back again. The filter treats this as a binary transfer, while the target ma be doing translations
on the data. The target provides the filter with checksums for what it should expect to see. This test is not
implemented yet.

The above commands may be extended, and new commands added, as required to test (new) parts of the serial
drivers in eCos.

The Serial Tests

The serial tests are built as any other eCos test. After runninméie testscommand, the tests can be found in
install/tests/io_serial/

seriall

A simple API test.

serial2

A simple serial send test. It writes out two strings, one raw and one encoded as a GDB O-packet

serial3 [ requires the serial filter ]

This tests the half-duplex send and receive capabilities of the serial driver.

serial4 [ requires the serial filter ]
This test attempts to use a few different serial configurations, testing the driver’s configuration/setup function-
ality.

serial5 [ requires the serial filter ]
This tests the duplex send and receive capabilities of the serial driver.

All tests should complete in less than 30 seconds.

Serial Filter Usage
Running the ser_filter program with no (or wrong) arguments results in the following output:

Usage: ser_filter [-t -S] TcplPport SerialPort BaudRate
or: ser_filter -n [-t -S] SerialPort BaudRate

-t: Enable tracing.

-S: Output data read from serial line.



Chapter 12. How to Write a Driver

-c: Output data on console instead of via GDB.
-n: No GDB.

The normal way to use it with GDB is to start the filter:

$ ser_filter -t 9000 coml 38400

In this case, the filter will be listening on port 9000 and connect to the target via the seriabpagat 38400 baud.
On a UNIX host, replaceComM1 with a device such agdevittySo ",

The-t option enables tracing which will cause the filter to describe its actions on the console.

Now start GDB with one of the tests as an argument:
$ mips-tx39-elf-gdb -nw install/tests/io_serial/serial3
Then connect to the filter:

(gdb) target remote localhost:9000

This should result in a connection in exactly the same way as if you had connected directly to the target on the
serial line.

(gdb) ¢
Which should result in output similar to the below:

Continuing.

INFO: <BINARY:16:1! >

PASS: <Binary test completed >
INFO: <BINARY:128:1! >

PASS: <Binary test completed >
INFO: <BINARY:256:1! >

PASS: <Binary test completed >
INFO: <BINARY:1024:1! >

PASS: <Binary test completed >
INFO: <BINARY:512:0! >

PASS: <Binary test completed >

PASS: <Binary test completed >
INFO: <BINARY:16384:0! >
PASS: <Binary test completed >
PASS: <seriall3 test OK >

EXIT: <done >

If any of the individual tests fail the testing will terminate witlraiL .
With tracing enabled, you would also see the filter's status output:

ThePING command sent from the target to determine the presence of the filter:

[400 11:35:16] Dispatching command PING
[400 11:35:16] Responding with status OK

Each of the binary commands result in output similar to:

[400 11:35:16] Dispatching command BINARY
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[400 11:35:16] Binary data (Size:16, Flags:1).

[400 11:35:16] Sending CRC: '170231l, len: 7.

[400 11:35:16] Reading 16 bytes from target.

[400 11:35:16] Done. in_crc 170231, out_crc 170231.
[400 11:35:16] Responding with status OK

[400 11:35:16] Received DONE from target.

This tracing output is normally sent as O-packets to GDB which will display the tracing text. By using the
option, the tracing text can be redirected to the console from which ser_filter was started.

A Note on Failures

A serial connection (especially when driven at a high baud rate) can garble the transmitted data because of noise
from the environment. It is not the job of the serial driver to ensure data integrity - that is the job of protocols
layering on top of the serial driver.

In the current implementation the serial tests and the serial filter are not resilient to such data errors. This means
that the test may crash or hang (possibly without reportif@a ). It also means that you should be aware of
random errors - &AIL is not necessarily caused by a bug in the serial driver.

Ideally, the serial testing infrastructure should be able to distinguish random errors from consistent errors - the
former are most likely due to noise in the transfer medium, while the latter are more likely to be caused by faulty
drivers. The current implementation of the infrastructure does not have this capability.

Debugging

If a test fails, the serial filter's output may provide some hints about what the problem is. If the eptissed
when starting the filter, data received from the target is printed out:

[400 11:35:16] 0000 50 41 53 53 3a 3c 42 69 'PASS: <BI'
[400 11:35:16] 0008 6e 61 72 79 20 74 65 73 ’'nary.tes’

[400 11:35:16] 0010 74 20 63 6f 6d 70 6¢c 65 't.comple’

[400 11:35:16] 0018 74 65 64 3e 0d Oa 49 4e 'ted >IN’

[400 11:35:16] 0020 46 4f 3a 3c 42 49 4e 41 'FO: <BINA’
[400 11:35:16] 0028 52 59 3a 31 32 38 3a 31 'RY:128:1

[400 11:35:16] 0030 21 3e Od Oa 40 42 49 4e 'l.@BIN’

[400 11:35:16] 0038 41 52 59 3a 31 32 38 3a 'ARY:128:’

[400 11:35:16] 0040 31 21 .. .. .. .. .. .. '1F

In the case of an error during a testing command the data received by the filter will be printed out, as will the data
that was expected. This allows the two data sets to be compared which may give some idea of what the problem is.
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This chapter describes the API that device drivers may use to interact with the kernel and HAL. It is primarily
concerned with the control and management of interrupts and the synchronization of ISRs, DSRs and threads.

The same API will be present in configurations where the kernel is not present. In this case the functions will be
supplied by code acting directly on the HAL.

Interrupt Model

eCospresents a three level interrupt model to device drivers. This consists of Interrupt Service Routines (ISRs) that
are invoked in response to a hardware interrupt; Deferred Service Routines (DSRs) that are invoked in response to
a request by an ISR; and threads that are the clients of the driver.

Hardware interrupts are delivered with minimal intervention to an ISR. The HAL decodes the hardware source of
the interrupt and calls the ISR of the attached interrupt object. This ISR may manipulate the hardware but is only
allowed to make a restricted set of calls on the driver APl. When it returns, an ISR may request that its DSR should
be scheduled to run.

A DSR will be run when it is safe to do so without interfering with the scheduler. Most of the time the DSR wiill
run immediately after the ISR, but if the current thread is in the scheduler, it will be delayed until the thread is
finished. A DSR is allowed to make a larger set of driver API calls, including, in particular, being able to call
cyg_drv_cond_signal() to wake up waiting threads.

Finally, threads are able to make all API calls and in particular are allowed to wait on mutexes and condition
variables.

For a device driver to receive interrupts it must first define ISR and DSR routines as shown below,
and then call cyg_drv_interrupt_create() . Using the handle returned, the driver must then call
cyg_drv_interrupt_attach() to actually attach the interrupt to the hardware vector.

Synchronization

There are three levels of synchronization supported:

1. Synchronization with ISRs. This normally means disabling interrupts to prevent the ISR running during a
critical section. In an SMP environment, this will also require the use of a spinlock to synchronize with
ISRs, DSRs or threads running on other CPUs. This is implemented byygherv_isr_lock() and
cyg_drv_isr_unlock() functions. This mechanism should be used sparingly and for short periods only.
For finer grained synchronization, individual spinlocks are also supplied.

2. Synchronization with DSRs. This will be implemented in the kernel by taking the scheduler lock to prevent
DSRs running during critical sections. In non-kernel configurations it will be implemented by non-kernel code.
This is implemented by theyg_drv_dsr_lock() andcyg_drv_dsr_unlock() functions. As with ISR syn-
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chronization, this mechanism should be used sparingly. Only DSRs and threads may use this synchronization
mechanism, ISRs are not allowed to do this.

3. Synchronization with threads. This is implemented with mutexes and condition variables. Only threads may
lock the mutexes and wait on the condition variables, although DSRs may signal condition variables.

Any data that is accessed from more than one level must be protected against concurrent access. Data that is
accessed by ISRs must be protected with the ISR lock, or a spinlock at all éwesin ISRsData that is shared
between DSRs and threads should be protected with the DSR lock. Data that is only accessed by threads must be
protected with mutexes.

SMP Support

Some eCos targets contain support for Symmetric Multi-Processing (SMP) configurations, where more than one
CPU may be present. This option has a number of ramifications for the way in which device drivers must be written
if they are to be SMP-compatible.

Since it is possible for the ISR, DSR and thread components of a device driver to execute on different CPUs, it is
important that SMP-compatible device drivers use the driver API routines correctly.

Synchronization between threads and DSRs continues to require that the thread-side code use
cyg_drv_dsr_lock() and cyg_drv_dsr_unlock() to protect access to shared data. While it is not strictly
necessary for DSR code to claim the DSR lock, since DSRs are run with it claimed already, it is good practice to
do so.

Synchronization between ISRs and DSRs or threads requires that access to sensitive data be protected, in all places,
by calls tocyg_drv_isr_lock() andcyg_drv_isr_unlock() . Disabling or masking interrupts is not adequate,

since the thread or DSR may be running on a different CPU and interrupt enable/disable only work on the current
CPU.

The ISR lock, for SMP systems, not only disables local interrupts, but also acquires a spinlock to protect against
concurrent access from other CPUs. This is necessary because ISRs are not run with the scheduler lock claimed.
Hence they can run in parallel with the other components of the device driver.

The ISR lock provided by the driver API is just a shared spinlock that is available for use by all drivers. If a driver
needs to implement a finer grain of locking, it can use private spinlocks, accessedoyig the_spinlock_*()
functions.

Device Driver Models
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There are several ways in which device drivers may be built. The exact model chosen will depend on the properties
of the device and the behavior desired. There are three basic models that may be adopted.

The first model is to do all device processing in the ISR. When it is invoked the ISR programs the device
hardware directly and accesses data to be transferred directly in memory. The ISR should also call
cyg_drv_interrupt_acknowledge() . When it is finished it may optionally request that its DSR be invoked.
The DSR does nothing but calyg_drv_cond_signal() to cause a thread to be woken up. Thread level code
must callcyg_drv_isr_lock() , Orcyg_drv_interrupt_mask() to prevent ISRs running while it manipulates
shared memory.
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The second model is to defer device processing to the DSR. The ISR simply prevents further delivery of
interrupts by either programming the device, or by calltyg_drv_interrupt_mask() . It must then call
cyg_drv_interrupt_acknowledge() to allow other interrupts to be delivered and then request that its DSR be
called. When the DSR runs it does the majority of the device handling, optionally signals a condition variable to
wake a thread, and finishes by callingg_drv_interrupt_unmask() to re-allow device interrupts. Thread

level code usesyg_drv_dsr_lock() to prevent DSRs running while it manipulates shared memory. The eCos
serial device drivers use this approach.

The third model is to defer device processing even further to a thread. The ISR behaves exactly as in the previous
model and simply blocks and acknowledges the interrupt before request that the DSR run. The DSR itself only calls
cyg_drv_cond_signal() to wake the thread. When the thread awakens it performs all device processing, and has
full access to all kernel facilities while it does so. It should finish by caltiyg drv_interrupt_unmask() to

re-allow device interrupts. The eCos ethernet device drivers are written to this model.

The first model is good for devices that need immediate processing and interact infrequently with thread level. The
second model trades a little latency in dealing with the device for a less intrusive synchronization mechanism. The
last model allows device processing to be scheduled with other threads and permits more complex device handling.

Synchronization Levels

Since it would be dangerous for an ISR or DSR to make a call that might reschedule the current thread (by trying
to lock a mutex for example) all functions in this APl have an associated synchronization level. These levels are:

Thread

This function may only be called from within threads. This is usually the client code that makes calls into the
device driver. In a non-kernel configuration, this will be code running at the default non-interrupt level.

DSR

This function may be called by either DSR or thread code.

ISR
This function may be called from ISR, DSR or thread code.

The following table shows, for each API function, the levels at which is may be called:

Callable from:
Function ISR DSR Thread

cyg_drv_isr_lock
cyg_drv_isr_unlock
cyg_drv_spinlock_init
cyg_drv_spinlock_destroy
cyg_drv_spinlock_spin
cyg_drv_spinlock_clear
cyg_drv_spinlock_try
cyg_drv_spinlock_test
cyg_drv_spinlock_spin_intsave X X
cyg_drv_spinlock_clear_intsave X

X X

><><><><

X
><><><><

X x
><><><><><><><
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cyg_drv_dsr_lock X
cyg_drv_dsr_unlock X
cyg_drv_mutex_init

cyg_drv_mutex_destroy

cyg_drv_mutex_lock

cyg_drv_mutex_trylock

cyg_drv_mutex_unlock

cyg_drv_mutex_release

cyg_drv_cond_init

cyg_drv_cond_destroy

cyg_drv_cond_wait

cyg_drv_cond_signal X
cyg_drv_cond_broadcast X
cyg_drv_interrupt_create

cyg_drv_interrupt_delete

cyg_drv_interrupt_attach X X
cyg_drv_interrupt_detach X X
cyg_drv_interrupt_mask X X
cyg_drv_interrupt_unmask X X
cyg_drv_interrupt_acknowledge X
cyg_drv_interrupt_configure X
cyg_drv_interrupt_level X
cyg_drv_interrupt_set_cpu X
cyg_drv_interrupt_get_cpu X

X X e X XX 3¢ Ko X X

> X X
><><><

><><><><><
><><><><><

The API

This section details the Driver Kernel Interface. Note that most of these functions are identical to Kernel C API
calls, and will in most configurations be wrappers for them. In non-kernel configurations they will be supported
directly by the HAL, or by code to emulate the required behavior.

This APl is defined in the header filecyg/hal/drv_api.h >.

cyg_drv_isr_lock
Function:
void cyg_drv_isr_lock()

Arguments:

None

Result:

None

Level:
ISR
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Description:

Disables delivery of interrupts, preventing all ISRs running. This function maintains a counter of the number
of times it is called.

cyg_drv_isr_unlock

Function:

void cyg_drv_isr_unlock()

Arguments:

None

Result:

None

Level:
ISR

Description:

Re-enables delivery of interrupts, allowing ISRs to run. This function decrements the counter maintained by
cyg_drv_isr_lock() , and only re-allows interrupts when it goes to zero.

cyg_drv_spinlock_init

Function:
void cyg_drv_spinlock_init(cyg_spinlock_t *lock, cyg_bool_t locked )

Arguments:
lock - pointer to spinlock to initialize

locked - initial state of lock

Result:

None

Level:
Thread

Description:

Initialize a spinlock. Théocked argumentindicates how the spinlock should be initializetlyEfor locked
or FALSE for unlocked state.
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cyg_drv_spinlock_destroy

Function:

void cyg_drv_spinlock_destroy(cyg_spinlock_t *lock )

Arguments:

lock - pointer to spinlock destroy

Result:

None

Level:
Thread

Description:

Destroy a spinlock that is no longer of use. There should be no CPUs attempting to claim the lock at the time
this function is called, otherwise the behavior is undefined.

cyg_drv_spinlock_spin
Function:
void cyg_drv_spinlock_spin(cyg_spinlock_t *lock )

Arguments:

lock - pointer to spinlock to claim

Result:

None

Level:
ISR

Description:

Claim a spinlock, waiting in a busy loop until it is available. Wherever this is called from, this operation effec-
tively pauses the CPU until it succeeds. This operations should therefore be used sparingly, and in situations
where deadlocks/livelocks cannot occur. Also sgge drv_spinlock_spin_intsave()

cyg_drv_spinlock_clear

Function:

void cyg_drv_spinlock_clear(cyg_spinlock_t *lock )
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Arguments:

lock - pointer to spinlock to clear

Result:

None

Level:
ISR

Description:

Clear a spinlock. This clears the spinlock and allows another CPU to claim it. If there is more than one CPU
waiting in cyg_drv_spinlock_spin() then just one of them will be allowed to proceed.

cyg_drv_spinlock_try
Function:
cyg_bool_t cyg_drv_spinlock_try(cyg_spinlock_t *lock )

Arguments:

lock - pointer to spinlock to try

Result:

TRUEIf the spinlock was claimed;ALSE otherwise.

Level:
ISR

Description:

Try to claim the spinlock without waiting. If the spinlock could be claimed immediately TiResEis returned.
If the spinlock is already claimed then the resulEis.SE

cyg_drv_spinlock_test

Function:

cyg_bool_t cyg_drv_spinlock_test(cyg_spinlock_t *lock )

Arguments:

lock - pointer to spinlock to test

Result:

TRUEIf the spinlock is availablefALSE otherwise.
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Level:
ISR

Description:

Inspect the state of the spinlock. If the spinlock is not locked then the restRiUE If it is locked then the
result will beFALSE

cyg_drv_spinlock_spin_intsave

Function:

void cyg_drv_spinlock_spin_intsave(cyg_spinlock_t *lock,
cyg_addrword_t *istate )

Arguments:
lock - pointer to spinlock to claim

istate - pointer to interrupt state save location

Result:

None

Level:
ISR

Description:

This function behaves exactly likeyg_drv_spinlock_spin() except that it also disables interrupts
before attempting to claim the lock. The current interrupt enable state is savetstate

Interrupts remain disabled once the spinlock had been claimed and must be restored by calling
cyg_drv_spinlock_clear_intsave()

In general, device drivers should use this function to claim and release spinlocks rather than the
non- intsave()  variants, to ensure proper exclusion with code running on both other CPUs and this CPU.

cyg_drv_spinlock clear_intsave

Function:

void cyg_drv_spinlock_clear_intsave( cyg_spinlock_t *lock,
cyg_addrword_t istate )
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Arguments:
lock - pointer to spinlock to clear

istate - interrupt state to restore

Result:

None

Level:
ISR

Description:

This function behaves exactly likeyg_drv_spinlock_clear() except that it also restores an interrupt
state saved byyg_drv_spinlock_spin_intsave() . Theistate  argument must have been initialized by
a previous call teyg_drv_spinlock_spin_intsave()

cyg_drv_dsr_lock
Function:
void cyg_drv_dsr_lock()

Arguments:

None

Result:

None

Level:
DSR

Description:

Disables scheduling of DSRs. This function maintains a counter of the number of times it has been called.

cyg_drv_dsr_unlock

Function:

void cyg_drv_dsr_unlock()

Arguments:

None
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Result:

None

Level:
DSR

Description:

Re-enables scheduling of DSRs. This function decrements the counter incremented by
cyg_drv_dsr_lock() . DSRs are only allowed to be delivered when the counter goes to zero.

cyg_drv_mutex_init
Function:
void cyg_drv_mutex_init(cyg_drv_mutex_t *mutex)

Arguments:

mutex - pointer to mutex to initialize

Result:

None

Level:
Thread

Description:

Initialize the mutex pointed to by theutex argument.

cyg_drv_mutex_destroy

Function:

void cyg_drv_mutex_destroy( cyg_drv_mutex_t *mutex )

Arguments:

mutex - pointer to mutex to destroy

Result:

None
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Level:
Thread

Description:

Destroy the mutex pointed to by tineutex argument. The mutex should be unlocked and there should be no
threads waiting to lock it when this call in made.

cyg_drv_mutex_lock

Function:

cyg_bool cyg_drv_mutex_lock( cyg_drv_mutex_t *mutex )

Arguments:

mutex - pointer to mutex to lock

Result:

TRUEIt the thread has claimed the lodkALSE otherwise.

Level:
Thread

Description:

Attempt to lock the mutex pointed to by theutex argument. If the mutex is already locked by another
thread then this thread will wait until that thread is finished. If the result from this functiealUSE then the
thread was broken out of its wait by some other thread. In this case the mutex will not have been locked.

cyg_drv_mutex_trylock

Function:

cyg_bool cyg_drv_mutex_trylock( cyg_drv_mutex_t *mutex )
Arguments:
mutex - pointer to mutex to lock

Result:

TRUEIf the mutex has been lockeBALSE otherwise.

Level:

Thread
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Description:

Attempt to lock the mutex pointed to by tineutex argument without waiting. If the mutex is already locked
by some other thread then this function retura& SE. If the function can lock the mutex without waiting,
thenTRUEIs returned.

cyg_drv_mutex_unlock

Function:

void cyg_drv_mutex_unlock( cyg_drv_mutex_t *mutex )

Arguments:

mutex - pointer to mutex to unlock

Result:

None

Level:

Thread

Description:

Unlock the mutex pointed to by thrautex argument. If there are any threads waiting to claim the lock, one
of them is woken up to try and claim it.

cyg_drv_mutex_release

Function:

void cyg_drv_mutex_release( cyg_drv_mutex_t *mutex )

Arguments:

mutex - pointer to mutex to release

Result:

None

Level:

Thread

Description:

Release all threads waiting on the mutex pointed to byrhtex argument. These threads will return from
cyg_drv_mutex_lock() with a FALSE result and will not have claimed the mutex. This function has no
effect on any thread that may have the mutex claimed.
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cyg_drv_cond_init

Function:

void cyg_drv_cond_init( cyg_drv_cond_t *cond, cyg_drv_mutex_t *mutex )

Arguments:
cond - condition variable to initialize

mutex - mutex to associate with this condition variable

Result:

None

Level:
Thread

Description:

Initialize the condition variable pointed to by tlwend argument. Thanutex argument must point to a
mutex with which this condition variable is associated. A thread may only wait on this condition variable
when it has already locked the associated mutex. Waiting will cause the mutex to be unlocked, and when the
thread is reawakened, it will automatically claim the mutex before continuing.

cyg_drv_cond_destroy
Function:
void cyg_drv_cond_destroy( cyg_drv_cond_t *cond )

Arguments:

cond - condition variable to destroy

Result:

None

Level:
Thread

Description:

Destroy the condition variable pointed to by ttend argument.
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cyg_drv_cond_wait

Function:

void cyg_drv_cond_wait( cyg_drv_cond_t *cond )

Arguments:

cond - condition variable to wait on

Result:

None

Level:
Thread

Description:

Wait for a signal on the condition variable pointed to by tmemd argument. The thread must have locked

the associated mutex, suppliedcyy_drv_cond_init() , before waiting on this condition variable. While

the thread waits, the mutex will be unlocked, and will be re-locked before this function returns. It is
possible for threads waiting on a condition variable to occasionally wake up spuriously. For this reason it
is necessary to use this function in a loop that re-tests the condition each time it returns. Note that this
function performs an implicit scheduler unlock/relock sequence, so that it may be used within an explicit
cyg_drv_dsr_lock()...cyg_drv_dsr_unlock() structure.

cyg_drv_cond_signal

Function:

void cyg_drv_cond_signal( cyg_drv_cond_t *cond )

Arguments:

cond - condition variable to signal

Result:

None

Level:
DSR

Description:

Signal the condition variable pointed to by ttend argument. If there are any threads waiting on this variable
at least one of them will be awakened. Note that in some configurations there may not be any difference
between this function ang/g_drv_cond_broadcast()
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cyg_drv_cond_broadcast

Function:

void cyg_drv_cond_broadcast( cyg_drv_cond_t *cond )

Arguments:

cond - condition variable to broadcast to

Result:

None

Level:
DSR

Description:

Signal the condition variable pointed to by ttend argument. If there are any threads waiting on this variable
they will all be awakened.

cyg_drv_interrupt_create

Function:

void cyg_drv_interrupt_create( cyg_vector_t vector,
cyg_priority_t priority,
cyg_addrword_t data,
cyg_ISR_t *isr,
cyg_DSR_t *dsr,
cyg_handle_t *handle,
cyg_interrupt *intr

Arguments:
vector - vector to attach to
priority - queuing priority
data - data pointer
isr - interrupt service routine
dsr - deferred service routine
handle -returned handle

intr - put interrupt object here

Result:

None
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Level:
Thread

Description:

Create an interrupt object and returns a handle to it. The object contains information about which interrupt
vector to use and the ISR and DSR that will be called after the interrupt object is attached to the vector. The
interrupt object will be allocated in the memory passed inittie parameter. The interrupt object is not
immediately attached; it must be attached withdyxg interrupt_attach() call.

cyg_drv_interrupt_delete

Function:

void cyg_drv_interrupt_delete( cyg_handle_t interrupt )

Arguments:

interrupt - interrupt to delete

Result:

None

Level:
Thread

Description:

Detach the interrupt from the vector and free the memory passed inintne argument to
cyg_drv_interrupt_create() for reuse.

cyg_drv_interrupt_attach
Function:
void cyg_drv_interrupt_attach( cyg_handle_t interrupt )

Arguments:

interrupt - interrupt to attach

Result:

None

Level:
ISR
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Description:

Attach the interrupt to the vector so that interrupts will be delivered to the ISR when the interrupt occurs.

cyg_drv_interrupt_detach

Function:

void cyg_drv_interrupt_detach( cyg_handle_t interrupt )

Arguments:

interrupt - interrupt to detach

Result:

None

Level:
ISR

Description:

Detach the interrupt from the vector so that interrupts will no longer be delivered to the ISR.

cyg_drv_interrupt_mask

Function:

void cyg_drv_interrupt_mask(cyg_vector_t vector )

Arguments:

vector - vector to mask

Result:

None

Level:
ISR

Description:

Program the interrupt controller to stop delivery of interrupts on the given vector. On architectures which
implement interrupt priority levels this may also disable all lower priority interrupts.
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cyg_drv_interrupt_mask_intunsafe

Function:

void cyg_drv_interrupt_mask_intunsafe(cyg_vector_t vector )

Arguments:

vector - vector to mask

Result:

None

Level:
ISR

Description:

Program the interrupt controller to stop delivery of interrupts on the given vector. On architectures which
implement interrupt priority levels this may also disable all lower priority interrupts. This version differs from
cyg_drv_interrupt_mask() in not being interrupt safe. So in situations where, for example, interrupts are
already known to be disabled, this may be called to avoid the extra overhead.

cyg_drv_interrupt_unmask

Function:

void cyg_drv_interrupt_unmask(cyg_vector_t vector )

Arguments:

vector - vector to unmask

Result:

None

Level:
ISR

Description:

Program the interrupt controller to re-allow delivery of interrupts on the gixsator

cyg_drv_interrupt_unmask_intunsafe

Function:

void cyg_drv_interrupt_unmask_intunsafe(cyg_vector_t vector )
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Arguments:

vector - vector to unmask

Result:

None

Level:
ISR

Description:

Program the interrupt controller to re-allow delivery of interrupts on the giator . This version differs
from cyg_drv_interrupt_unmask() in not being interrupt safe.

cyg_drv_interrupt_acknowledge

Function:

void cyg_drv_interrupt_acknowledge( cyg_vector_t vector )

Arguments:

vector - vector to acknowledge

Result:

None

Level:
ISR

Description:

Perform any processing required at the interrupt controller and in the CPU to cancel the current interrupt
request on thgector . An ISR may also need to program the hardware of the device to prevent an immediate
re-triggering of the interrupt.

cyg_drv_interrupt_configure

Function:

void cyg_drv_interrupt_configure( cyg_vector_t vector,
cyg_bool_t level,
cyg_bool_t up

)

Arguments:

vector - vector to configure
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level - level or edge triggered

up - rising/falling edge, high/low level

Result:

None

Level:
ISR

Description:

Program the interrupt controller with the characteristics of the interrupt sourcéeVidle argument chooses
between level- or edge-triggered interrupts. Tipeargument chooses between high and low level for level
triggered interrupts or rising and falling edges for edge triggered interrupts. This function only works with
interrupt controllers that can control these parameters.

cyg_drv_interrupt_level

Function:

void cyg_drv_interrupt_level( cyg_vector_t vector,
cyg_priority_t level

)

Arguments:
vector - vector to configure

level -levelto set

Result:

None

Level:
ISR

Description:

Program the interrupt controller to deliver the given interrupt at the supplied priority level. This function only
works with interrupt controllers that can control this parameter.
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cyg_drv_interrupt_set_cpu

Function:

void cyg_drv_interrupt_set_cpu( cyg_vector_t vector,
cyg_cpu_t cpu
)

Arguments:
vector - interrupt vector to route

cpu - destination CPU

Result:

None

Level:
ISR

Description:

This function causes all interrupts on the given vector to be routed to the specified CPU. Subsequently, all such
interrupts will be handled by that CPU. This only works if the underlying hardware is capable of performing
this kind of routing. This function does nothing on a single CPU system.

cyg_drv_interrupt_get cpu
Function:
cyg_cpu_t cyg_drv_interrupt_set_cpu( cyg_vector_t vector )

Arguments:

vector - interrupt vector to query

Result:

The CPU to which this vector is routed

Level:
ISR

Description:

In multi-processor systems this function returns the id of the CPU to which interrupts on the given vector are
current being delivered. In single CPU systems this function returns zero.
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cyg_ ISRt

Type:

typedef cyg_uint32 cyg_ISR_t( cyg_vector_t vector,
cyg_addrword_t data
)

Fields:
vector - vector being delivered

data - data value supplied by client

Result:

Bit mask indicating whether interrupt was handled and whether the DSR should be called.

Description:

Interrupt Service Routine definition. A pointer to a function with this prototype is passed to
cyg_interrupt_create() when an interrupt object is created. When an interrupt is delivered the function
will be called with the vector number and the data value that was passggl toterrupt_create()

The return value is a bit mask containing one or both of the following bits:

CYG_ISR_HANDLED
indicates that the interrupt was handled by this ISR. It is a configuration option whether this will prevent
further ISR being run.

CYG_ISR_CALL_DSR

causes the DSR that was passedytp interrupt_create() to be scheduled to be called.

cyg DSR t

Type:
typedef void cyg DSR_t( cyg_vector_t vector,

cyg_ucount32 count,
cyg_addrword_t data

)

Fields:
vector - vector being delivered
count - number of times DSR has been scheduled

data - data value supplied by client
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Result:

None

Description:

Deferred Service Routine prototype. A pointer to a function with this prototype is passed to
cyg_interrupt_create() when an interrupt object is created. When the ISR requests the scheduling of its
DSR, this function will be called at some later point. In addition towbetor anddata arguments, which

will be the same as those passed to the ISR, this routine is also passadta of the number of times the

ISR has requested that this DSR be scheduled. This counter is zeroed each time the DSR actually runs, so it
indicates how many interrupts have occurred since it last ran.
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Chapter 14. Introduction

This document describes the filesystem infrastructure provided in eCos. This is implemented by the FILEIO pack-
age and provides POSIX compliant file and 10 operations together with the BSD socket API. These APIs are
described in the relevant standards and original documentation and will not be described here. See the Posix Stan-
dard Support documentation for details of which parts of the POSIX standard are supported.

This document is concerned with the interfaces presented to client filesystems and network protocol stacks.

The FILEIO infrastructure consist mainly of a set of tables containing pointers to the primary interface functions of

a file system. This approach avoids problems of namespace pollution (for example several filesystems can have a
function calledead() , solong as they are static). The system is also structured to eliminate the need for dynamic
memory allocation.

New filesystems can be written directly to the interfaces described here. Existing filesystems can be ported very
easily by the introduction of a thin veneer porting layer that translates FILEIO calls into native filesystem calls.

The term filesystem should be read fairly loosely in this document. Object accessed through these interfaces could
equally be network protocol sockets, device drivers, fifos, message queues or any other object that can present a
file-like interface.
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The filesystem table is an array of entries that describe each filesystem implementation that is part of the system
image. Each resident filesystem should export an entry to this table usingthe_ENTRY() macro.

Note: At present we do not support dynamic addition or removal of table entries. However, an API similar to
mount() would allow new entries to be added to the table.

The table entries are described by the following structure:

struct cyg_fstab_entry

{

const char *name; /I filesystem name

CYG_ADDRWORD data; /I private data value

cyg_uint32 syncmode; /I synchronization mode

int (*mount) ( cyg_fstab_entry *fste, cyg_mtab_entry *mte );

int (*umount) ( cyg_mtab_entry *mte, cyg_bool force );

int (*open) ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,
int mode, cyg_file *fte );

int (*unlink)  ( cyg_mtab_entry *mte, cyg_dir dir, const char *name );

int (*mkdir) ( cyg_mtab_entry *mte, cyg_dir dir, const char *name );

int (*rmdir) ( cyg_mtab_entry *mte, cyg_dir dir, const char *name );

int (*rename) ( cyg_mtab_entry *mte, cyg_dir dirl, const char *namel,
cyg_dir dir2, const char *name2 );

int (*link) ( cyg_mtab_entry *mte, cyg_dir dirl, const char *namel,
cyg_dir dir2, const char *name2, int type );

int (*opendir) ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,
cyg_file *fte );

int (*chdir) ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,
cyg_dir *dir_out );

int (*stat) ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,
struct stat *buf);

int (*getinfo) ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,
int key, char *buf, int len );

int (*setinfo) ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,
int key, char *buf, int len );

h

Thename field points to a string that identifies this filesystem implementation. Typical values might be "romfs",
"fatfs", "ext2" etc.

Thedata field contains any private data that the filesystem needs, perhaps the root of its data structures.

The syncmode field contains a description of the locking protocol to be used when accessing this filesystem. It
will be described in more detail i@hapter 19
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The remaining fields are pointers to functions that implement filesystem operations that apply to files and directories
as whole objects. The operation implemented by each function should be obvious from the names, with a few
exceptions:

Theopendir()  function pointer opens a directory for reading. S¥apter 18or details.

The getinfo() and setinfo() function pointers provide support for various minor control and information
functions such agathconf()  andaccess()

With the exception of thenount() andumount() functions, all of these functions take three standard arguments, a
pointer to a mount table entry (see later) a directory pointer (also see later) and a file name relative to the directory.
These should be used by the filesystem to locate the object of interest.



Chapter 16. Mount Table

The mount table records the filesystems that are actually active. These can be seen as being analogous to mount
points in Unix systems.

There are two sources of mount table entries. Filesystems (or other components) may export static entries to the
table using theuTAB_ENTRY() macro. Alternatively, new entries may be installed at run time usingnthat()
function. Both types of entry may be unmounted with dheunt() function.

A mount table entry has the following structure:

struct cyg_mtab_entry

{
const char *name; /Il name of mount point
const char *fsname; /Il name of implementing filesystem
const char *devname; /I name of hardware device
const char *options; /I mount option string
CYG_ADDRWORD data; /| private data value
cyg_bool valid; /I Valid entry?
cyg_fstab_entry *fs; /I pointer to fstab entry
cyg_dir root; /I root directory pointer

I3

Thenamefield identifies the mount point. This is used to direct rooted filenames (filenames that begin with "/") to
the correct filesystem. When a file name that begins with "/* is submitted, it is matched agamastthéelds of

all valid mount table entries. The entry that yields the longest match terminating before a "/*, or end of string, wins
and the appropriate function from the filesystem table entry is then passed the remainder of the file name together
with a pointer to the table entry and the value of thet field as the directory pointer.

For example, consider a mount table that contains the following entries:

{nr, "fatfs”, "/dev/hd0", ... }
{ "d", “fatfs", "/dev/fd0", ... }
{ "rom", "romfs", "™, ...}
{ "tmp", "ramfs", ", ... }
{ "/dev", "devfs", ™, ... }

An attempt to open "/tmp/foo" would be directed to the RAM filesystem while an open of "/bar/bundy” would
be directed to the hard disc FATFS filesystem. Opening "/dev/tty0" would be directed to the device management
filesystem for lookup in the device table.

Unrooted file names (those that do not begin with a /") are passed straight to the filesystem that contains the current
directory. The current directory is represented by a pair consisting of a mount table entry and a directory pointer.

The fsname field points to a string that should match thame field of the implementing filesystem. During
initialization the mount table is scanned and tsrgame entries looked up in the filesystem table. For each match,
the filesystem’s _mount_ function is called and if successful the mount table entry is marked as validfand the
pointer installed.

Thedevname field contains the name of the device that this filesystem is to use. This may match an entry in the
device table (see later) or may be a string that is specific to the filesystem if it has its own internal device drivers.
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Thedata field is a private data value. This may be installed either statically when the table entry is defined, or
may be installed during th@ount() operation.

Thevalid field indicates whether this mount point has actually been mounted successfully. Entries with a false
valid field are ignored when searching for a name match.

Thefs field is installed after a successfubunt() operation to point to the implementing filesystem.

Theroot field contains a directory pointer value that the filesystem can interpret as the root of its directory tree.
This is passed as thdir argument of filesystem functions that operate on rooted filenames. This field must be
initialized by the filesystem’siount() function.
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Once a file has been opened it is represented by an open file object. These are allocated from an array of avail-
able file objects. User code accesses these open file objects via a second array of pointers which is indexed by
small integer offsets. This gives the usual Unix file descriptor functionality, complete with the various duplication

mechanisms.

A file table entry has the following structure:

struct CYG_FILE_TAG

{
cyg_uint32 f flag; /* file state */
cyg_uintl6 f_ucount; /* use count */
cyg_uintl6 f_type; /* descriptor type */
cyg_uint32 f_syncmode; /* synchronization protocol */
struct CYG_FILEOPS_TAG *f_ops; /* file operations */
off_t f_offset; /* current offset */
CYG_ADDRWORD f data; /* file or socket */
CYG_ADDRWORD f_xops; /* extra type specific ops */
cyg_mtab_entry *f_mte; /* mount table entry */
h

Thef flag field contains some FILEIO control bits and some bits propagated frofiteilpe argument of the
open() call (defined byCYG_FILE_MODE_MASK

Thef_ucount field contains a use count that controls when a file will be closed. Each duplicate in the file
descriptor array counts for one reference here. It is also incremented around each I/O operation to ensure that the

file cannot be closed while it has current I/O operations.

The f_type field indicates the type of the underlying file object. Some of the possible values here are

CYG_FILE_TYPE_FILE, CYG_FILE_TYPE_SOCKEDr CYG_FILE_TYPE_DEVICE

Thef_syncmode field is copied from thesyncmode field of the implementing filesystem. Its use is described

in Chapter 19

Thef offset  field records the current file position. It is the responsibility of the file operation functions to keep

this field up to date.

Thef data field contains private data placed here by the underlying filesystem. Normally this will be a pointer

to, or handle on, the filesystem object that implements this file.

Thef_xops field contains a pointer to any extra type specific operation functions. For example, the socket 1/0O

system installs a pointer to a table of functions that implement the standard socket operations.

Thef_mte field contains a pointer to the parent mount table entry for this file. It is used mainly to implement the
synchronization protocol. This may contain a pointer to some other data structure in file objects not derived from a

filesystem.

Thef_ops field contains a pointer to a table of file 1/O operations. This has the following structure:

struct CYG_FILEOPS_TAG
{
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int (*fo_read) (struct CYG_FILE_TAG *fp, struct CYG_UIO_TAG *uio);
int (*fo_write) (struct CYG_FILE_TAG *fp, struct CYG_UIO_TAG *uio);
int (*fo_lIseek) (struct CYG_FILE_TAG *fp, off_t *pos, int whence );
int (*fo_ioctl) (struct CYG_FILE_TAG *fp, CYG_ADDRWORD com,

CYG_ADDRWORD data);
int (*fo_select) (struct CYG_FILE_TAG *fp, int which, CYG_ADDRWORD info);

int (*fo_fsync) (struct CYG_FILE_TAG *fp, int mode );

int (*fo_close) (struct CYG_FILE_TAG *fp);

int (*fo_fstat) (struct CYG_FILE_TAG *fp, struct stat *buf );

int (*fo_getinfo) (struct CYG_FILE_TAG *fp, int key, char *buf, int len );
int (*fo_setinfo) (struct CYG_FILE_TAG *fp, int key, char *buf, int len );

h

It should be obvious from the names of most of these functions what their responsibilities afe.gEtiefo()
andfo_setinfo() function pointers, like their counterparts in the filesystem structure, implement minor control
and info functions such dgathconf()

The second argument to theread()  andfo_write() function pointers is a pointer to a UIO structure:

struct CYG_UIO_TAG

{
struct CYG_IOVEC_TAG *uio_iov; /* pointer to array of iovecs */
int uio_iovent; /* number of iovecs in array */
off t uio_offset; /* offset into file this uio corresponds to */
ssize_t uio_resid; /* residual i/o count */
enum cyg_uio_seg uio_segflg; /* see above */
enum cyg_uio_rw uio_rw; /* see above */

I3

struct CYG_IOVEC_TAG

{
void *jov_base; /* Base address. */
ssize_t iov_len; /* Length. */

h

This structure encapsulates the parameters of any data transfer operation. It provides support for scatter/gather
operations and records the progress of any data transfer. It is also compatible with the 1/O operations of any BSD-
derived network stacks and filesystems.

When a file is opened (or a file object created by some other means, suctkelf) or accept() ) it is the
responsibility of the filesystem open operation to initialize all the fields of the object exceptubeunt

f syncmode andf mte fields. Since thd flag field will already contain bits belonging to the FILEIO
infrastructure, any changes to it must be made with the appropriate logical operations.
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Filesystem operations all take a directory pointer as one of their arguments. A directory pointer is an opaque
handle managed by the filesystem. It should encapsulate a reference to a specific directory within the filesystem.
For example, it may be a pointer to the data structure that represents that directory (such as an inode), or a pointer
to a pathname for the directory.

Thechdir() filesystem function pointer has two modes of use. When passed a pointedin thet argument,

it should locate the named directory and place a directory pointer there.dfrtheut ~ argument is NULL then

thedir argument is a previously generated directory pointer that can now be disposed of. When the infrastructure
is implementing thehdir()  function it makes two calls to filesysteondir()  functions. The first is to get a
directory pointer for the new current directory. If this succeeds the second is to dispose of the old current directory
pointer.

Theopendir()  function is used to open a directory for reading. This results in an open file object that can be read
to return a sequence of struct dirent objects. The only operations that are allowed on thisééel atseek and

close . Each read operation on this file should return a single struct dirent object. When the end of the directory
is reached, zero should be returned. The only seek operation allowed is a rewind to the start of the directory, by
supplying an offset of zero andvehence specifier ofSEEK_SET

Most of these considerations are invisible to clients of a filesystem since they will access directories via the POSIX
opendir() ,readdir()  andclosedir() functions. The struct dirent object returnedrbyddir()  will always

contain d_name as required by POSIX. Wh&rGPKG_FILEIO_DIRENT_DTYPHS enabled it will also contain
d_type, which is not part of POSIX, but often implemented by OSes. Currently only the FATFS, RAMFS, ROMFS
and JFFS2 filesystem sets this value. For other filesystems a value of 0 will be returned in the member.

Support for thegetcwd() function is provided by three mechanisms. The first is to useFheNFO_GETCWD
getinfo key on the filesystem to use any internal support that it has for this. If that fails it falls back on one of the
two other mechanisms. @YGPKG_IO_FILEIO_TRACK_CWIs set then the current directory is tracked textually in
chdir() and the result of that is reported in getcwd(). Otherwise an attempt is made to traverse the directory tree

to its root using ".." entries.

This last option is complicated and expensive, and relies on the filesystem supporting "." and ".." entries. This is
not always the case, particularly if the filesystem has been ported from a non-UNIX-compatible source. Tracking
the pathname textually will usually work, but might not produce optimum results when symbolic links are being
used.
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Chapter 19. Synchronization

The FILEIO infrastructure provides a synchronization mechanism for controlling concurrent access to filesystems.
This allows existing filesystems to be ported to eCos, even if they do not have their own synchronization mech-
anisms. It also allows new filesystems to be implemented easily without having to consider the synchronization
issues.

The infrastructure maintains a mutex for each entry in each of the main tables: filesystem table, mount table and
file table. For each class of operation each of these mutexes may be locked before the corresponding filesystem
operation is invoked.

The synchronization protocol required by a filesystem is described kgytimmode field of the filesystem table
entry. This is a combination of the following flags:

CYG_SYNCMODE_FILE_FILESYSTEM

Lock the filesystem table entry mutex during all filesystem level operations.

CYG_SYNCMODE_FILE_MOUNTPOINT

Lock the mount table entry mutex during all filesystem level operations.

CYG_SYNCMODE_IO_FILE

Lock the file table entry mutex during all I/O operations.

CYG_SYNCMODE_IO_FILESYSTEM

Lock the filesystem table entry mutex during all I/O operations.

CYG_SYNCMODE_IO_MOUNTPOINT

Lock the mount table entry mutex during all I/O operations.

CYG_SYNCMODE_SOCK_FILE

Lock the file table entry mutex during all socket operations.

CYG_SYNCMODE_SOCK_NETSTACK

Lock the network stack table entry mutex during all socket operations.

CYG_SYNCMODE_NONE
Perform no locking at all during any operations.

The value of thesyncmode field in the filesystem table entry will be copied by the infrastructure to the open file
object after a successfopen() operation.
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Chapter 20. Initialization and Mounting

As mentioned previously, mount table entries can be sourced from two places. Static entries may be defined by
using theMTAB_ENTRY()macro. Such entries will be automatically mounted on system startup. For each entry in
the mount table that has a non-noéime field the filesystem table is searched for a match witifishame field.

If a match is found the filesystemrsount entry is called and if successful the mount table entry marked valid and
thefs field initialized. Themount() function is responsible for initializing theot field.

The size of the mount table is defined by the configuration valveNUM_FILEIO_MTAB_MAXAny entries that
have not been statically defined are available for use by dynamic mounts.

A filesystem may be mounted dynamically by callingunt() . This function has the following prototype:

int mount( const char *devname,
const char *dir,
const char *fsname);

The devhame argument identifies a device that will be used by this filesystem and will be assigned to the
devname field of the mount table entry.

Thedir argument is the mount point name, it will be assigned taae field of the mount table entry.

Thefsname argument is the name of the implementing filesystem, it will be assigned tisrihene entry of
the mount table entry. This argument may also contain options that control the mode in which the filesystem is
mounted.

Since these three arguments are assigned directly to the mount table entry, the memory pointed to by these argu-
ments must not change for the duration of the mount. This means they must be allocated from memory that will
persist unchanged until unmounting, such as constant strings, dynamically allocated memory, or static or automatic
variables that do not pass out of scope or get their values changed before unmounting.

The options attached to tHename argument consist of a comma separated list of single keywords or key-
word=value pairs separated from the filesystem name by a colon. For example, to mount the FAT filesystem
with write-through cache synchronization the string would fefs:sync=write" and to mount it read-only:
"fatfs:readonly"

The process of mounting a filesystem dynamically is as follows. First a search is made of the mount table for an
entry with a NULLnamefield to be used for the new mount point. The filesystem table is then searched for an entry
whose name matchdsname . If this is successful then the mount table entry is initialized and the filesystem’s
mount() operation called. If this is successful, the mount table entry is marked valid afel theld initialized.

Mounting a filesystem dynamically at the current working directory name, does not in fact change the current
directory to one on the newly mounted filesystem. Instead the current working directory remains on the previous
filesystem (or no filesystem in the case of '/’ with no filesystems previously mounted). This is in line with usual
POSIX/UNIX behaviour. To change to the new filesysterhdir()  call must be made, even if it is to the current
directory name as given lyetewd() . This is especially relevant when mounting a filesystem on '/’ as the current
working directory is usually also '/’ .

It should also be noted that there is no requirement for there to be a directory entry for a filesystem mount point if
mounted within another filesystem. So for example, there need not be a directory naavetlih the directory
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list of “/ " even though there is a filesystem mounted eV .

Unmounting a filesystem is done by theount() function. This can unmount filesystems whether they were
mounted statically or dynamically.

Theumount() function has the following prototype:
int umount( const char *name );

The mount table is searched for a match betweemé#mee argument and the entryame field. When a match is
found the filesystem’asmount() operation, with thédorce argument set téalse is called and if successful, the
mount table entry is invalidated by settingvialid field false and th@ame field to NULL.

There is also anmount_force()  function with the following prototype:
int umount( const char *name );

The main difference between this and the standardunt() function is that it forces the filesystem to be un-
mounted. In the FILEIO package this means that all open files will be forced to close, the current directory will
be moved away from the filesystem if it points to it and any threads waiting for access to the filesystem will be
forced to return. When the filesystemisiount() function is called, thdorce argument will be setrue , and

the filesystem should take steps to free all resources and detach from the underlying device.

Care must be taken if mounting a filesystem oi ds it will not be possible to unmount the filesystem later if it
is in use as the current working directory. Instead it will be necessary to change directory to a different filesystem
before unmounting.
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Where removable media is supported by the filesystem and the hardware device driver (currently only the FAT
filesystem and the JUNGO USB mass storage device driver have this support) it is possible to configure an auto-
mounter which will automatically mount any filesystems found on any device that is inserted. It will also automat-
ically unmount the filesystem when the device is removed.

The automounter is controlled by a number of configuration options:

CYGPKG_IO_FILEIO_AUTOMOUNT

This option enables the eCos automounter. It is only active if there are device drivers present that are capable
of dealing with removable media.

Default value: 0

CYGDAT_IO_FILEIO_AUTOMOUNT_ROOT
Any automounted filesystems will be mounted under this root directory.

Default value: "/auto"

CYGDAT_IO_FILEIO_AUTOMOUNT_DEVICES

This option is a list of device names of the devices that will be monitored by the automounter. Each entry is
two strings within braces, with separate entries separated by commas. The first string gives the device name,
the second the stub for making the mount point name under the automount root. The hame of the filesystem
root will be manufactured by appending the disk number and partition number to the name stub, separated by
underscores. For example with the default values typical filesystem root names might be: "/auto/usb_0_1" or
"lauto/usb_1_2".

Default value: { "/dev/usbmass/", "usb" }

The Automounter also defines a callback that may be used by applications to receive notifications that new filesys-
tems have been mounted or unmounted. fiiéie.h header contains the following definitions if the automounter
is enabled:

typedef void cyg_automount_handler( int event, char *mountpoint, CYG_ADDRWORD data );

#define CYG_AUTOMOUNT_MOUNT 1
#define CYG_AUTOMOUNT_UMOUNT 2

__externC int cyg_automount_register_handler( char *devname, cyg_automount_handler *handler, CYG_ADDRWORD d:

The functioncyg_automount_register_handler() causes the callback handler to be registered dEveame
identifies the device to which the callback will be attached, it should match one of the device names defined in
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CYGDAT_IO_FILEIO_AUTOMOUNT_DEVICES hehandler argument is the callback function addta is a user
defined data value.

When the handler is called, tlevent argument indicates the event being notifiedG_AUTOMOUNT_MOUNT
CYG_AUTOMOUNT_UMOUNTe mountpoint  argument is the name of the root of the filesystem being notified,
it will be composed as described above fr@viGDAT_IO_FILEIO_AUTOMOUNT_ROGIhd the stub part of the
relevantCYGDAT_IO_FILEIO_ AUTOMOUNT_DEVICEEntry. Thedata argument is the data value passed in from
cyg_automount_register_handler()

The handler will be called by the automounter just after the filesystem has been mounted, or just before it is
unmounted. Application code should avoid running too much code in the handler and offload long running tasks to
another thread. This is because the handler is called directly from the automounter thread and while it is executing,
no other automount operations can be run.
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If a network stack is present, then the FILEIO infrastructure also provides access to the standard BSD socket calls.

The netstack table contains entries which describe the network protocol stacks that are in the system image. Each
resident stack should export an entry to this table using8¥AB_ENTRY() macro.

Each table entry has the following structure:

struct cyg_nstab_entry

{
cyg_bool valid; /I true if stack initialized
cyg_uint32 syncmode; /I synchronization protocol
char *name; /I stack name
char *devname; Il hardware device name
CYG_ADDRWORD data; /I private data value
int (*init)( cyg_nstab_entry *nste );
int (*socket)( cyg_nstab_entry *nste, int domain, int type,

int protocol, cyg_file *file );
h

This table is analogous to a combination of the filesystem and mount tables.

Thevalid field is setrue if the stack’sinit()  function returned successfully and thywcmode field contains
theCYG_SYNCMODE_SOCKhits described above.

Thename field contains the name of the protocol stack.

Thedevname field names the device that the stack is using. This may reference a device under "/dev", or may be
a name that is only meaningful to the stack itself.

Theinit()  function pointer is called during system initialization to start the protocol stack running. If it returns
non-zero thevalid field is set false and the stack will be ignored subsequently.

Thesocket()  function is called to attempt to create a socket in the stack. Whesottket()  API function is
called the netstack table is scanned and for each valid entgptket()  function pointer is called. If this returns
non-zero then the scan continues to the next valid stack, or terminates with an error if the end of the table is reached.

The result of a successful socket call is an initialized file object witH tkeps field pointing to the following
structure:

struct cyg_sock_ops
{
int (*bind) ( cyg_file *fp, const sockaddr *sa, socklen_t len );
int (*connect) ( cyg_file *fp, const sockaddr *sa, socklen_t len );
int (*accept) ( cyg_file *fp, cyg_file *new_fp,
struct sockaddr *name, socklen_t *anamelen );
int (*listen) ( cyg_file *fp, int len );
int (*getname) ( cyg_file *fp, sockaddr *sa, socklen_t *len, int peer );
int (*shutdown) ( cyg_file *fp, int flags );
int (*getsockopt)( cyg_file *fp, int level, int optname,
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void *optval, socklen_t *optlen);
int (*setsockopt)( cyg_file *fp, int level, int optname,

const void *optval, socklen_t optlen);
int (*sendmsg) ( cyg_file *fp, const struct msghdr *m,

int flags, ssize_t *retsize );
int (*recvmsg) ( cyg_file *fp, struct msghdr *m,

socklen_t *namelen, ssize_t *retsize );

k

It should be obvious from the names of these functions which API calls they provide support fgetidree()
function pointer provides support for botfetsockname()  and getpeername()  while the sendmsg() and
recvmsg() function pointers provide support feend() , sendto() , sendmsg() , recv() , recvfrom() and
recvmsg() as appropriate.
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The infrastructure provides support for implementing a select mechanism. This is modeled on the mechanism in
the BSD kernel, but has been modified to make it implementation independent.

The main part of the mechanism is twgect() APl call. This processes its arguments and call$d¢hselect()
function pointer on all file objects referenced by the file descriptor sets passed to it. If the same descriptor appears
in more than one descriptor set, tloeselect() function will be called separately for each appearance.

The which argument of thefo_select() function will either beCYG_FREADto test for read conditions,
CYG_FWRITEO test for write conditions or zero to test for exceptions. For each of these options the function
should test whether the condition is satisfied and if so return true. If it is not satisfied then it should call
cyg_selrecord() with the info argument that was passed to the function and a pointer to a cyg_selinfo
structure.

The cyg_selinfo structure is used to record information about current select operations. Any object that needs to
support select must contain an instance of this structure. Separate cyg_selinfo structures should be kept for each of
the options that the object can select on - read, write or exception.

If none of the file objects report that the select condition is satisfied, thesettr®()  API function puts the
calling thread to sleep waiting either for a condition to become satisfied, or for the optional timeout to expire.

A selectable object must have some asynchronous activity that may cause a select condition to become true - either
via interrupts or the activities of other threads. Whenever a selectable condition is satisfied, the object should call
cyg_selwakeup()  with a pointer to the appropriate cyg_selinfo structure. If the thread is still waiting, this will
cause it to wake up and repeat its poll of the file descriptors. This time around, the object that caused the wakeup
should indicate that the select condition is satisfied, anddtket()  API call will return.

Note thatselect() = does not exhibit real time behaviour: the iterative poll of the descriptors, and the wakeup
mechanism mitigate against this. If real time response to device or socket I/O is required then separate threads
should be devoted to each device of interest and should use blocking calls to wait for a condition to become ready.
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Devices are accessed by means of a pseudo-filesystem, "devfs", that is mounted on "/dev". Open operations are
translated into calls toyg_io_lookup() and if successful result in a file object whdseps functions translate
filesystem API functions into calls into the device API.
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To create a new filesystem it is necessary to define the fstab entry and the file IO operations. The easiest way to
do this is to copy an existing filesystem: either the test filesystem in the FILEIO package, or the RAM or ROM
filesystem packages.

To make this clearer, the following is a brief tour of the FILEIO relevant parts of the RAM filesystem.

First, it is necessary to provide forward definitions of the functions that constitute the filesystem interface:

Il
/I Forward definitions

/I Filesystem operations

static int ramfs_mount ( cyg_fstab_entry *fste, cyg_mtab_entry *mte );
static int ramfs_umount  ( cyg_mtab_entry *mte, cyg_bool force );
static int ramfs_open ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,

int mode, cyg_file *fte );
static int ramfs_unlink ( cyg_mtab_entry *mte, cyg_dir dir, const char *name );
static int ramfs_mkdir ( cyg_mtab_entry *mte, cyg_dir dir, const char *name );
static int ramfs_rmdir ( cyg_mtab_entry *mte, cyg_dir dir, const char *name );
static int ramfs_rename ( cyg_mtab_entry *mte, cyg_dir dirl, const char *namel,
cyg_dir dir2, const char *name2 );
static int ramfs_link ( cyg_mtab_entry *mte, cyg_dir dirl, const char *namel,
cyg_dir dir2, const char *name2, int type );
static int ramfs_opendir ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,

cyg_file *fte );

static int ramfs_chdir ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,
cyg_dir *dir_out );

static int ramfs_stat ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,

struct stat *buf);

static int ramfs_getinfo ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,
int key, void *buf, int len );

static int ramfs_setinfo ( cyg_mtab_entry *mte, cyg_dir dir, const char *name,
int key, void *buf, int len );

/I File operations

static int ramfs_fo_read (struct CYG_FILE_TAG *fp, struct CYG_UIO_TAG *uio);

static int ramfs_fo_write (struct CYG_FILE_TAG *fp, struct CYG_UIO_TAG *uio);

static int ramfs_fo_Iseek (struct CYG_FILE_TAG *fp, off_t *pos, int whence );

static int ramfs_fo_ioctl (struct CYG_FILE_TAG *fp, CYG_ADDRWORD com,
CYG_ADDRWORD data);

static int ramfs_fo_fsync (struct CYG_FILE_TAG *fp, int mode );

static int ramfs_fo_close (struct CYG_FILE_TAG *fp);

static int ramfs_fo_fstat (struct CYG_FILE_TAG *fp, struct stat *buf );

static int ramfs_fo_getinfo  (struct CYG_FILE_TAG *fp, int key, void *buf, int len );
static int ramfs_fo_setinfo (struct CYG_FILE_TAG *fp, int key, void *buf, int len );

/I Directory operations
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static int ramfs_fo_dirread (struct CYG_FILE_TAG *fp, struct CYG_UIO_TAG *uio);
static int ramfs_fo_dirlseek (struct CYG_FILE_TAG *fp, off_t *pos, int whence );

We define all of the fstab entries and all of the file IO operations. We also define alternativesféortsad and
fo_Iseek file IO operations.

We can now define the filesystem table entry. There is a masm®B_ENTRMO do this:

I
/I Filesystem table entries

I
/I Fstab entry.

/I This defines the entry in the filesystem table.

/I For simplicity we use _FILESYSTEM synchronization for all accesses since
| we should never block in any filesystem operations.

=~

FSTAB_ENTRY( ramfs_fste, "ramfs", O,
CYG_SYNCMODE_FILE_FILESYSTEM|CYG_SYNCMODE_IO_FILESYSTEM,
ramfs_mount,
ramfs_umount,
ramfs_open,
ramfs_unlink,
ramfs_mkdir,
ramfs_rmdir,
ramfs_rename,
ramfs_link,
ramfs_opendir,
ramfs_chdir,
ramfs_stat,
ramfs_getinfo,
ramfs_setinfo);

The first argument to this macro gives the fstab entry a name, the remainder are initializers for the field of the
structure.

We must also define the file operations table that is installed in all open file table entries:

I
/I File operations.
/I This set of file operations are used for normal open files.

static cyg_fileops ramfs_fileops =

{
ramfs_fo_read,
ramfs_fo_write,
ramfs_fo_lseek,
ramfs_fo_ioctl,
cyg_fileio_seltrue,
ramfs_fo_fsync,
ramfs_fo_close,
ramfs_fo_fstat,
ramfs_fo_getinfo,
ramfs_fo_setinfo
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These all point to functions supplied by the filesystem exceptahgelect  field which is filled with a pointer
to cyg_fileio_seltrue() . This is provided by the FILEIO package and is a select function that always returns
true to all operations.

Finally, we need to define a set of file operations for use when reading directories. This table only defines the
fo read andfo_Iseek operations. The rest are filled with stub functions supplied by the FILEIO package that
just return an error code.

1
/I Directory file operations.

/I This set of operations are used for open directories. Most entries
/I point to error-returning stub functions. Only the read, Iseek and
/I close entries are functional.

static cyg_fileops ramfs_dirops =

{
ramfs_fo_dirread,
(cyg_fileop_write *)cyg_fileio_enosys,
ramfs_fo_dirlseek,
(cyg_fileop_ioctl *)cyg_fileio_enosys,
cyg_fileio_seltrue,
(cyg_fileop_fsync *)cyg_fileio_enosys,
ramfs_fo_close,
(cyg_fileop_fstat *)cyg_fileio_enosys,
(cyg_fileop_getinfo *)cyg_fileio_enosys,
(cyg_fileop_setinfo *)cyg_fileio_enosys
h

If the filesystem wants to have an instance automatically mounted on system startup, it must also define a mount
table entry. This is done with thaTAB_ENTRYnacro. This is an example from the test filesystem of how this is
used:

MTAB_ENTRY( testfs_mtel,
-
"testfs",

0);

The first argument provides a name for the table entry. The following arguments provide initializationfantbe
fsname , devname options anddata fields respectively.

These definitions are adequate to let the new filesystem interact with the FILEIO package. The new filesystem now
needs to be fleshed out with implementations of the functions defined above. Obviously, the exact form this takes
will depend on what the filesystem is intended to do. Take a look at the RAM and ROM filesystems for examples
of how this has been done.
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Chapter 26. The eCos PCI Library

The PCI library is an optional part of eCos, and is only applicable to some platforms.

PCI Library

The eCos PCI library provides the following functionality:

1. Scan the PCI bus for specific devices or devices of a certain class.
2.Read and change generic PCI information.
3. Read and change device-specific PCl information.
4. Allocate PCI memory and 10 space to devices.
5. Translate a device’s PCl interrupts to equivalent HAL vectors.
Example code fragments are from the pcil test ({gpei/  <release >/tests/pcil.c ).

All of the functions described below are declared in the heade&ig/io/pci.h > which all clients of the PCI
library should include.

PCI Overview

The PCI bus supports several address spaces: memory, 10, and configuration. All PCI devices must support manda-
tory configuration space registers. Some devices may also present IO mapped and/or memory mapped resources.
Before devices on the bus can be used, they must be configured. Basically, configuration will assign PCI 10 and/or
memory address ranges to each device and then enable that device. All PCI devices have a unique address in con-
figuration space. This address is comprised of a bus number, a device number, and a function humber. Special
devices called bridges are used to connect two PCI busses together. The PCI standard supports up to 255 busses
with each bus having up to 32 devices and each device having up to 8 functions.

The environment in which a platform operates will dictate if and how eCos should configure devices on the PCI
bus. If the platform acts as a host on a single PCI bus, then devices may be configured individually from the relevant
device driver. If the platform is not the primary host, such as a PCI card plugged into a PC, configuration of PCI
devices may be left to the PC BIOS. If PCI-PCI bridges are involved, configuration of all devices is best done all

at once early in the boot process. This is because all devices on the secondary side of a bridge must be evaluated
for their IO and memory space requirements before the bridge can be configured.

Initializing the bus

The PCI bus needs to be initialized before it can be used. This only needs to be done once - some HALs may do it
as part of the platform initialization procedure, other HALs may leave it to the application or device drivers to do
it. The following function will do the initialization only once, so it's safe to call from multiple drivers:

void cyg_pci_init( void );
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Scanning for devices
After the bus has been initialized, it is possible to scan it for devices. This is done using the function:

cyg_bool cyg_pci_find_next( cyg_pci_device_id cur_devid,
cyg_pci_device_id *next_devid );

It will scan the bus for devices starting@ir_devid . If a device is found, its devid is stored fmext_devid
and the function returnsue .

Thepcil test's outer loop looks like:

cyg_pci_init();
if (cyg_pci_find_next(CYG_PCI_NULL_DEVID, &devid)) {
do {
<use devid >
} while (cyg_pci_find_next(devid, &devid));

}
What happens is that the bus gets initialized and a scan is statted. PCI_NULL_DEVID causes
cyg_pci_find_next() to restart its scan. If the bus does not contain any devices, the first call to
cyg_pci_find_next() will return false

If the call returngrue , a loop is entered where the found devid is used. After devid processing has completed, the
next device on the bus is searched ty_pci_find_next() continues its scan from the current devid. The loop
terminates when no more devices are found on the bus.

This is the generic way of scanning the bus, enumerating all the devices on the bus. But if the application is looking
for a device of a given device class (e.g., a SCSI controller), or a specific vendor device, these functions simplify
the task a bit:

cyg_bool cyg_pci_find_class( cyg_uint32 dev_class,
cyg_pci_device_id *devid );

cyg_bool cyg_pci_find_device( cyg_uintl6é vendor, cyg_uintl6 device,
cyg_pci_device_id *devid );

They work just likecyg_pci_find_next() , but only return true when the dev_class or vendor/device qualifiers
match those of a device on the bus. The devid serves as both an input and an output operand: the scan starts at the
given device, and if a device is found devid is updated with the value for the found device.

The <cyglio/pci_cfg.h > header file (included byci.h ) contains definitions for PCI class, vendor and device

codes which can be used as arguments to the find functions. The list of vendor and device codes is not complete:
add new codes as necessary. If possible also register the codes at the PCI Database (http://www.pcidatabase.com)
which is where the eCos definitions are generated from.

Generic config information

When a valid device ID (devid) is found using one of the above functions, the associated device can be queried and
controlled using the functions:

void cyg_pci_get_device_info ( cyg_pci_device_id devid,
cyg_pci_device *dev_info );
void cyg_pci_set_device_info ( cyg_pci_device_id devid,
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cyg_pci_device *dev_info );

The cyg_pci_device structure (definecpiti.h ) primarily holds information as described by the PCI specification
[1]. Thepcil test prints out some of this information:

Il Get device info

cyg_pci_get_device_info(devid, &dev_info);

diag_printf("\n Command 0x%04x, Status 0x%04x\n",
dev_info.command, dev_info.status);

The command register can also be written to, controlling (among other things) whether the device responds to 10
and memory access from the bus.

Specific config information

The above functions only allow access to generic PCI config registers. A device can have extra config registers not
specified by the PCI specification. These can be accessed with these functions:

void cyg_pci_read_config_uint8( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uint8 *val);
void cyg_pci_read_config_uintl6( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uintl6 *val);
void cyg_pci_read_config_uint32( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uint32 *val);
void cyg_pci_write_config_uint8( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uint8 val);
void cyg_pci_write_config_uintl6( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uintl6 val);
void cyg_pci_write_config_uint32( cyg_pci_device_id devid,
cyg_uint8 offset, cyg uint32 val);

The write functions should only be used for device-specific config registers since using them on generic registers
may invalidate the contents of a previously fetched cyg_pci_device structure.

Allocating memory

A PCI device ignores all IO and memory access from the PCI bus until it has been activated. Activation cannot
happen until after device configuration. Configuration means telling the device where it should map its 10 and
memory resources. This is done with one of the following functions::

cyg_bool cyg_pci_configure_device( cyg_pci_device *dev_info );
cyg_bool cyg_pci_configure_bus( cyg_uint8 bus, cyg_uint8 *next_bus );

The cyg_pci_configure_device handles all IO and memory regions that need configuration on non-bridge
devices. On platforms with multiple busses connected by bridgesgcytieci configure_bus function
should be used. It will recursively configure all devices on the gibeis and all subordinate busses.
cyg_pci_configure_bus will use cyg_pci_configure_device to configure individual non-bridge devices.

Each region is represented in the PCI device’s config space by BARs (Base Address Registers) and is handled
individually according to type using these functions:

179



Chapter 26. The eCos PCI Library

180

cyg_bool cyg_pci_allocate_memory( cyg_pci_device *dev_info,
cyg_uint32 bar,
CYG_PCI_ADDRESS64 *base );
cyg_bool cyg_pci_allocate_io( cyg_pci_device *dev_info,
cyg_uint32 bar,
CYG_PCI_ADDRESS32 *base );

The memory bases (in two distinct address spaces) are increased as memory regions are allocated to devices.
Allocation will fail (the function returns false) if the base exceeds the limits of the address space (IO is 1MB,
memory is 2732 or 2”64 bytes).

These functions can also be called directly by the application/driver if necessary, but this should not be necessary.

The bases are initialized with default values provided by the HAL. It is possible for an application to override these
using the following functions:

void cyg_pci_set_memory_base( CYG_PCI_ADDRESS64 base );
void cyg_pci_set_io_base( CYG_PCI_ADDRESS32 base );

When a device has been configured, the cyg_pci_device structure will contain the physical address in the CPU’s
address space where the device’s memory regions can be accessed.

This information is provided ibase_map[] - there is a 32 bit word for each of the device's BARs. For 32 bit PCI
memory regions, each 32 bit word will be an actual pointer that can be used immediately by the driver: the memory
space will normally be linearly addressable by the CPU.

However, for 64 bit PCI memory regions, some (or all) of the region may be outside of the CPUs address space. In
this case the driver will need to know how to access the region in segments. This functionality may be adopted by
the eCos HAL if deemed useful in the future. The 2GB available on many systems should suffice though.

Interrupts

A device may generate interrupts. The HAL vector associated with a given device on the bus is platform specific.
This function allows a driver to find the actual interrupt vector for a given device:

cyg_bool cyg_pci_translate_interrupt( cyg_pci_device *dev_info,
CYG_ADDRWORD *vec );

If the function returns false, no interrupts will be generated by the device. If it returns true, the CYG_ADDRWORD
pointed to by vec is updated with the HAL interrupt vector the device will be using. This is how the function is
used in thepcil test:

if (cyg_pci_translate_interrupt(&dev_info, &irq))
diag_printf(" Wired to HAL vector %d\n", irq);
else
diag_printf(" Does not generate interrupts.\n");

The application/drive should attach an interrupt handler to a device’s interrupt before activating the device.
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Activating a device

When the device has been allocated memory space it can be activated. This is not done by the library since a driver
may have to initialize more state on the device before it can be safely activated.

Activating the device is done by enabling flags in its command word. As an example, se# thest which can
be configured to enable the devices it finds. This allows these to be accessed from GDB (if a breakpoint is set on
cyg_test exit  ):

#ifdef ENABLE_PCI_DEVICES

{
cyg_uintl6 cmd;
/I Don't use cyg_pci_set_device_info since it clears
/I some of the fields we want to print out below.
cyg_pci_read_config_uint16(dev_info.devid,
CYG_PCI_CFG_COMMAND, &cmd);
cmd |= CYG_PCI_CFG_COMMAND_IO|CYG_PCI_CFG_COMMAND_MEMORY;
cyg_pci_write_config_uintl6(dev_info.devid,
CYG_PCI_CFG_COMMAND, cmd);
}
diag_printf(" **** Device 10 and MEM access enabled\n");
#endif
Note: The best way to activate a device is actually through cyg_pci_set_device_info() , but in this particular
case the cyg_pci_device structure contents from before the activation is required for printout further down in
the code.
Links

See these links for more information about PCI:

1. http://www.pcisig.com/ - information on the PCI specifications
2. http://www.yourvote.com/pci/ - list of vendor and device IDs

3. http://www.picmg.org/ - PCI Industrial Computer Manufacturers Group

PCI Library reference

This document defines the PCI Support Library for eCos.

The PCI support library provides a set of routines for accessing the PCI bus configuration space in a portable
manner. This is provided by two APIs. The high level API is used by device drivers, or other code, to access the
PCI configuration space portably. The low level APl is used by the PCI library itself to access the hardware in a
platform-specific manner, and may also be used by device drivers to access the PCI configuration space directly.
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Underlying the low-level API is HAL support for the basic configuration space operations. These should not gen-
erally be used by any code other than the PCI library, and are present in the HAL to allow low level initialization
of the PCI bus and devices to take place if necessary.

PCI Library API

The PCI library provides the following routines and types for accessing the PCI configuration space.
The API for the PCl library is found in the header fikeyg/io/pci.h >.

Definitions

The header file contains definitions for the common configuration structure offsets and specimen values for device,
vendor and class code.

Types and data structures
The following types are defined:

typedef CYG_WORD32 cyg_pci_device_id;

This is comprised of the bus number, device number and functional unit humbers packed into a single
word. The macro CYG_PCI_DEV_MAKE_ID(), in conjunction with the CYG_PCI_DEV_MAKE_DEVFN()

macro, may be used to construct a device id from the bus, device and functional unit numbers. Similarly
the macros CYG_PCI_DEV_GET_BUS() CYG_PCI_DEV_GET_DEVFN() CYG_PCI_DEV_GET_DEV() and
CYG_PCI_DEV_GET_FN()may be used to extract the constituent parts of a device id. It should not be necessary to
use these macros under normal circumstances. The following code fragment demonstrates how these macros may
be used:

/I Create a packed representation of device 1, function 0
cyg_uint8 devfn = CYG_PCI_DEV_MAKE_DEVFN(1,0);

/I Create a packed devid for that device on bus 2
cyg_pci_device_id devid = CYG_PCI_DEV_MAKE_ID(2, devfn);

diag_printf("bus %d, dev %d, func %d\n",
CYG_PCI_DEV_GET_BUS(devid),
CYG_PCI_DEV_GET_DEV(CYG_PCI_DEV_GET_DEVFN(devid)),
CYG_PCI_DEV_GET_FN(CYG_PCI_DEV_GET_DEVFN(devid));

typedef struct cyg_pci_device;

This structure is used to contain data read from a PCl device’s configuration header by
cyg_pci_get_device_info() . Itis also used to record the resource allocations made to the device.

typedef CYG_WORD64 CYG_PCI_ADDRESS64;
typedef CYG_WORD32 CYG_PCI_ADDRESS32;
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Pointers in the PCI address space are 32 bit (10 space) or 32/64 bit (memory space). In most platform and device
configurations all of PCI memory will be linearly addressable using only 32 bit pointers as realbemapl]

The 64 bit type is used to allow handling 64 bit devices in the future, should it be necessary, without changing the
library's API.

Functions
void cyg_pci_init(void);

Initialize the PCI library and establish contact with the hardware. This function is idempotent and can be called
either by all drivers in the system, or just from an application initialization function.

cyg_bool cyg_pci_find_device( cyg_uintl6 vendor,
Cyg_uintl6 device,
cyg_pci_device_id *devid );

Searches the PCI bus configuration space for a device with thexgivelor anddevice ids. The search starts at
the device pointed to bgtevid , or at the first slot if it contain€YG_PCI_NULL_DEVID *devid  will be updated
with the ID of the next device found. Returmmse if one is found andalse if not.

cyg_bool cyg_pci_find_class( cyg_uint32 dev_class,
cyg_pci_device_id *devid );

Searches the PCI bus configuration space for a device with the dixertlass class code. The search starts at
the device pointed to bglevid , or at the first slot if it contain€YG_PCI_NULL_DEVID

*devid will be updated with the ID of the next device found. Returns if one is found andalse if not.

cyg_bool cyg_pci_find_next( cyg_pci_device_id cur_devid,
cyg_pci_device_id *next_devid );

Searches the PCI configuration space for the next valid deviceaftedevid . If cur_devid is given the
valueCYG_PCI_NULL_DEVIQ then the search starts at the first slot. It is permittechéott_devid  to point to
cur_devid . Returngrue if another device is found arfdise if not.

cyg_bool cyg_pci_find_matching( cyg_pci_match_func *matchp,
void * match_callback_data,
cyg_pci_device_id *devid );

Searches the PCI bus configuration space for a device whose properties match those required by the caller supplied
cyg_pci_match_func . The search starts at the device pointed talbyid , or at the first slot if it contains
CYG_PCI_NULL_DEVID Thedevid will be updated with the ID of the next device found. This function returns

true if a matching device is found arfdise if not.

The match_func has a type declared as:

typedef cyg_bool (cyg_pci_match_func)( cyg_uintl6 vendor,
cyg_uintl6 device,
cyg_uint32 class,
void * user_data);
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Thevendor , device , andclass are from the device configuration space. Ttser_data is the callback
data passed teyg_pci_find_matching

void cyg_pci_get_device_info ( cyg_pci_device_id devid,
cyg_pci_device *dev_info );

This function gets the PCI configuration information for the device indicatetkind . The common fields of

the cyg_pci_device structure, and the appropriate fields of the relevant header union member are filled in from the
device’s configuration space. If the device has not been enabled, then this function will also fetch the size and type
information from the base address registers and place it ibattee size[] ~ array.

void cyg_pci_set_device_info ( cyg_pci_device_id devid,
cyg_pci_device *dev_info );

This function sets the PCI configuration information for the device indicateteid . Only the configuration
space registers that are writable are actually written. Once all the fields have been written, the device info will be
read back intddev_info , so that it reflects the true state of the hardware.

void cyg_pci_read_config_uint8( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uint8 *val );

void cyg_pci_read_config_uint16( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uintl6 *val );

void cyg_pci_read_config_uint32( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uint32 *val );

These functions read registers of the appropriate size from the configuration space of the given device. They
should mainly be used to access registers that are device specific. General PCI registers are best accessed through
cyg_pci_get_device_info()

void cyg_pci_write_config_uint8( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uint8 val );

void cyg_pci_write_config_uint16( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uintl6 val );

void cyg_pci_write_config_uint32( cyg_pci_device_id devid,
cyg_uint8 offset, cyg_uint32 val );

These functions write registers of the appropriate size to the configuration space of the given device. They
should mainly be used to access registers that are device specific. General PCI registers are best accessed
through cyg_pci_get_device_info() . Writing the general registers this way may render the contents of a
cyg_pci_device structure invalid.

Resource allocation
These routines allocate memory and I/O space to PCI devices.

cyg_bool cyg_pci_configure_device( cyg_pci_device *dev_info )

Allocate memory and IO space to all base address registers using the current memory and 10 base addresses
in the library. The allocated base addresses, translated into directly usable values, will be put into the matching
base_map[] entriesin*dev_info .If *dev_info  does not contain validase_size[]  entries, then the result
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isfalse . This function will also caltyg_pci_translate_interrupt() to put the interrupt vector into the HAL
vector entry.

cyg_bool cyg_pci_configure_bus( cyg_uint8 bus, cyg_uint8 *next_bus )

Allocate memory and IO space to all base address registers on all devices on the given bus and all subordinate
busses. If a PCI-PCI bridge is found bns, this function will call itself recursively in order to configure the bus

on the other side of the bridge. Because of the nature of bridge devices, all devices on the secondary side of a bridge
must be allocated memory and IO space before the memory and IO windows on the bridge device can be properly
configured. Thenext_bus argument points to the bus number to assign to the next subordinate bus found. The
number will be incremented as new busses are discovered. If succassfulis returned. Otherwisdalse is

returned.

cyg_bool cyg_pci_translate_interrupt( cyg_pci_device *dev_info,
CYG_ADDRWORD *vec );

Translate the device’s PCl interrupt (INTA#-INTD#) to the associated HAL vector. This may also depend on which
slot the device occupies. If the device may generate interrupts, the translated vector number will be stared in
and the result igue . Otherwise the result islse

cyg_bool cyg_pci_allocate_memory( cyg_pci_device *dev_info,
cyg_uint32 bar,
CYG_PCI_ADDRESS64 *base );
cyg_bool cyg_pci_allocate_io( cyg_pci_device *dev_info,
Cyg_uint32 bar,
CYG_PCI_ADDRESS32 *base );

These routines allocate memory or 1/O space to the base address register indidadéed Byre base address in
*base will be correctly aligned and the address of the next free location will be written back into it if the allocation
succeeds. If the base address register is of the wrong type for this allocatitey, dnfo  does not contain valid
base_size[]  entries, the result ialse . These functions allow a device driver to set up its own mappings if it
wants. Most devices should probably ugg pci_configure_device()

void cyg_pci_set_ memory_base( CYG_PCI_ADDRESS64 base );
void cyg_pci_set_io_base( CYG_PCI_ADDRESS32 base );

These routines set the base addresses for memory and I/0 mappings to be used by the memory allocation routines.
Normally these base addresses will be set to default values based on the platform. These routines allow these to be
changed by application code if necessary.

PCI Library Hardware API

This APl is used by the PCI library to access the PCI bus configuration space. Although it should not normally
be necessary, this APl may also be used by device driver or application code to perform PCI bus operations not
supported by the PCI library.

void cyg_pcihw_init(void);
Initialize the PCI hardware so that the configuration space may be accessed.

void cyg_pcihw_read_config_uint8( cyg_uint8 bus,
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cyg_uint8 devfn, cyg_uint8 offset, cyg_uint8 *val);
void cyg_pcihw_read_config_uint16( cyg_uint8 bus,

cyg_uint8 devfn, cyg_uint8 offset, cyg_uintl6 *val);
void cyg_pcihw_read_config_uint32( cyg_uint8 bus,

cyg_uint8 devfn, cyg_uint8 offset, cyg_uint32 *val);

These functions read a register of the appropriate size from the PCI configuration space at an address composed
from thebus, devfn andoffset arguments.

void cyg_pcihw_write_config_uint8( cyg_uint8 bus,

cyg_uint8 devfn, cyg_uint8 offset, cyg_uint8 val);
void cyg_pcihw_write_config_uintl6( cyg_uint8 bus,

cyg_uint8 devfn, cyg_uint8 offset, cyg_uintl6 val);
void cyg_pcihw_write_config_uint32( cyg_uint8 bus,

cyg_uint8 devfn, cyg_uint8 offset, cyg_uint32 val);

These functions write a register of the appropriate size to the PCI configuration space at an address composed from
thebus, devfn andoffset arguments.

cyg_bool cyg_pcihw_translate_interrupt( cyg_uint8 bus,
cyg_uint8 devfn,
CYG_ADDRWORD *vec);

This function interrogates the device and determines which HAL interrupt vector it is connected to.

HAL PCI support

HAL support consists of a set of C macros that provide the implementation of the low level PCI API.
HAL_PCI_INIT()

Initialize the PCI bus.

HAL_PCI_READ_UINTS8( bus, devfn, offset, val )
HAL_PCl_READ_UINT16( bus, devin, offset, val )
HAL_PCI_READ_UINT32( bus, devfn, offset, val )

Read a value from the PCI configuration space of the appropriate size at an address composed btam the
devfn andoffset

HAL_PCI_WRITE_UINT8( bus, devfn, offset, val )
HAL_PCI_WRITE_UINT16( bus, devfn, offset, val )
HAL_PCI_WRITE_UINT32( bus, devfn, offset, val )

Write a value to the PCI configuration space of the appropriate size at an address composedbism desfn
andoffset

HAL_PCI_TRANSLATE_INTERRUPT( bus, devfn, *vec, valid )
Translate the device’s interrupt line into a HAL interrupt vector.

HAL_PCI_ALLOC_BASE_MEMORY
HAL_PCI_ALLOC_BASE_IO
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These macros define the default base addresses used to initialize the memory and I/O allocation pointers.

HAL_PCI_PHYSICAL_MEMORY_BASE
HAL_PCI_PHYSICAL_IO_BASE

PCI memory and 10 range do not always correspond directly to physical memory or 10 addresses. Frequently the
PCI address spaces are windowed into the processor’s address range at some offset. These macros define offsets to
be added to the PCI base addresses to translate PCI bus addresses into physical memory addresses that can be use
to access the allocated memory or 10 space.

Note: The chunk of PCI memory space directly addressable though the window by the CPU may be smaller
than the amount of PCI memory actually provided. In that case drivers will have to access PCl memory space
in segments. Doing this will be platform specific and is currently beyond the scope of the HAL.

HAL_PCI_IGNORE_DEVICE( bus, dev, fn )

This macro, if defined, may be used to limit the devices which are found by the bus scanning functions. This is
sometimes necessary for devices which need special handling. If this macro evaluates, tthe given device
will not be found bycyg_pci_find_next or other bus scanning functions.

HAL_PCI_IGNORE_BAR( dev_info, bar_num )

This macro, if defined, may be used to limit which BARs are discovered and configured. This is sometimes neces-
sary for platforms with limited PCI windows. If this macro evaluatesue |, the given BAR will not be discovered
by cyg_pci_get_device_info and therefore not configured layg_pci_configure_device
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Chapter 27. The eCos FLASH Library

The FLASH library is an optional part of eCos, and is only applicable to some platforms.

The eCos FLASH library provides the following functionality:

1. Identifying installed device of a FLASH family.

2. Read, erasing and writing to FLASH blocks.

3. Validating an address is within the FLASH.

4. Determining the number and size of FLASH blocks.

There are two APIs with the flash library. The old API is retained for backwards compatibility reasons, but should
slowly be replaced with the new API which is much more flexible and does not pollute the name space as much.

Notes on using the FLASH library

FLASH devices cannot be read from when an erase or write operation is active. This means it is not possible to
execute code from flash while an erase or write operation is active. It is possible to use the library when the exe-
cutable image is resident in FLASH. The low level drivers are written such that the linker places the functions that
actually manipulate the flash into RAM. However the library may not be interrupt safe. An interrupt must not cause
execution of code that is resident in FLASH. This may be the image itself, or RedBoot. In some configurations of
eCos, "C on the serial port or debugging via Ethernet may cause an interrupt handler to call RedBoot. If RedBoot
is resident in FLASH this will cause a crash. Similarly, if another thread invokes a virtual vector function to access
RedBoot, eg to perform diag_printf() a crash could result.

Thus with a ROM based image or a ROM based Redboot it is recommended to disable interrupts while erasing
or programming flash. Using both a ROMRAM or RAM images and a ROMRAM or RAM RedBoot are safe and
there is no need to disable interrupts.

Danger, Will Robinson! Danger!

Unlike nearly every other aspect of embedded system programming, getting it wrong with FLASH devices can
render your target system useless. Most targets have a boot loader in the FLASH. Without this boot loader the
target will obviously not boot. So before starting to play with this library its worth investigating a few things. How

do you recover your target if you delete the boot loader? Do you have the necessary JTAG cable? Or is specialist
hardware needed? Is it even possible to recover the target boards or must it be thrown into the rubbish bin? How
does killing the board affect your project schedule?
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There are two APIs described here. The first is the application APl which programs should use. The second APl is
that between the FLASH IO library and the device drivers.

FLASH user API

All of the functions described below are declared in the headekfilgy/io/flash.h > which all users of the
FLASH library should include.

Initializing the FLASH library

The FLASH library needs to be initialized before other FLASH operations can be performed. This only needs to
be done once. The following function will only do the initialization once so it’s safe to call multiple times:

__externC int cyg_flash_init(cyg_flash_printf *pf);

The parametepf must always be set to NULL. It exists solely for backward compatibility and other
settings are deprecated and obsolete. Past use of this parameter has now been replaced with use of the
cyg_flash_set_global_printf function.

Retrieving information about FLASH devices

The following five functions return information about the FLASH.

__externC int cyg_flash_get_info(cyg_uint32 devno, cyg_flash_info_t * info);

__externC int cyg_flash_get_info_addr(cyg_flashaddr_t flash_base, cyg_flash_info_t * info);
__externC int cyg_flash_verify_addr(const flashaddr_t address);

__extern size_t cyg_flash_block_size(const cyg_flashaddr_t flash_base);

typedef struct cyg_flash_block_info
{

size_t block_size;
cyg_uint32 blocks;
} cyg_flash_block_info_t;

typedef struct {

cyg_flashaddr_t start; /I First address
cyg_flashaddr_t end,; /I Last address
cyg_uint32 num_block_infos;// Number of entries

const cyg_flash_block_info_t *blocks_info; /I Info about one block size
} cyg_flash_info_t;

cyg_flash_get_info() is the main function to get information about installed flash devices. Paradeteo
is used to iterate over the available flash devices, starting from 0. If the devno'th device exists, the structure
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pointed to byinfo s filled in and CYG_FLASH_ERR_O¥Ks returned, otherwis€YG_FLASH_ERR_INVALID
cyg_flash_get_info() is similar, but returns the information about the flash device at the given address.
cyg_flash_block_size() returns the size of the block at the given addregs.flash_verify_addr() tests

if the target addresses is within one of the FLASH devices, retui@itg FLASH_ERR_OKif so.

Reading from FLASH
There are two methods for reading from FLASH. The first is to use the following function.

__externC int cyg_flash_read(cyg_flashaddr_t flash_base, void *ram_base, size_t len, cyg_flashaddr_t *err_address);

flash_base is where in the flash to read fromam_base indicates where the data read from flash should be
placed into RAM.len is the number of bytes to be read from the FLASH and address  is used to return
the location in FLASH that any error occurred while reading.

The second method is to simphyemcpy() directly from the FLASH. This is not recommended since some types
of device cannot be read in this way, eg NAND FLASH. Using the FLASH library function to read the FLASH
will always work so making it easy to port code from one FLASH device to another.

Erasing areas of FLASH
Blocks of FLASH can be erased using the following function:

__externC int cyg_flash_erase(cyg_flashaddr_t flash_base, size_t len, cyg_flashaddr_t *err_address);

flash_base iswhere in the flash to erase frolan is the minimum number of bytes to erase in the FLASH and
err_address  is used to return the location in FLASH that any error occurred while erasing. It should be noted
that FLASH devices are block oriented when erasing. It is not possible to erase a few bytes within a block, the whole
block will be erasedflash_base  may be anywhere within the first block to be erasedftash_base+len

may be anywhere in the last block to be erased.

Programming the FLASH
Programming of the flash is achieved using the following function.

__externC int cyg_flash_program(cyg_flashaddr_t flash_base, void *ram_base, size t len, cyg_flashaddr_t *err_address);

flash_base is where in the flash to program fromam_base indicates where the data to be programmed
into FLASH should be read from in RAMen is the number of bytes to be program into the FLASH and
err_address  is used to return the location in FLASH that any error occurred while programming.

Locking and unlocking blocks

Some flash devices have the ability to lock and unlock blocks. A locked block cannot be erased
or programmed without it first being unlocked. For devices which support this feature and when
CYGHWR_IO_FLASH_BLOCK_LOCKIN8senabled then the following two functions are available:
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__externC int cyg_flash_lock(const cyg_flashaddr_t flash_base, size_t len, cyg_flashaddr_t *err_address);
__externC int cyg_flash_unlock(const cyg_flashaddr_t flash_base, size_t len, cyg_flashaddr_t *err_address);

Locking FLASH mutexes

When the eCos kernel package is included in the eCos configuration, the FLASH IO library will perform mutex
locking on FLASH operations. This makes the API defined here thread safe. However applications may wish to
directly access the contents of the FLASH. In order for this to be thread safe it is necessary for the application to
use the following two functions to inform the FLASH IO library that the FLASH devices are being used and other
API calls should be blocked.

__externC int cyg_flash_mutex_lock(const cyg_flashaddr_t from, size_t len);
__externC int cyg_flash_mutex_unlock(const cyg_flashaddr_t from, size_t len);

Configuring diagnostic output

Each FLASH device can have an associated function which is called to perform diagnostic output. The function to
be used can be configured with the following functions:

__externC int cyg_flash_set_printf(const cyg_flashaddr_t flash_base,

cyg_flash_printf *pf);
__externC void cyg_flash_set_global_printf(cyg_flash_printf *pf);
typedef int cyg_flash_printf(const char *fmt, ...);

The parametepf is a pointer to a function which is to be used for diagnostic output. Typically the function
diag_printf() will be passed. Normally this function is not used by the higher layer of the library unless
CYGSEM_IO_FLASH_CHATTER enabled. Passing MULL causes diagnostic output from lower level drivers to
be discarded.

cyg_flash_set_printf is used to set a diagnostic output function which will be used specifically when diagnos-
tic output is attempted from the FLASH device driver associated with the base addflestiobase . An error

will be returned if no FLASH device is found for this address, or the FLASH subsystem has not yet been initialised
with cyg_flash_init

cyg_flash_set_global_printf sets a diagnostic output function for all available FLASH devices. Any previous
setting of a diagnostic output function (including wityy_flash_set_printf ) will be discarded. This function
may be called prior tayg_flash_init

Return values and errors

All the functions above return one of the following return values.

CYG_FLASH_ERR_OK No error - operation complete
CYG_FLASH_ERR_INVALID Invalid FLASH address
CYG_FLASH_ERR_ERASE Error trying to erase
CYG_FLASH_ERR_LOCK Error trying to lock/unlock
CYG_FLASH_ERR_PROGRAM Error trying to program
CYG_FLASH_ERR_PROTOCOL Generic error
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CYG_FLASH_ERR_PROTECT Device/region is write-protected
CYG_FLASH_ERR_NOT_INIT FLASH info not yet initialized
CYG_FLASH_ERR_HWR Hardware (configuration?) problem

CYG_FLASH ERR_ERASE_SUSPEND Device is in erase suspend mode
CYG_FLASH_ERR_PROGRAM_SUSPEND Device is in program suspend mode

CYG_FLASH_ERR_DRV_VERIFY Driver failed to verify data
CYG_FLASH_ERR_DRV_TIMEOUT Driver timed out waiting for device
CYG_FLASH_ERR_DRV_WRONG_PART Driver does not support device
CYG_FLASH_ERR_LOW_VOLTAGE Not enough juice to complete job

To turn an error code into a human readable string the following function can be used:

__externC const char *cyg_flash_errmsg(const int err);

FLASH device API
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This section describes the API between the FLASH IO library the FLASH device drivers.

The FLASH device Structure
This structure keeps all the information about a single driver.

struct cyg_flash_dev {

const struct cyg_flash_dev_funs *funs; /I Function pointers
cyg_uint32 flags; /I Device characteristics
cyg_flashaddr_t start; /I First address
cyg_flashaddr_t end; /I Last address
cyg_uint32 num_block_infos; // Number of entries
const cyg_flash_block_info_t *block _info; /I Info about one block size
const void *priv; /I Devices private data

/I The following are only written to by the FLASH IO layer.

cyg_flash_printf *pf; /I Pointer to diagnostic printf
bool init; /I Device has been initialised
#ifdef CYGPKG_KERNEL
cyg_mutex_t mutex; /I Mutex for thread safeness
#endif
#if (CYGHWR_IO_FLASH_DEVICE > 1)
struct cyg_flash_dev *next; /I Pointer to next device
#endif
h
struct cyg_flash_dev_funs {
int (*flash_init) (struct cyg_flash_dev *dev);
size_t (*flash_query) (struct cyg_flash_dev *dev, void * data, size_t len);
int (*flash_erase_block) (struct cyg_flash_dev *dev, cyg_flashaddr_t block_base);
int (*flash_program) (struct cyg_flash_dev *dev, cyg_flashaddr_t base, const void* data, size_t len);
int (*flash_read) (struct cyg_flash_dev *dev, const cyg_flashaddr_t base, void* data, size_t len);

#ifdef CYGHWR_IO_FLASH_BLOCK_LOCKING
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int (*flash_block_lock) (struct cyg_flash_dev *dev, const cyg_flashaddr_t block_base);
int (*flash_block_unlock) (struct cyg_flash_dev *dev, const cyg_flashaddr_t block_base);
#endif

3

The FLASH 10 layer will only pass requests for operations on a single block.
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The library has a number of limitations:

1. Only one family of FLASH device may be supported at once.
2. Multiple devices of one family are supported, but they must be contiguous in memory.
3. The library is not thread or interrupt safe under some conditions.

4. The library currently does not use the eCos naming convention for its functions. This may change in the future
but backward compatibility is likely to be kept.

There are two APIs described here. The first is the application API which programs should use. The second APl is
that between the FLASH io library and the device drivers.

FLASH user API

All of the functions described below are declared in the headekfilgy/io/flash.h > which all users of the
FLASH library should include.

Initializing the FLASH library

The FLASH library needs to be initialized before other FLASH operations can be performed. This only needs to
be done once. The following function will only do the initialization once so it's safe to call multiple times:

externC int flash_init( _printf *pf );
typedef int _printf(const char *fmt, ...);

The parametempf is a pointer to a function which is to be used for diagnostic output. Typically the
function diag_printf() will be passed. Normally this function is not used by the higher layer of the
library unlessCYGSEM_IO_FLASH_CHATTERs enabled. Passing BIULL is not recommended, even when
CYGSEM_I0_FLASH_CHATTER is disabled. The lower layers of the library may unconditionally call this
function, especially when errors occur, probably resulting in a more serious error/crash!.

Retrieving information about the FLASH
The following four functions return information about the FLASH.

externC int flash_get_block_info(int *block_size, int *blocks);
externC int flash_get_limits(void *target, void **start, void **end);
externC int flash_verify_addr(void *target);

externC bool flash_code_overlaps(void *start, void *end);
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The functionflash_get_block_info() returns the size and number of blocks. When the device has a mixture

of block sizes, the size of the "normal” block will be returned. Please read the source code to determine exactly
what this meandlash_get_limits() returns the lower and upper memory address the FLASH occupies. The
target parameter is current unusedlash_verify_addr() tests if the target addresses is within the flash,
returningFLASH_ERR_OKf so. Lastly,flash_code_overlaps() checks if the executing code is resident in the
section of flash indicated bstart and end. If this function returns true, erase and program operations within
this range are very likely to cause the target to crash and burn horribly. Note the FLASH library does allow you to
shoot yourself in the foot in this way.

Reading from FLASH
There are two methods for reading from FLASH. The first is to use the following function.

externC int flash_read(void *flash_base, void *ram_base, int len, void **err_address);

flash_base is where in the flash to read fromam_base indicates where the data read from flash should be
placed into RAM.len is the number of bytes to be read from the FLASH &nd address  is used to return
the location in FLASH that any error occurred while reading.

The second method is to simphyemcpy() directly from the FLASH. This is not recommended since some types
of device cannot be read in this way, eg NAND FLASH. Using the FLASH library function to read the FLASH
will always work so making it easy to port code from one FLASH device to another.

Erasing areas of FLASH
Blocks of FLASH can be erased using the following function:

externC int flash_erase(void *flash_base, int len, void **err_address);

flash_base is where in the flash to erase frolan is the minimum number of bytes to erase in the FLASH and
err_address s used to return the location in FLASH that any error occurred while erasing. It should be noted
that FLASH devices are block oriented when erasing. Itis not possible to erase a few bytes within a block, the whole
block will be erasedilash_base may be anywhere within the first block to be erasedftash_base+len

may be anywhere in the last block to be erased.

Programming the FLASH
Programming of the flash is achieved using the following function.

externC int flash_program(void *flash_base, void *ram_base, int len, void **err_address);

flash_base is where in the flash to program fromam_base indicates where the data to be programmed
into FLASH should be read from in RAMen is the number of bytes to be program into the FLASH and
err_address  is used to return the location in FLASH that any error occurred while programming.



Chapter 29. The legacy Version 1 eCos FLASH API

Locking and unlocking blocks

Some flash devices have the ability to lock and unlock blocks. A locked block cannot be erased
or programmed without it first being unlocked. For devices which support this feature and when
CYGHWR_IO_FLASH_BLOCK_LOCKINssenabled then the following two functions are available:

externC int flash_lock(void *flash_base, int len, void **err_address);
externC int flash_unlock(void *flash_base, int len, void **err_address);

Return values and errors

All the functions above, excefibsh_code_overlaps() return one of the following return values.
FLASH_ERR_OK No error - operation complete

FLASH_ERR_INVALID Invalid FLASH address

FLASH_ERR_ERASE Error trying to erase

FLASH_ERR_LOCK Error trying to lock/unlock

FLASH_ERR_PROGRAM Error trying to program

FLASH_ERR_PROTOCOL Generic error

FLASH_ERR_PROTECT Device/region is write-protected

FLASH_ERR_NOT_INIT FLASH info not yet initialized

FLASH_ERR_HWR Hardware (configuration?) problem

FLASH_ERR_ERASE_SUSPEND Device is in erase suspend mode
FLASH_ERR_PROGRAM_SUSPEND Device is in program suspend mode

FLASH_ERR_DRV_VERIFY Driver failed to verify data
FLASH_ERR_DRV_TIMEOUT Driver timed out waiting for device
FLASH_ERR_DRV_WRONG_PART Driver does not support device
FLASH_ERR_LOW_VOLTAGE Not enough juice to complete job

To turn an error code into a human readable string the following function can be used:

externC char *flash_errmsg(int err);

Notes on using the FLASH library

The FLASH library evolved from the needs and environment of RedBoot rather than being a general purpose eCos
component. This history explains some of the problems with the library.

The library is not thread safe. Multiple simultaneous calls to its library functions will likely fail and may cause a
crash. It is the callers responsibility to use the necessary mutex’s if needed.

FLASH device API

This section describes the API between the FLASH 1O library the FLASH device drivers.
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The flash_info structure
Theflash_info  structure is used by both the FLASH IO library and the device driver.

struct flash_info {
int  block_size;  // Assuming fixed size "blocks"
int  blocks; /I Number of blocks
int  buffer_size; // Size of write buffer (only defined for some devices)
unsigned long block_mask;
void *start, *end; // Address range
int init; /I FLASH API initialised
_printf *pf; /I printf like function for diagnostics

3

block_mask is used internally in the FLASH 10 library. It contains a mask which can be used to turn an arbitrary
address in flash to the base address of the block which contains the address.

There exists one global instance of this structure with the nidese_info . All calls into the device driver
makes use of this global structure to maintain state.

Initializing the device driver

The FLASH 10 library will call the following function to initialize the device driver:
externC int flash_hwr_init(void);

The device driver should probe the hardware to see if the FLASH devices exist. If it does it shouldtéiltjn

end, blocks and block_size. If the FLASH contains a write buffer the size of this should be placed in
buffer_size . On successful probing the function should retBtASH_ERR_OKWhen things go wrong it can
be assumed thatf points to a printf like function for outputting error messages.

Querying the FLASH

FLASH devices can be queried to return there manufacture ID, size etc. This function allows this information to
be returned.

int flash_query(unsigned char *data);

The caller must know the size of data to be returned and provide an appropriately sized buffer pointed to be
parametedata . This function is generally used Ifigsh_hwr_init()

Erasing a block of FLASH
So that the FLASH 10 layer can erase a block of FLASH the following function should be provided.

int flash_erase_block(volatile flash_t *block, unsigned int block_size);
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Programming a region of FLASH
The following function must be provided so that data can be written into the FLASH.

int flash_program_buf(volatile flash_t *addr, flash_t *data, int len,
unsigned long block_mask, int buffer_size);

The device will only be asked to program data in one block of the flash. The FLASH IO layer will break longer
user requests into a smaller writes.

Reading a region from FLASH

Some FLASH devices are not memory mapped so it is not possible to read there contents directly. The following
function read a region of FLASH.

int flash_read_buf(volatile flash_t* addr, flash_t* data, int len);

As with writing to the flash, the FLASH 10 layer will break longer user requests for data into a number of reads
which are at maximum one block in size.

A device which cannot be read directy should@eGSEM_IO_FLASH_READ_INDIREC30 that the IO layer makes
use of theflash_read_buf() function.

Locking and unlocking FLASH blocks

Some flash devices allow blocks to be locked so that they cannot be written to. The device driver should provide
the following functions to manipulate these locks.

int flash_lock_block(volatile flash_t *block);
int flash_unlock_block(volatile flash_t *block, int block_size, int blocks);

These functions are only usedd¥GHWR_IO_FLASH_BLOCK_LOCKING

Mapping FLASH error codes to FLASH 10 error codes

The functions flash_erase_block(), flash_program_buf(), flash_read_buf(),
flash_lock_block() and flash_unlock_block() return an error code which is specific to the flash device.
To map this into a FLASH IO error code, the driver should provide the following function:

int flash_hwr_map_error(int err);

Determining if code is in FLASH

Although a general function, the device driver is expected to provide the implementation of the function
flash_code_overlaps()
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Implementation Notes

The FLASH 10 layer will manipulate the caches as required. The device drivers do not need to enable/disable
caches when performing operations of the FLASH.

Device drivers should keep all chatter to a minimum wb&®SEM_IO_FLASH_CHATTHR not defined. All output

should use the print function in thg in flash_info and notdiag_printf()

Device driver functions which manipulate the state of the flash so that it cannot be read from for program execute
need to ensure there code is placed into RAM. The linker will do this if the appropriate attribute is added to the
function. e.g:

int flash_program_buf(volatile flash_t *addr, flash_t *data, int len,
unsigned long block_mask, int buffer_size)
__attribute__ ((section (".2ram.flash_program_buf")));
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It can be useful to be able to access FLASH devices using the generic I/O infrastructure falMeRKG_IQ
and the generic FLASH layer provides an optional ability to do so. This allows the use of functions like
cyg_io_lookup() ,cyg_io_read() ,cyg_io_write() etc.

Additionally it means that, courtesy of the “devfs” pseudo-filesystem in the file I/O |&3}¢ERKG_IO_FILEIO),
functions likeopen() ,read() ,write() etc. can even be used directly on the FLASH devices.

Overview and CDL Configuration

This package implements support for FLASH as an I/O device by exporting it as if it is a block device. To enable this
support, the CDL option titled “Provide /dev block devices”, also knowaaSPKG_IO_FLASH_BLOCK_DEVIGE
must be enabled. (There is also a legacy format alternative which is now deprecated).

There are two methods of addressing FLASH as a block device:

1.Using the FLASH Information System (FIS) - this is a method of defining and naming FLASH
partitions, usually in RedBoot. This option is only valid if RedBoot is resident and was used to boot
the application. To reference FLASH partitions in this way, you would use a device name of the form
/devi/flash/fis/ partition-name , for example/dev/flashffis/jffs2 to reference a FIS partition
named JFFS2.

The CDL optionCYGFUN_IO_FLASH_BLOCK_FROM_FIaust be enabled for this support.

2. Referencing by device number, offset and length - this method extracts addressing information from the name
itself. The form of the device would bgeviflash/  device-number / offset [, length ]

device-number
This is a fixed number allocated to identify each FLASH region in the system. The first region is numbered
0, the second 1, and so on. If you have only one FLASH device, it will be numbered 0.

offset
This is the index into the FLASH region in bytes to use. It may be specified as decimal, or if prefixed
with 0x, then hexadecimal.

length

This field is optional and defaults to the remainder of the FLASH region. Again it may be specified in
decimal or hexadecimal.

Some examples:
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/dev/flash/0/0
This defines a block device that uses the entirety of FLASH region 0.

/dev/flash/1/0x20000,65536

This defines a block device which points inside FLASH region 1, starting at offset 0x20000 (128Kb) and
extending for 64Kb.

/dev/flash/0/65536

This defines a block device which points inside FLASH region 0, starting at offset 64Kb and continuing
up to the end of the device.

Obviously great care is required when constructing the device names as using the wrong specification may
subsequently overwrite important areas of FLASH, such as RedBoot. Using the alternative via FIS names is
preferable as these are less error-prone to configure, and also allows for the FLASH region to be relocated
without requiring program recompilation.

Using FLASH 1/O devices

206

The FLASH 1/O block devices can be accessed, read and written using the standard interface supplied by the
generic I/O CYGPKG_IQ package. These include the functiong)_io_lookup() to access the device and get a

handle, cyg_io_read() and cyg_io_write() for sequential read and write operatiortgg_io_bread()
and cyg_io_bwrite() for random access read and write operations, amg io_get_config() and
cyg_io_setconfig() for run-time configuration inspection and control.

However there are two aspects that differ from some other 1/0O devices accessed this way:

1. The first is that the lookup operation uses up resources which must be subsequently freed when the last user of
the I/0O handle is finished. The number of FLASH 1/O devices that may be simultaneously opened is configured
with the CYGNUM_IO_FLASH_BLOCK_DEVICESDL option. After the last user is finished, the device may be
closed usingyg_io_setconfig() with theCYG_IO_SET_CONFIG_CLOSKey. Reference counting to ensure
that it is only the last user that causes a close, is left to higher layers.

2.The second is that write operations assume that the flash is already erased. Attempting to write to Flash that
has already been written to may result in errors. Instead FLASH must be erased before it may be written.

FLASH block devices can also be read and written using the standard POSIX primiipe@§), , close()
read() ,write() ,lseek() , and so on if the POSIX file I/O packageGPKG_FILEIO) is included in the con-
figuration. As with the eCos generic I/O interface you must dalle() to ensure resources are freed when the
device is no longer used.

Other configuration keys are provided to perform FLASH erase operations, and to retrieve device sizes, and FLASH
block sizes at a particular address. These operations are accesseggwithget_config() (or if using the
POSIX file /0O API,cyg_fs_getinfo() ) with the following keys:



Chapter 30. FLASH I/O devices

CYG_IO_GET_CONFIG_FLASH_ERASE

This erases a region of FLASHyg_io_get_config() must be passed a structure defined as per the fol-
lowing, which is also supplied ircyg/io/flash.h >!

typedef struct {
CYG_ADDRESS offset;
size_t len;
int flasherr;
cyg_flashaddr_t err_address;
} cyg_io_flash_getconfig_erase_t;

In this structurepffset  specifies the offset within the block device to erde®, specifies the amount
to addressflasherr is set on return to specify an error with the FLASH erase operation itself, and
err_address  is used if there was an error to specify at which address the error happened.

CYG_IO_GET_CONFIG_FLASH_LOCK

This protects a region of FLASH using the locking facilities available on the card, if provided by the underly-
ing driver.cyg_io_get_config() must be passed a structure defined as per the following:
typedef struct {
CYG_ADDRESS offset;
size t len;
int flasherr;
cyg_flashaddr_t err_address;
} cyg_io_flash_getconfig_lock_t;

In this structurepffset  specifies the offset within the block device to lodkn specifies the amount

to addressflasherr is set on return to specify an error with the FLASH lock operation itself, and
err_address  is used if there was an error to specify at which address the error happened. If locking
support is not available -EINVAL will be returned fromg_io_get_config()

CYG_IO_GET_CONFIG_FLASH_UNLOCK

This disables protection for a region of FLASH using the unlocking facilities available on the card, if provided
by the underlying driveryg_io_get_config() must be passed a structure defined as per the following:
typedef struct {

CYG_ADDRESS offset;

size t len;

int flasherr;

cyg_flashaddr_t err_address;
} cyg_io_flash_getconfig_unlock_t;

In this structurepffset  specifies the offset within the block device to unlo#q specifies the amount

to addressflasherr is set on return to specify an error with the FLASH unlock operation itself, and
err_address  is used if there was an error to specify at which address the error happened. If unlocking
support is not available -EINVAL will be returned fromg_io_get_config()
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CYG_IO_GET_CONFIG_FLASH_DEVSIZE

This returns the size of the FLASH block device. Tdyg_io_get config() function must be passed a
structure defined as per the following, which is also suppliedayy/io/flash.h >!

typedef struct {
size_t dev_size;
} cyg_io_flash_getconfig_devsize_t;

In this structuredev_size is used to return the size of the FLASH device.

CYG_IO_GET_CONFIG_FLASH_DEVADDR

This returns the address in the virtual memory map that the generic flash layer has been informed that this
FLASH device is mapped to. Note that some flash devices such as dataflash are not truly memory mapped,
and so this function only returns useful information when used with a true memory mapped FLASH device.
Thecyg_io_get_config() function must be passed a structure defined as per the following, which is also
supplied in<cyg/io/flash.h >

typedef struct {
cyg_flashaddr_t dev_addr;
} cyg_io_flash_getconfig_devaddr_t;

In this structuredev_addr is used to return the address corresponding to the base of the FLASH device in
the virtual memory map.

CYG_IO_GET_CONFIG_FLASH_BLOCKSIZE

This returns the size of a FLASH block at a supplied offset in the FLASH block device. The
cyg_io_get_config() function must be passed a structure defined as per the following, which is also
supplied in<cyglio/flash.h >

typedef struct {
CYG_ADDRESS offset;
size_t block_size;
} cyg_io_flash_getconfig_blocksize_t;

In this structurepffset  specifies the address within the block device of which the FLASH block size is
required - a single FLASH device may contain blocks of differing sizes.blbek_size  field is used to
return the block size at the specified offset.
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Overview

Name

Overview — eCos Support for SPI, the Serial Peripheral Interface

Description

The Serial Peripheral Interface (SPI) is one of a number of serial bus technologies. It can be used to connect a
processor to one or more peripheral chips, for example analog-to-digital convertors or real time clocks, using only
a small number of pins and PCB tracks. The technology was originally developed by Motorola but is now also
supported by other vendors.

A typical SPI system might look like this:
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At the start of a data transfer the master cpu asserts one of the chip select signals and then generates a clock signal.
During each clock tick the cpu will output one bit on its master-out-slave-in line and read one bit on the master-
in-slave-out line. Each device is connected to the clock line, the two data lines, and has its own chip select. If a
device’s chip select is not asserted then it will ignore any incoming data and will tristate its output. If a device’s
chip select is asserted then during each clock tick it will read one bit of data on its input pin and output one bit on

its output pin.

The net effect is that the cpu can write an arbitrary amount of data to one of the attached devices at a time, and
simultaneously read the same amount of data. Some devices are inherently uni-directional. For example an LED

211



Overview

212

unit would only accept data from the cpu: it will not send anything meaningful back; the cpu will still sample its
input every clock tick, but this should be discarded.

A useful feature of SPI is that there is no flow control from the device back to the cpu. If the cpu tries to communi-
cate with a device that is not currently present, for example an MMC socket which does not contain a card, then the
I/0 will still proceed. However the cpu will read random data. Typically software-level CRC checksums or similar
techniques will be used to allow the cpu to detect this.

SPI communication is not fully standardized. Variations between devices include the following:

1. Many devices involve byte transfers, where the unit of data is 8 bits. Others use larger units, up to 16 bits.

2. Chip selects may be active-high or active-low. If the attached devices use a mixture of polarities then this can
complicate things.

3. Clock rates can vary from 128KHz to 20MHz or greater. With some devices it is necessary to interrogate the
device using a slow clock, then use the obtained information to select a faster clock for subsequent transfers.

4. The clock is inactive between data transfers. When inactive the clock’s polarity can be high or low.

5. Devices depend on the phase of the clock. Data may be sampled on either the rising edge or the falling edge
of the clock.

6. A device may need additional delays, for example between asserting the chip select and the first clock tick.

7. Some devices involve complicated transactions: perhaps a command from cpu to device; then an initial status
response from the device; a data transfer; and a final status response. From the cpu’s perspective these are
separate stages and it may be necessary to abort the operation after the initial status response. However the
device may require that the chip select remain asserted for the whole transaction. A side effect of this is that it
is not possible to do a quick transfer with another device in the middle of the transaction.

8. Certain devices, for example MMC cards, depend on a clock signal after a transfer has completed and the chip
select has dropped. This clock is used to finish some processing within the device.

Inside the cpu the clock and data signals are usually managed by dedicated hardware. Alternatively SPI can be
implemented using bit-banging, but that approach is normally used for other serial bus technologies such as 12C.
The chip selects may also be implemented by the dedicated SPI hardware, but often GPIO pins are used instead.

eCos Support for SPI

The eCos SPI support for any given platform is spread over a number of different packages:

+ This packageCYGPKG_IO_SP| exports an API for accessing devices attached to an SPI bus. This API handles
issues such as locking between threads. The package does not contain any hardware-specific code, instead it will
call into an SPI bus driver package.

In future this package may be extended with a bit-banging implementation of an SPI bus driver. This would
depend on lower-level code for manipulating the GPIO pins used for the clock, data and chip select signals, but
timing and framing could be handled by generic code.

« There will be a bus driver package for the specific SPI hardware on the target hardware, for example
CYGPKG_DEVS_SPI_MCF52xx_QSPIThis is responsible for the actual 1/0. A bus driver may be used on many
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different boards, all with the same SPI bus but with different devices attached to that bus. Details of the actual
devices should be supplied by other code.

« The generic API depends on cyg_spi_device data structures. These contain the information needed by a bus
driver, for example the appropriate clock rate and the chip select to use. Usually the data structures are provided
by the platform HAL since it is that package which knows about all the devices on the board.

On some development boards the SPI pins are brought out to expansion connectors, allowing end users to add
extra devices. In such cases the platform HAL may not know about all the devices on the board. Data structures
for the additional devices can instead be supplied by application code.

+ Some types of SPI devices may have their own driver package. For example one common use for SPI buses
is to provide low-cost MultiMediaCard (MMC) support. An MMC is a non-trivial device so there is an eCos
package specially for that, providing a block device interface for higher-level code such as file systems. Other
SPI devices such as analog-to-digital converters are much simpler and come in many varieties. There are no
dedicated packages to support each such device: the chances are low that another board would use the exact
same device, so there are no opportunities for code re-use. Instead the devices may be accessed directly by
application code or by extra functions in the platform HAL.

Typically all appropriate packages will be loaded automatically when you configure eCos for a given target. If the
application does not use any of the SPI I/O facilities, directly or indirectly, then linker garbage collection should
eliminate all unnecessary code and data. All necessary initialization should happen automatically. However the
exact details may depend on the target, so the platform HAL documentation should be checked for further details.

There is one important exception to this: if the SPI devices are attached to an expansion connector then the platform
HAL will not know about these devices. Instead more work will have to be done by application code.
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Name

SPI Functions — allow applications and other packages to access SPI devices
Synopsis

#include  <cyglio/spi.h >

void cyg_spi_transfer (cyg_spi_device* device , cyg_bool polled , cyg_uint32 count , const
cyg_uint8* tx_data , cyg_uint8* rx_data );

void cyg_spi_tick  (cyg_spi_device* device , cyg_bool polled , cyg_uint32 count );

int cyg_spi_get_config (cyg_spi_device* device , cyg_uint32 key, void*  buf, cyg_uint32*

len );

int  cyg_spi_set_config (cyg_spi_device* device , cyg_uint32 key, const void* buf ,
cyg_uint32* len );

void cyg_spi_transaction_begin (cyg_spi_device* device );

cyg_bool  cyg_spi_transaction_begin_nb (cyg_spi_device* device );

void cyg_spi_transaction_transfer (cyg_spi_device* device , cyg_bool polled , cyg_uint32
count , const cyg_uint8* tx_data , cyg_uint8* rx_data , cyg_bool drop_cs );

void cyg_spi_transaction_tick (cyg_spi_device* device , cyg_bool polled , cyg_uint32
count );

void cyg_spi_transaction_end (cyg_spi_device* device );

Description

All SPI functions take a pointer to a cyg_spi_device structure as their first argument. This is an opaque data
structure, usually provided by the platform HAL. It contains the information needed by the SPI bus driver to
interact with the device, for example the required clock rate and polarity.

An SPI transfer involves the following stages:

1. Perform thread-level locking on the bus. Only one thread at a time is allowed to access an SPI bus. This
eliminates the need to worry about locking at the bus driver level. If a platform involves multiple SPI buses
then each one will have its own lock. Prepare the bus for transfers to the specified device, for example by
making sure it will tick at the right clock rate.

2. Assert the chip select on the specified device, then transfer data to and from the device. There may be a single
data transfer or a sequence. It may or may not be necessary to keep the chip select asserted throughout a
sequence.

3. Optionally generate some number of clock ticks without asserting a chip select, for those devices which need
this to complete an operation.

4. Return the bus to a quiescent state. Then unlock the bus, allowing other threads to perform SPI operations on
devices attached to this bus.
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The simple functionsyg_spi_transfer andcyg_spi_tick perform all these steps in a single call. These are
suitable for simple I/O operations. The alternative transaction-oriented functions each perform just one of these
steps. This makes it possible to perform multiple transfers while only locking and unlocking the bus once, as
required for more complicated devices.

With the exception otyg_spi_transaction_begin_nb all the functions will block until completion. There are

no error conditions. An SPI transfer will always take a predictable amount of time, depending on the transfer size
and the clock rate. The SPI bus does not receive any feedback from a device about possible errors, instead those
have to be handled by software at a higher level. If a thread cannot afford the time it will take to perform a complete
large transfer then a number of smaller transfers can be used instead.

SPI operations should always be performed at thread-level or during system initialization, and not inside an ISR or
DSR. This greatly simplifies locking. Also a typical ISR or DSR should not perform a blocking operation such as
an SPI transfer.

SPI transfers can happen in either polled or interrupt-driven mode. Typically polled mode should be used during
system initialization, before the scheduler has been started and interrupts have been enabled. Polled mode should
also be used in single-threaded applications such as RedBoot. A typical multi-threaded application should normally
use interrupt-driven mode because this allows for more efficient use of cpu cycles. Polled mode may be used in
a multi-threaded application but this is generally undesirable: the cpu will spin while waiting for a transfer to
complete, wasting cycles; also the current thread may get preempted or timesliced, making the timing of an SPI
transfer much less predictable. On some hardware interrupt-driven mode is impossible or would be very inefficient.
In such cases the bus drivers will only support polled mode and will ignorgotteel argument.

Simple Transfers

cyg_spi_transfer can be used for SPI operations to simple devices. It takes the following arguments:

cyg_spi_devicetevice

This identifies the SPI device that should be used.

cyg_boolpolled

Polled mode should be used during system initialization and in a single-threaded application. Interrupt-driven
mode should normally be used in a multi-threaded application.

cyg_uint32count

This identifies the number of data items to be transferred. Usually each data item is a single byte, but some
devices use a larger size up to 16 bits.

const cyg_uint8ix_data

The data to be transferred to the device. If the device will only output data and ignore its input then a null
pointer can be used. Otherwise the array should cortaim data items, usually bytes. For devices where

each data item is larger than one byte the argument will be interpreted as an array of shorts instead, and should
be aligned to a 2-byte boundary. The bottom n bits of each short will be sent to the device. The buffer need not
be aligned to a cache-line boundary, even for SPI devices which use DMA transfers, but some bus drivers may
provide better performance if the buffer is suitably aligned. The buffer will not be modified by the transfer.
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cyg_uint8*rx_data

A buffer for the data to be received from the device. If the device does not generate any output then a null
pointer can be used. The same size and alignment rules applytasdan

cyg_spi_transfer performs all the stages of an SPI transfer: locking the bus; setting it up correctly for the
specified device; asserting the chip select and transferring the data; dropping the chip select at the end of the
transfer; returning the bus to a quiescent state; and unlocking the bus.

Additional Clock Ticks

Some devices require a hnumber of clock ticks on the SPI bus between transfers so that they can complete some
internal processing. These ticks must happen at the appropriate clock rate but no chip select should be asserted
and no data transfer will happetyg_spi_tick  provides this functionality. Theevice argument identifies the

SPI bus, the required clock rate and the size of each data itenpolle  argument has the usual meaning. The

count argument specifies the number of data items that would be transferred, which in conjunction with the size
of each data item determines the number of clock ticks.

Transactions

A transaction-oriented API is available for interacting with more complicated devices. This provides separate
functions for each of the steps in an SPI transfer.

Cyg_spi_transaction_begin must be used at the start of a transaction. This performs thread-level locking on
the bus, blocking if it is currently in use by another thread. Then it prepares the bus for transfers to the specified
device, for example by making sure it will tick at the right clock rate.

Cyg_spi_transaction_begin_nb is a non-blocking variant, useful for threads which cannot afford to block for
an indefinite period. If the bus is currently locked the function returns false immediately. If the bus is not locked
then it acts asyg_spi_transaction_begin and returns true.

Once the bus has been locked it is possible to perform one or more data transfers by calling
cyg_spi_transaction_transfer . This takes the same argumentscgg spi_transfer , plus an additional
onedrop_cs . A non-zero value specifies that the device’s chip select should be dropped at the end of the transfer,
otherwise the chip select remains asserted. It is essential that the chip select be dropped in the final transfer of a
transaction. If the protocol makes this difficult theyg_spi_transaction_tick can be used to generate
dummy ticks with all chip selects dropped.

If the device requires additional clock ticks in the middle of a transaction without being selected,
cyg_spi_transaction_tick can be used. This will drop the device’s chip select if necessary, then generate the
appropriate number of ticks. The arguments are the same agfapi_tick

cyg_spi_transaction_end should be called at the end of a transaction. It returns the SPI bus to a quiescent
state, then unlocks it so that other threads can perform I/O.

A typical transaction might involve the following. First a command should be sent to the device, consisting of four
bytes. The device will then respond with a single status byte, zero for failure, non-zero for success. If successful
then the device can accept another n bytes of data, and will generate a 2-byte response including a checksum. The
device’s chip select should remain asserted throughout. The code for this would look something like:

#include  <cyg/io/spi.h >
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#include  <cyg/hal/hal_io.h > /I Defines the SPI devices

Cyg_spi_transaction_begin(&hal_spi_eprom);
/I Interrupt-driven transfer, four bytes of command
cyg_spi_transaction_transfer(&hal_spi_eprom, 0, 4, command, NULL, 0);
/I Read back the status
cyg_spi_transaction_transfer(&hal_spi_eprom, 0, 1, NULL, status, 0);
if (Istatus[0]) {
/I Command failed, generate some extra ticks to drop the chip select
cyg_spi_transaction_tick(&hal_spi_eprom, 0, 1);
} else {
/I Transfer the data, then read back the final status. The
/I chip select should be dropped at the end of this.
cyg_spi_transaction_transfer(&hal_spi_eprom, 0, n, data, NULL, 0);
cyg_spi_transaction_transfer(&hal_spi_eprom, 0, 2, NULL, status, 1);
/I Code for checking the final status should go here

}

/I Transaction complete so clean up
cyg_spi_transaction_end(&hal_spi_eprom);

A number of variations are possible. For example the command and status could be packed into the beginning and
end of two 5-byte arrays, allowing a single transfer.

Device Configuration

The functions cyg_spi_get_config and cyg_spi_set_config can be used to examine and
change parameters associated with SPI transfers. The only keys that are defined for all devices are
CYG_IO_GET_CONFIG_SPI_CLOCKRATE&NdCYG_IO_SET_CONFIG_SPI_CLOCKRATESome types of device, for
example MMC cards, support a range of clock rates. The cyg_spi_device structure will be initialized with a
low clock rate. During system initialization the device will be queried for the optimal clock rate, and the
cyg_spi_device should then be updated. The argument should be a clock rate in Hertz. For example the following
code switches communication to 1Mbit/s:

cyg_uint32 new_clock _rate = 1000000;
cyg_uint32 len = sizeof(cyg_uint32);
if (cyg_spi_set_config(&hal_mmc_device,
CYG_IO_SET_CONFIG_SPI_CLOCKRATE,
(const void *)&new_clock_rate, &len)) {
/I Error recovery code

If an SPI bus driver does not support the exact clock rate specified it will normally use the nearest valid one. SPI
bus drivers may define additional keys appropriate for specific hardware. This means that the valid keys are not
known by the generic code, and theoretically it is possible to use a key that is not valid for the SPI bus to which
the device is attached. It is also possible that the argument used with one of these keys is invalid. Hence both
cyg_spi_get_config andcyg_spi_set_config can return error codes. The return value will be 0 for success,
non-zero for failure. The SPI bus driver’'s documentation should be consulted for further details.

Both configuration functions will lock the bus, in the same wayyas spi_transfer . Changing the clock rate
in the middle of a transfer or manipulating other parameters would have unexpected consequences.
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Name

Porting — Adding SPI support to new hardware

Description

Adding SPI support to an eCos port can take two forms. If there is already an SPI bus driver for the target hardware
then both that driver and this generic SPI packagePKG_IO_SPIshould be included in the ecos.db target entry.
Typically the platform HAL will need to supply some platform-specific information needed by the bus driver. In
addition the platform HAL should provide cyg_spi_device structures for every device attached to the bus. The
exact details of this depend on the bus driver so its documentation should be consulted for further details. If there
is no suitable SPI bus driver yet then a new driver package will have to be written.

Adding a Device

The generic SPI packageyGPKG_IO_SPIdefines a data structure cyg_spi_device. This contains the information
needed by the generic package, but not the additional information needed by a bus driver to interact with the
device. Each bus driver will define a larger data structure, for example cyg_mcf52xx_qgspi_device, which contains
acyg_spi_device as its first field. This is analogous to C++ base and derived classes, but without any use of virtual
functions. The bus driver package should be consulted for the details.

During initialization an SPI bus driver may need to know about all the devices attached to that bus. For example it
may need to know which cpu pins should be configured as chip selects rather than GPIO pins. To achieve this all
device definitions should specify the particular bus to which they are attached, for example:

struct cyg_mcf52xx_qspi_device hal_spi_atod CYG_SPI_DEVICE_ON_BUS(0) =
{

.spi_common.spi_bus = &cyg_mcf52xx_qspi_bus,

TheCYG_SPI_DEVICE_ON_BUSnacro adds information to the structure which causes the linker to group all such
structures in a single table. The bus driver’s initialization code can then iterate over this table.

Adding Bus Support

An SPI bus driver usually involves a new hardware package. This needs to perform the following:

1. Define a device structure which contains a cyg_spi_device as its first element. This should contain all the
information needed by the bus driver to interact with a device on that bus.

2. Provide functions for the following operations:
spi_transaction_begin
spi_transaction_transfer

219



Porting to New Hardware

220

spi_transaction_tick

spi_transaction_end

spi_get_config

spi_set_config

These correspond to the main API functions, but can assume that the bus is already locked so no other thread
will be manipulating the bus or any of the attached devices. Some of these operations may be no-ops.

3. Define a bus structure which contains a cyg_spi_bus as its first element. This should contain any additional
information needed by the bus driver.

4. Optionally, instantiate the bus structure. The instance should have a well-known name since it needs to be
referenced by the device structure initializers. For some drivers it may be best to create the bus inside the
driver package. For other drivers it may be better to leave this to the platform HAL or the application. It
depends on how much platform-specific knowledge is needed to fill in the bus structure.

5. Create a HAL table for the devices attached to this bus.

6. Arrange for the bus to be initialized early on during system initialization. Typically this will happen via a
prioritized static constructor with priorit€ YG_INIT_BUS_SPI. As part of this initialization the bus driver
should invoke theYG_SPI_BUS_COMMON_INIThacro on its cyg_spi_bus field.

7. Provide the appropriate documentation, including details of how the SPI device structures should be initialized.

There are no standard SPI testcases. Itis not possible to write SPI code without knowing about the devices attached
to the bus, and those are inherently hardware-specific.
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Name

Overview — eCos Support for 12C, the Inter IC Bus

Description

The Inter IC Bus (12C) is one of a number of serial bus technologies. It can be used to connect a processor to one
or more peripheral chips, for example analog-to-digital convertors or real time clocks, using only a small number
of pins and PCB tracks. The technology was originally developed by Philips Semiconductors but is supported by
many other vendors. The bus specification is freely available.

In atypical 12C system the processor acts as the 12C bus master. The peripheral chips act as slaves. The bus consists
of just two wires: SCL carries a clock signal generated by the master, and SDA is a bi-directional data line. The
normal clock frequency is 100KHz. Each slave has a 7-bit address. With some chips the address is hard-wired, and
it is impossible to have two of these chips on the same bus. With other chips it is possible to choose between one
of a small number of addresses by connecting spare pins to either VDD or GND.

An 12C data transfer involves a number of stages:

1. The bus master generates a start condition, a high-to-low transition on the SDA line while SCL is kept high.
This signalling cannot occur during data transfer.

2. The bus master clocks the 7-bit slave address onto the SDA line, followed by a direction bit to distinguish
between reads and writes.

3. The addressed device acknowledges. If the master does not see an acknowledgement then this suggests it is
using the wrong address for the slave device.

4. If the master is transmitting data to the slave then it will send this data one byte at a time. The slave acknowl-
edges each byte. If the slave is unable to accept more data, for example because it has run out of buffer space,
then it will generate a nack and the master should stop sending.

5.If the master is receiving data from the slave then the slave will send this data one byte at a time. The master
should acknowledge each byte, until the last one. When the master has received all the data it wants it should
generate a nack and the slave will stop sending. This nack is essential because it causes the slave to stop driving
the SDA line, releasing it back to the master.

6. It is possible to switch direction in a single transfer, using what is known as a repeated start. This involves
generating another start condition, sending the 7-bit address again, followed by a new direction bit.

7. At the end of a transfer the master should generate a stop condition, a low-to-high transition on the SDA line
while SCL is kept high. Again this signalling does not occur at other times.

There are a number of extensions. The 12C bus supports multiple bus masters and there is an arbitration procedure
to allow a master to claim the bus. Some devices can have 10-bit addresses rather than 7-bit addresses. There
is a fast mode operating at 400KHz instead of the usual 100KHz, and a high-speed mode operating at 3.4MHz.
Currently most I12C-based systems do not involve any of these extensions.

At the hardware level 12C bus master support can be implemented in one of two ways. Some processors provide
a dedicated 12C device, with the hardware performing much of the work. On other processors the 12C device is
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implemented in software, by bit-banging some GPIO pins. The latter approach can consume a significant number
of cpu cycles, but is often acceptable because only occasional access to the 12C devices is needed.

eCos Support for 12C

The eCos 12C support for any given platform is spread over a number of different packages:

+ This packageCYGPKG_IO_I2C exports a generic API for accessing devices attached to an 12C bus. This API
handles issues such as locking between threads. The package does not contain any hardware-specific code.
Instead it will use a separate 12C bus driver to handle the hardware, and it defines the interface that such bus
drivers should provide. The package only provides support for a bus master, not for acting as a slave device.

CYGPKG_IO_I2C also provides the hardware-independent portion of a bit-banged bus implementation. This
needs to be complemented by a hardware-specific function that actually manipulates the SDA and SCL lines.

. If the processor has a dedicated 12C device then there will be a bus driver package for that hardware. The
processor may be used on many different platforms and the same bus driver can be used on each one. The actual
I2C devices attached to the bus will vary from one platform to the next.

« The generic APl depends on cyg_i2c_device data structures. These contain the information needed by a bus
driver, for example the device address. Usually the data structures are provided by the platform HAL since it is
that package which knows about all the devices on the platform.

On some development boards the 12C lines are brought out to expansion connectors, allowing end users to add
extra devices. In such cases the platform HAL may not know about all the devices on the board. Data structures
for the additional devices can instead be supplied by application code.

- If the board uses a bit-banged bus then typically the platform HAL will also instantiate the bus instance, pro-
viding the function that handles the low-level SDA and SCL manipulation. Usually this code cannot be shared
because each board may use different GPIO pins for driving SCL and SDA, so the code belongs in the platform
HAL rather than in a separate package.

« Some types of I2C devices may have their own driver package. For example a common type of 12C device is a
battery-backed wallclock, and eCos defines how these devices should be supported. Such an 12C device will have
its own wallclock device driver and the device will not be accessed directly by application code. For other types
of device eCos does not define an API and there will not be separate device driver packages. Instead application
code is expected to use the cyg_i2c_device structures directly to access the hardware.

Typically all appropriate packages will be loaded automatically when you configure eCos for a given platform.
If the application does not use any of the 12C 1/O facilities, directly or indirectly, then linker garbage collection
should eliminate all unnecessary code and data. All necessary initialization should happen automatically. However
the exact details may depend on the platform, so the platform HAL documentation should be checked for further
details.

There is one important exception to this: if the 12C devices are attached to an expansion connector then the platform
HAL will not know about these devices. Instead more work will have to be done by application code.
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Name

I2C Functions — allow applications and other packages to access I12C devices
Synopsis

#include  <cyglio/i2c.h >

cyg_uint32  cyg_i2c_tx (const cyg_i2c_device* device , const cyg_uint8* tx_data
cyg_uint32  count );

cyg_uint32  cyg_i2c_rx (const cyg_i2c_device* device , cyg_uint8* rx_data , cyg_uint32
count );

void cyg_i2c_transaction_begin (const cyg_i2c_device* device );

cyg_bool cyg_i2c_transaction_begin_nb (const cyg_i2c_device* device );

cyg_uint32  cyg_i2c_transaction_tx (const cyg_i2c_device* device , cyg_bool send_start ,
const cyg_uint8* tx_data , cyg_uint32 count , cyg_bool  send_stop );

cyg_uint32  cyg_i2c_transaction_rx (const cyg_i2c_device* device , cyg_bool send_start ,
cyg_uint8* rx_data , cyg_uint32 count , cyg_bool  send_nack , cyg bool send_stop );

void cyg_i2c_transaction_stop (const cyg_i2c_device* device );

void cyg_i2c_transaction_end (const cyg_i2c_device* device );

Description

All' 12C functions take a pointer to a cyg_i2c_device structure as their first argument. These structures are usually
provided by the platform HAL. They contain the information needed by the I12C bus driver to interact with the
device, for example the device address.

An 12C transaction involves the following stages:

1. Perform thread-level locking on the bus. Only one thread at a time is allowed to access an 12C bus. This
eliminates the need to worry about locking at the bus driver level. If a platform involves multiple 12C buses
then each one will have its own lock.

2.Generate a start condition, send the address and direction bit, and wait for an acknowledgement from the
addressed device.

3. Either transmit data to or receive data from the addressed device.

4. The previous two steps may be repeated several times, allowing data to move in both directions during a single
transfer.

5. Generate a stop condition, ending the current data transfer. It is now possible to start another data transfer
while the bus is still locked, if desired.

6. End the transaction by unlocking the bus, allowing other threads to access other devices on the bus.
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The simple functionsyg_i2c_tx  andcyg_i2c_rx  perform all these steps in a single call, making them suitable
for many I/O operations. The alternative transaction-oriented functions provide greater control when appropriate,
for example if a repeated start is necessary for a bi-directional data transfer.

With the exception otyg_i2c_transaction_begin_nb all the functions will block until completion. The tx

routines will return O if the specified device does not respond to its address, or the number of bytes actually
transferred. This may be less than the number requested if the device sends an early nack, for example because it
has run out of buffer space. The rx routines will return 0 or the number of bytes received. Usually this will be the
same as theount parameter. A slave device has no way of indicating to the master that no more data is available,

so the rx operation cannot complete early.

12C operations should always be performed at thread-level or during system initialization, and not inside an ISR or
DSR. This greatly simplifies locking. Also a typical ISR or DSR should not perform a blocking operation such as
an 12C transfer.

Simple Transfers

cyg_i2c_tx andcyg_i2c_rx can be used for simple data transfers. They both go through the following steps:
lock the bus, generate the start condition, send the device address and the direction bit, either send or receive the
data, generate the stop condition, and unlock the bus. At the end of a transfer the bus is back in its idle state, ready
for the next transfer.

cyg_i2c_tx  returns the number of bytes actually transmitted. This may be 0 if the device does not respond when
its address is sent out. It may be less than the number of bytes requested if the device generates an early nack,
typically because it has run out of buffer space.

cyg_i2c_rx  returns O if the device does not respond when its address is sent out, or the number of bytes actually
received. Usually this will be the number of bytes requested because an 12C slave device has no way of aborting
an rx operation early.

Transactions

To allow multiple threads to access devices on the 12C some locking is required. This is encapsulated inside
transactions. Theyg_i2c_tx  andcyg_i2c_rx  functions implicitly use such transactions, but the functionality

is also available directly to application code. Amongst other things transactions can be used for more complicated
interactions with 12C devices, in particular ones involving repeated starts.

cyg_i2c_transaction_begin must be used at the start of a transaction. This performs thread-level locking on
the bus, blocking if it is currently in use by another thread.

cyg_i2c_transaction_begin_nb is a non-blocking variant, useful for threads which cannot afford to block for
an indefinite period. If the bus is currently locked the function returns false immediately. If the bus is not locked
then it acts asyg_i2c_transaction_begin and returns true.

Once the bus has been locked it is possible to perform one or more data transfers by calling
cyg_i2c_transaction_tx , Cyg_i2c_transaction_rx and cyg_i2c_transaction_stop . Code should
ensure that a stop condition has been generated by the end of a transaction.

Once the transaction is completgy_i2c_transaction_end should be called. This unlocks the bus, allowing
other threads to perform 12C 1/O to devices on the same bus.
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As an example consider reading the registers in an FS6377 programmable clock generator. The first step is to write
a byte 0 to the device, setting the current register to 0. Then a repeated start condition should be generated and it is
possible to read the 16 byte-wide registers, starting with the current one. Typical code for this might look like:

cyg_uint8 tx_data[l];
cyg_uint8 rx_data[16];

cyg_i2c_transaction_begin(&hal_alaia_i2c_fs6377);
tx_data[0] = 0x00;
cyg_i2c_transaction_tx(&hal_alaia_i2c_fs6377,

true, tx_data, 1, false);
cyg_i2c_transaction_rx(&hal_alaia_i2c_fs6377,

true, rx_data, 16, true, true);
cyg_i2c_transaction_end(&hal_alaia_i2c_fs6377);

Here hal_alaia_i2c_fs6377 is a cyg_i2c_device structure provided by the platform HAL. A transaction is
begun, locking the bus. Then there is a transmit for a single byte. This transmit involves generating a start condition
and sending the address and direction bit, but not a stop condition. Next there is a receive for 16 bytes. This also
involves a start condition, which the device will interpret as a repeated start because it has not yet seen a stop.
The start condition will be followed by the address and direction bit, and then the device will start transmitting the
register contents. Once all 16 bytes have been received the rx routine will send a nack rather than an ack, halting
the transfer, and then a stop condition is generated. Finally the transaction is ended, unlocking the bus.

The arguments toyg_i2c_transaction_tx are as follows:

const cyg_i2c_devicedevice

This identifies the 12C device that should be used.

cyg_boolsend_start

If true, generate a start condition and send the address and direction bit. If false, skip those steps and go
straight to transmitting the actual data. The latter can be useful if the data to be transmitted is spread over
several buffers. The first tx call will involve generating the start condition but subsequent tx calls can skip this
and just continue from the previous one.

send_start ~ must be true if the tx call is the first operation in a transaction, or if the previous call was an rx
or stop.

const cyg_uint8*x_data
cyg_uint32count

These arguments specify the data to be transmitted to the device.

cyg_boolsend_stop

If true, generate a stop condition at the end of the transmit. Usually this is done only if the transmit is the last
operation in a transaction.

The arguments toyg_i2c_transaction_rx are as follows:
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const cyg_i2c_devicedevice
This identifies the 12C device that should be used.

cyg_boolsend_start

If true, generate a start condition and send the address and direction bit. If false, skip those steps and go
straight to receiving the actual data. The latter can be useful if the incoming data should be spread over
several buffers. The first rx call will involve generating the start condition but subsequent rx calls can skip
this and just continue from the previous one. Another use is for devices which can send variable length data,
consisting of an initial length and then the actual data. The first rx will involve generating the start condition
and reading the length, a subsequent rx will then just read the data.

send_start must be true if the rx call is the first operation in a transaction, if the previous call was a tx or
stop, or if the previous call was an an rx and $ked_nack flag was set.

Cyg_uint8*rx_data
Cyg_uint32count

These arguments specify how much data should be received and where it should be placed.

cyg_boolsend_nack

If true generate a nack instead of an ack for the last byte received. This causes the slave to end its transmit.
The next operation should either involve a repeated start or asstagr.nack should be set to false only if
send_stop is also false, the next operation will be another rx, and that rx does not spewifystart

cyg_boolsend_stop

If true, generate a stop condition at the end of the transmit. Usually this is done only if the transmit is the last
operation in a transaction.

The final transaction-oriented functiondgg_i2c_transaction_stop . This just generates a stop condition. It
should be used if the previous operation was a tx or rx that, for some reason, did notseidtrsop flag. A
stop condition must be generated before the transaction is ended.

Initialization

The generic packageYGPKG_IO_I2C arranges for all 12C bus devices to be initialized via a single prioritized
C++ static constructor. This constructor will run early on during system startup, before any application code, with
priority CYG_INIT_BUS_I2C . Other code should not try to access any of the 12C devices until after the buses have
been initialized.
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Name
Porting — Adding 12C support to new hardware

Description

Adding 12C support to an eCos port involves a number of steps. The generic 12C paxageG_IO_I2Cshould

be included in the appropriate ecos.db target entry or entries. Next cyg_i2c_device structures should be provided
for every device on the bus. Usually this is the responsibility of the platform HAL. In the case of development
boards where the 12C SDA and SCL lines are accessible via an expansion connector, more devices may have been
added and it will be the application’s responsibility to provide the structures. Finally there is a need for one or more
cyg_i2c_bus structures. Amongst other things these structures provide functions for actually driving the bus. If the
processor has dedicated 12C hardware then this structure will usually be provided by a device driver package. If
the bus is implemented by bit-banging then the bus structure will usually be provided by the platform HAL.

Adding a Device

The eCos 12C APl works in terms of cyg_i2c_device structures, and these provide the information needed to access
the hardware. A cyg_i2c_device structure contains the following fields:

cyg_i2c_bus*2c_bus
This specifies the bus which the slave device is connected to. Most boards will only have a single 12C bus, but
multiple buses are possible.

cyg_uintl6i2c_address
For most devices this will be the 7-bit 12C address the device will respond to. There is room for future
expansion, for example to support 10-bit addresses.

cyg_uintl6i2c_flags
This field is not used at present. It exists for future expansion, for example to allow for fast mode or high-speed
mode, and incidentally pads the structure to a 32-bit boundary.

Cyg_uint32i2c_delay

This holds the clock period which should be used when interacting with the device, in nanoseconds. Usually
this will be 10000 ns, corresponding to a 100KHz clock, and the hegd#s/i2c.h provides atdefine
CYG_I2C_DEFAULT_DELAYfor this. Sometimes it may be desirable to use a slower clock, for example to
reduce noise problems.

The normal way to instantiateagg_i2c_device  structure uses theYG_I2C_DEVICE macro, also provided by
cyglio/i2c.h

#include  <cygl/io/i2c.h >

CYG_I2C_DEVICE(cyg_i2c_wallclock_ds1307,
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&hal_alaia_i2c_bus,

0x68,

0x00,
CYG_I2C_DEFAULT_DELAY);

CYG_I2C_DEVICE(hal_alaia_i2c_fs6377,
&hal_alaia_i2c_bus,
0x58,
0x00,
CYG_I2C_DEFAULT_DELAY);

The arguments to the macro are the variable name, an 12C bus pointer, the device address, the flags field, and
the delay field. The above code fragment defines two 12C device varialptes2c_wallclock_ds1307 and
hal_alaia_i2c_fs6377 , Which can be used for the first argument to the i2c_ functions. Both devices are

on the same bus. The device addresses are 0x68 and 0x58 respectively, and the devices do not have any special
requirements.

When the platform HAL provides these structures it should also export them for use by the application and other
packages. Usually this involves an entrycyu/hal/plf_io.h , Which gets included automatically via one of

the main exported HAL header filegg/hal/hal_io.h . Unfortunately exporting the structures directly can be
problematical because of circular dependencies between the I12C header and the HAL headers. Instead the platform
HAL should define a macrdAL_I12C_EXPORTED_DEVICES

# define HAL 12C_EXPORTED_DEVICES \
extern cyg_i2c_bus hal_alaia_i2c_bus; \
extern cyg_i2c_device cyg_i2c_wallclock_ds1307; \
extern cyg_i2c_device hal_alaia_i2c_fs6377;

This macro gets expanded automaticallychylio/i2c.h once the data structures themselves have been defined,
so application code can just include that header and all the buses and devices will be properly exported and usable.

There is no single convention for naming the 12C devices. If the device will be used by some other package then
typically that specifies the name that should be used. For example the DS1307 wallclock driver expects the 12C
device to be calledyg_i2c_wallclock_ds1307 , so failing to observe that convention will lead to compile-time

and link-time errors. If the device will not be used by any other package then it is up to the platform HAL to select
the name, and as long as reasonable care is taken to avoid name space pollution the exact name does not matter.

Bit-banged Bus

Some processors come with dedicated 12C hardware. On other hardware the 12C bus involves simply connecting
some GPIO pins to the SCL and SDA lines and then using software to implement the 12C protocol. This is usually
referred to as bit-banging the bus. The generic 12C packag&PKG_IO_I12C provides the main code for a bit-
banged implementation, requiring one platform-specific function that does the actual GPIO pin manipulation. This
function is usually hardware-specific because different boards will use different pins for the 12C bus, so typically it
is left to the platform HAL to provide this function and instantiate the I12C bus object. There is no point in creating

a separate package for this because the code cannot be re-used for other platforms.

Instantiating a bit-banged 12C bus requires the following:
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#include  <cyglio/i2c.h >

static cyg_bool
hal_alaia_i2c_bitbang(cyg_i2c_bus* bus, cyg_i2c_bitbang_op op)

{
cyg_bool result = 0;
switch(op) {
}
return result;
}

CYG_I2C_BITBANG_BUS(hal_alaia_i2c_bus, &hal_alaia_i2c_bitbang);

This gives a structureal_alaia_i2c_bus which can be used when defining thy_i2c_device  structures.

The second argument specifies the function which will do the actual bit-banging. It takes two arguments. The first
identifies the bus, which can be useful if the hardware has multiple 12C buses. The second specifies the bit-bang
operation that should be performed. To understand these operations consider how 12C devices should be wired up
according to the specification:

Yoo

DA

SCL

S04 in SCL in SDA in | SCL in

SDA oot ]l S04 oot ;l S04 oot J SDA cut ]l
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Master and slave devices are interfaced to the bus in exactly the same way. The default state of the bus is to have
both lines high via the pull-up resistors. Any device on the bus can lower either line, when allowed to do so by
the protocol. Usually the SDA line only changes while SCL is low, but the start and stop conditions involve SDA
changing while SCL is high. All devices have the ability to both read and write both lines. In reality not all bit-
banged hardware works quite like this. Instead just two GPIO pins are used, and these are switched between input
and output mode as required.

The bitbang function should support the following operations:

CYG_I2C_BITBANG_INIT

This will be called during system initialization, as a side effect of a prioritized C++ static constructor. The
bitbang function should ensure that both SCL and SDA are driven high.

CYG_I2C_BITBANG_SCL_HIGH
CYG_I2C_BITBANG_SCL_LOW
CYG_I2C_BITBANG_SDA HIGH
CYG_I2C_BITBANG_SDA_LOW

These operations simply set the appropriate lines high or low.

CYG_I2C_BITBANG_SCL_HIGH_CLOCKSTRETCH

In its simplest form this operation should simply set the SCL line high, indicating that the data on the SDA
line is stable. However there is a complication: if a device is not ready yet then it can throttle back the master
by keeping the SCL line low. This is known as clock-stretching. Hence for this operation the bitbang function
should allow the SCL line to float high, then poll it until it really has become high. If a single pin is used for
the SCL line then this pin should be turned back into a high output at the end of the call.

CYG_I2C_BITBANG_SCL_LOW_SDA_INPUT

This is used when there is a change of direction and the slave device is about to start driving the SDA line.
This can be significant if a single pin is used to handle both input and output of SDA, to avoid a situation
where both the master and the slave are driving the SDA line for an extended period of time. The operation
combines dropping the SCL line and switching SDA to an input in an atomic or near-atomic operation.

CYG_I2C_BITBANG_SDA_READ

The SDA line is currently set as an input and the bitbang function should sample and return the current state.

The bitbang function returns a boolean. For most operations this return value is ignored. For
CYG_I2C_BITBANG_SDA_REAI should be the current level of the SDA line.

Depending on the hardware some care may have to be taken when manipulating the GPIO pins. Although the 12C
subsystem performs the required locking at the bus level, the device registers controlling the GPIO pins may get
used by other subsystems or by the application. It is the responsibility of the bitbang function to perform appropriate

locking, whether via a mutex or by briefly disabling interrupts around the register accesses.

Full Bus Driver

If the processor has dedicated 12C hardware then usually this will involve a separate device driver package in the
devs/i2c  hierarchy of the eCos component repository. That package should also be included in the appropriate
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ecos.db target entry or entries. The device driver may exist already, or it may have to be written from scratch.

A new I2C driver basically involves creating an cyg_i2c_bus structure. The device driver should supply the follow-
ing fields:

i2c_init_fn

This function will be called during system initialization to set up the 12C hardware. The generic I12C code
creates a static object with a prioritized constructor, and this constructor will invoke the init functions for the
various 12C buses in the system.

i2c_tx_fn
i2c_rx_fn
i2c_stop_fn

These functions implement the core 12C functionality. The arguments and results are the same
as for the transaction functionscyg i2c_transaction_tx , Cyg_i2c_transaction_rx and
cyg_i2c_transaction_stop

void* i2c_extra

This field holds any extra information that may be needed by the device driver. Typically it will be a pointer
to some driver-specific data structure.

To assist with instantiating a cyg_i2c_bus object the headetyfilio/i2c.h provides a macro. Typical usage
would be:

struct xyzzy data {
} xyzzy_object;

static void
Xyzzy_i2c_init(struct cyg_i2c_bus* bus)

{
}

static cyg_uint32

Xyzzy_i2c_tx(const cyg_i2c_device* dev,
cyg_bool send_start,
const cyg_uint8* tx_data, cyg_uint32 count,
cyg_bool send_stop)

{
}

static cyg_uint32

Xyzzy_i2c_rx(const cyg_i2c_device* dev,
cyg_bool send_start,
cyg_uint8* rx_data, cyg_uint32 count,
cyg_bool send_nack, cyg_bool send_stop)
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static void
Xyzzy_i2c_stop(const cyg_i2c_device* dev)

{
}

CYG_I2C_BUS(cyg_i2c_xyzzy bus,
&xyzzy_i2c_init,
&xyzzy_i2c_tx,
&xyzzy_i2c_rx,
&xyzzy_i2c_stop,
(void*) &xyzzy_object);

The generic 12C code contains these functions for a bit-banged 12C bus device. It can be used as a starting point for
new drivers. Note that the bit-bang code usesizhesxtra  field to hold the hardware-specific bitbang function
rather than a pointer to some data structure.
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Name

Overview — eCos Support for Analog/Digital Converters

Introduction

ADC support in eCos is based around the standard character device interface. Hence all device 10 function, or file
10 functions may be used to access ADC devices.

ADC devices are presented as read-only serial channels that generate samples at a given rate. The size of each
sample is hardware specific and is defined by the cyg_adc_sample_t type. The sample rate may be set at runtime
by the application. Most ADC devices support several channels which are all sampled at the same rate. Therefore
setting the rate for one channel will usually change the rate for all channels on that device.

Examples

The use of the ADC devices is best shown by example. The following is a simple example of using the eCos device
interface to access the ADC:

int res;
cyg_io_handle_t handle;

/I Get a handle for ADC device 0 channel 0
res = cyg_io_lookup( "/dev/adc00", &handle );

if( res = ENOERR )
handle_error(err);

for(;;)

{
cyg_adc_sample_t sample;
cyg_uint32 len = sizeof(sample);

/Il read a sample from the channel
res = cyg_io_read( handle, &sample, &len );

if( res '= ENOERR )
handle_error(err);

use_sample( sample );

}

In this example, the required channel is looked up and a handle on it acquired. Conventionally ADC devices are
named "/dev/adcXY" where X is the device number and Y the channel within that device. Following this, samples
are read from the device sequentially.
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ADC devices may also be accessed using FILEIO operations. These allow more sophisticated usage. The following
example showselect()  being used to gather samples from several devices.

int fd1, fd2;

/I open channels, non-blocking
fdl = open( “/dev/iadcOl1", O_RDONLY|O_NONBLOCK );
fd2 = open( “/dev/iadc02", O_RDONLY|O_NONBLOCK );

iftl fdl < 0 || fd2 < 0)
handle_error( errno );

for(;:)
{
fd_set rd;

int maxfd = O;

int err;

cyg_adc_sample_t samples[128];
int len;

FD_ZERO( &rd );

FD_SET( fd1, &rd );
FD_SET( fd2, &rd );
maxfd = max(fd1,fd2);

/I select on available data on each channel.
err = select( maxfd+1, &rd, NULL, NULL, NULL );

ifl err < 0)
handle_error(errno);

/I If channel 1 has data, handle it
if( FD_ISSET( fd1, &rd ) )
{

len = read( fd1, &samples, sizeof(samples) );

if( len > 0 )
handle_samples_chanl( &samples, len/sizeof(sample[0]) );

}

/I If channel 2 has data, handle it
if( FD_ISSET( fd2, &rd ) )
{

len = read( fd2, &samples, sizeof(samples) );

ift len > 0 )
handle_samples_chan2( &samples, len/sizeof(sample[0]) );
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This test uses FILEIO operations to access ADC channels. It starts by opening two channels for reading only

and with blocking disabled. It then falls into a loop using select to wake up whenever either channel has samples
available.

Details

As indicated, the main interface to ADC devices is via the standard character device interface. However, there are
a number of aspects that are ADC specific.

Sample Type

Samples can vary in size depending on the underlying hardware and is often a non-standard number of bits. The
actual number of bits is defined by the hardware driver package, and the generic ADC package uses this to define
a type cyg_adc_sample_t which can contain at least the required number of bits. All reads from an ADC channel
should be expressed in multiples of this type, and actual bytes read will also always be a multiple.

Sample Rate

The sample rate of an ADC device can be varied by callisgtaconfig  function, either at the device 10 API
level or at the FILEIO level. The following two functions show how this is done at each:

int set_rate_io( cyg_io_handle_t handle, int rate )

{
cyg_adc_info_t info;
cyg_uint32 len = sizeof(info);
info.rate = rate;
return cyg_io_set_config( handle,
CYG_IO_SET_CONFIG_ADC_RATE,
&info,
&len);
}
int set_rate_fileio( int fd, int rate )
{
cyg_adc_info_t info;
info.rate = rate;
return cyg_fs_fsetinfo( fd,
CYG_IO_SET_CONFIG_ADC_RATE,
&info,
sizeof(info) );
}
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Enabling a Channel

Channels are initialized in a disabled state and generate no samples. When a channel is first looked up or opened,
then it is automatically enabled and samples start to accumulate. A channel may then be disable or re-enabled via
aset_config  function:

int disable_io( cyg_io_handle_t handle )

{
return cyg_io_set_config( handle,
CYG_IO_SET_CONFIG_ADC_DISABLE,
NULL,
NULL);
}
int enable_io( cyg_io_handle_t handle )
{
return cyg_io_set_config( handle,
CYG_IO_SET_CONFIG_ADC_DISABLE,
NULL,
NULL);
}
Configuration

The ADC package defines a number of generic configuration options that apply to all ADC implementations:

cdl_component CYGPKG_IO_ADC_DEVICES
This option enables the hardware device drivers for the current platform. ADC devices will only be enabled if
this option is itself enabled.

cdl_option CYGNUM_IO_ADC_SAMPLE_SIZE
This option defines the sample size for the ADC devices. Given in bits, it will be rounded up to 8, 16 or 32 to
define the cyg_adc_sample_t type. This option is usually set by the hardware device driver.

cdl_option CYGPKG_IO_ADC_SELECT_SUPPORT

This option enables support for thelect()  API function on all ADC devices. This option can be disabled
if the select()  is not used, saving some code and data space.

In addition to the generic options, each hardware device driver defines some parameters for each device and chan-
nel. The exact names of the following option depends on the hardware device driver, but options of this form should
be available in all drivers.

cdl_option CYGDAT_|O_ADC_EXAMPLE_CHANNELN_NAME

This option specifies the name of the device for an ADC channel. Channel names should be of the form
"/dev/adcXY" where X is the device number and Y the channel within that device.
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cdl_option CYGNUM_10_ADC_EXAMPLE_CHANNELN_BUFSIZE

This option specifies the buffer size for an ADC channel. The value is expressed in multiples of
cyg_adc_sample_t rather than bytes. The default value is 128.

cdl_option CYGNUM_IO_ADC_EXAMPLE_DEFAULT_RATE

This option defines the initial default sample rate for all channels. The hardware driver may place constraints
on the range of values this option may take.
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Name

Overview — ADC Device Drivers

Introduction

This section describes how to write an ADC hardware device. While users of ADC devices do not need to read it,
it may provide added insight into how the devices work.

Data Structures

An ADC hardware driver is represented by a number of data structures. These are genericandchannel
data structures, a driver private device data structure, a generic character device table entry and a driver function
table. Most of these structures are instantiated using macros, which will be described here.

The data structure instantiation for a typical single device, four channel ADC would look like this:

Il
/I Instantiate data structures

I
/I Driver functions:

CYG_ADC_FUNCTIONS( example_adc_funs,
example_adc_enable,
example_adc_disable,
example_adc_set_rate );

Il
/I Device instance:

static example_adc_info example_adc_info0 =

{
base = CYGARC_HAL_EXAMPLE_ADC_BASE,
.vector = CYGNUM_HAL_INTERRUPT_ADC

h

CYG_ADC_DEVICE( example_adc_device,
&example_adc_funs,
&example_adc_info0,
CYGNUM_IO_ADC_EXAMPLE_DEFAULT_RATE );

i
/I Channel instances:

#define EXAMPLE_ADC_CHANNEL( _ chan ) \
CYG_ADC_CHANNEL( example_adc_channel##__chan, \
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__chan, \
CYGNUM_IO_ADC_EXAMPLE_CHANNEL## _chan## BUFSIZE, \
&example_adc_device ); \

DEVTAB_ENTRY( example_adc_channel##__chan##_device, \
CYGDAT_IO_ADC_EXAMPLE_CHANNEL## __chan## NAME, \
0, \
&cyg_io_adc_devio, \
example_adc_init, \
example_adc_lookup, \
&example_adc_channel##__chan );

EXAMPLE_ADC_CHANNEL( 0 )
EXAMPLE_ADC_CHANNEL( 1 );
EXAMPLE_ADC_CHANNEL( 2 );
EXAMPLE_ADC_CHANNEL( 3 )

The macraCYG_ADC_FUNCTIONS(jnstantiates a function table callegample_adc_funs and populates it with
the ADC driver functions (see later for details).

Then an instance of the driver private device data structure is instantiated. In addition to the device base address
and interrupt vector shown here, this structure should contain the interrupt object and handle for attaching to the
vector. It may also contain any other variables needed to manage the device.

The macraCYG_ADC_DEVICE()instantiates a cyg_adc_device structure, nasxachple_adc_device  which will
contain pointers to the function table and private data structure. The initial sample rate is also supplied here.

For each channel, an ADC channel structure and a device table entry must be created. The macro
EXAMPLE_ADC_CHANNEL()is defined to simplify this process. The macmyG_ADC_CHANNEMdefines a
cyg_adc_channel structure, which contains the channel number, the buffer size, and a pointer to the device object
defined earlier. The call tDEVTAB_ENTRY() generates a device table entry containing the configured channel
name, a pointer to a device function table defined in the generic ADC driver, pointers to init and lookup functions
implemented here, and a pointer to the channel data structure just defined.

Finally, four channels, numbered O to 3 are created.

Functions

There are several classes of function that need to be defined in an ADC driver. These are those function that go into
the channel’s device table, those that go into the ADC device’s function table, calls that the driver makes into the
generic ADC package, and interrupt handling functions.

Device Table Functions

These functions are placed in the standard device table entry for each channel and handle initialization and location
of the device within the generic driver infrastructure.

static bool example_adc_init(struct cyg_devtab_entry *tab) This function is called from the device
IO infrastructure to initialize the device. It should perform any work needed to start up the device, short of actually
starting the generation of samples. This function will be called for each channel, so if there is initialization that
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only needs to be done once, such as creating an interrupt object, then care should be taken to do this. This function

should also caltyg_adc_device_init() to initialize the generic parts of the driver.

static Cyg_ErrNo example_adc_lookup(struct cyg_devtab_entry **tab, struct

cyg_devtab_entry *sub_tab, const char *name) This function is called when a client looks up or opens
a channel. It should catllyg_adc_channel_init() to initialize the generic part of the channel. It should also

perform any operations needed to start the channel generating samples.

Driver Functions
These are the functions installed into the driver function table bg#®& ADC_FUNCTIONS(macro.

static void example_adc_enable( cyg_adc_channel *chan ) This function is called from the generic
ADC package to enable the channel in response @r@_IO_SET_CONFIG_ADC_ENABLEoNfig operation. It
should take any steps needed to start the channel generating samples.

static void example_adc_disable( cyg_adc_channel *chan ) This function is called from the generic
ADC package to enable the channel in response @y@_I0_SET_CONFIG_ADC_DISABLEONfig operation. It
should take any steps needed to stop the channel generating samples.

static void example_adc_set rate( cyg_adc_channel *chan, cyg_uint32 rate ) This function is
called from the generic ADC package to enable the channel in responseMe a0 _SET_CONFIG_ADC_RATE
config operation. It should take any steps needed to change the sample rate of the channel, or of the entire device.

Generic Package Functions
These functions are called by a hardware ADC device driver to perform operations in the generic ADC package.

__externC void cyg_adc_device_init( cyg_adc_device *device ) This function is called from the
driver’s init function and is used to initialize the cyg_adc_device object.

__externC void cyg_adc_channel_init(cyg_adc_channel *chan) This function is called from the
driver’s lookup function and is used to initialize the cyg_adc_channel object.

__externC cyg_uint32 cyg_adc_receive_sample(cyg_adc_channel *chan, cyg_adc_sample_t
sample) This function is called from the driver’s ISR to add a new sample to the buffer. The return value will be
either zero, oCcYG_ISR_CALL_DSRand should be ORed with the return value of the ISR.

__externC void cyg_adc_wakeup(cyg_adc_channel *chan ) This function is called from the driver's DSR
to cause any threads waiting for data to wake up when a new sample is available. It should only be called if the
wakeup field of the channel object isue .

Interrupt Functions

These functions are internal to the driver, but make calls on generic package functions. Typically an ADC device
will have a single interrupt vector with which it signals available samples on the channels and any error conditions
such as overruns.

static cyg_uint32 example_adc_isr(cyg_vector_t vector, cyg_addrword_t data) This
function is the ISR attached to the ADC device’s interrupt vector. It is responsible for reading samples from
the channels and passing them on to the generic layer. It needs to check each channel for data, and call
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cyg_adc_receive_sample() for each new sample available, and then ready the device for the next interrupt.
It's activities are best explained by example:

static cyg_uint32 example_adc_isr(cyg_vector_t vector, cyg_addrword_t data)

{
cyg_adc_device *example_device = (cyg_adc_device *) data;
example_adc_info *example_info = example_device->dev_priv;
cyg_uint32 res = O;
int i;

/I Deal with errors if necessary
DEVICE_CHECK_ERRORS( example_info );

/I Look for all channels with data available
for( i = 0; i < CHANNEL_COUNT,; i++ )

{
ift CHANNEL_SAMPLE_AVALIABLE() )

{

/I Fetch data from this channel and pass up to higher
Il level.

cyg_adc_sample_t data = CHANNEL_GET_SAMPLE());

res |= CYG_ISR_HANDLED | cyg_adc_receive_sample( example_info->channel[i], data );

}

/I Clear any interrupt conditions
DEVICE_CLEAR_INTERRUPTS( example_info );

cyg_drv_interrupt_acknowledge(example_info->vector);

return res;

}

static void example_adc_dsr(cyg_vector_t vector, cyg_ucount32 count, cyg_addrword_t

data) This function is the DSR attached to the ADC device’s interrupt vector. It is called by the kernel if the ISR
return value contains theYG_ISR_HANDLEIDit. It needs to caltyg_adc_wakeup() for each channel that has its
wakeup field set. Again, and example should make it all clear:

static void example_adc_dsr(cyg_vector_t vector, cyg_ucount32 count, cyg_addrword_t data)
{

cyg_adc_device *example_device = (cyg_adc_device *) data;

example_adc_info *example_info = example_device->dev_priv;

int i;

/I Look for all channels with pending wakeups
for( i = 0; i < CHANNEL_COUNT,; i++ )
{
if( example_info->channel[i]->wakeup )
cyg_adc_wakeup( example_info->channelli] );
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Name

Overview — eCos Support for Framebuffer Devices

Description

Framebuffer devices are the most common way for a computer system to display graphical output to users. There
are immense variations in the implementations of such deviteSPKG_IO_FRAMEBUgrovides an abstraction

layer for use by application code and other packages. It defines an API for manipulating framebuffers, mapping this
API on to functionality provided by the appropriate device driver. It also defines the interface which such device
drivers should implement. For simple hardware it provides default implementations of much of this interface,
greatly reducing the effort needed to write a device driver.

This package does not constitute a graphics library. It does not implement functionality like drawing text or arbitrary
lines, let alone any kind of windowing system. Instead it operates at the lower level of individual pixels and
blocks of pixels, in addition to control operations such as hardware initialization. Some applications may use the
framebuffer API directly. Others will instead use a higher-level graphics library, and it is that library which uses
the framebuffer API.

It is assumed that users are already familiar with the fundamentals of computer graphics, and no attempt is made
here to explain terms like display depth, palette or pixel.

Note: This package is work-in-progress. The support for 1bpp, 2bpp and 4bpp display depths is incomplete.
For double-buffered displays the code does not yet maintain a bounding box of the updated parts of the display.
The package has also been designed to allow for expansion with new functionality.

Configuration

CYGPKG_IO_FRAMEBUGBNIly contains hardware-independent code. It should be complemented by one or more
framebuffer device drivers appropriate for the target platform. These drivers may be specific to the platform, or
they may be more generic with platform-specific details such as the framebuffer memory base address provided by
the platform HAL. When creating a configuration for a given target the device driver(s) will always be included
automatically (assuming one has been written or ported). However by default this driver will be inactive and will
not get built, so does not add any unnecessary size overhead for applications which do not require graphics. To
activate the device driveIYGPKG_IO_FRAMEBURuUSt be added explicitly to the configuration, for example using
ecosconfig add framebufAfter this the full framebuffer API will be available to other packages and to application
code.

This package contains very few configuration options. Instead it is left to device drivers or higher-level code to
provide appropriate configurability. One opti@¥GFUN_IO_FRAMEBUF_INSTALL DEFAULT_PALET®lates to
the initialization ofpaletted displays

There are a number of calculated and inferred configuration options and a number of interfaces. These provide in-
formation such as whether or not there is a backlight. The most important ORSBAT_IO_FRAMEBUF_DEVICES
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which holds a list of framebuffer identifiers for use with timacro-based APIf there is a single framebuffer de-
vice driver which supports one display in either landscape or portrait mode, the configuration option may hold a
value like 240x320x8 320x240x8r90

Application Programmer Interfaces

Framebuffer devices require a difficult choice between flexibility and performance. On the one hand the API should
be able to support multiple devices driving separate displays, or a single device operating in different modes at
different times. On the other hand graphics tends to involve very large amounts of I/0: even something as simple as
drawing a background image can involve setting many thousands of pixels. Efficiency requires avoiding all possible
overheads including function calls. Instead the API should make extensive use of macros or inline functions. Ideally
details of the framebuffer device such as the stride would be known constants at compile-time, giving the compiler
as much opportunity as possible to optimize the code. Clearly this is difficult if multiple framebuffer devices are in
use or if the device mode may get changed at run-time.

To meet the conflicting requirements the generic framebuffer package provides two APIs: a fast macro API which
requires selecting a single framebuffer device at compile or configure time; and a slower function API without this
limitation. The two are very similar, for example:

#include  <cyglio/framebuf.h >

void

clear_screen(cyg_fb* fb, cyg_fb_colour colour)
{

cyg_fb_fill_block(fb, 0, O,
fb->fb_width, fb->fb_height,
colour);

or the equivalent macro version:

#include  <cyg/io/framebuf.h >
#define FRAMEBUF 240x320x8

void
clear_screen(cyg_fb_colour colour)

{
CYG_FB_FILL_BLOCK(FRAMEBUF, 0, 0,
CYG_FB_WIDTH(FRAMEBUF), CYG_FB_HEIGHT(FRAMEBUF),

colour);

The function-based APl works in terms of cyg fb structures, containing all the information needed to
manipulate the device. Each framebuffer device driver will export one or more of these structures, for example
cyg_alaia_fb_240x320x8 , and the driver documentation should list the variable names. The macro APl works
in terms of identifiers such asi0x320x8 , and by a series of substitutions the main macro gets expanded to the
appropriate device-specific code, usually inline. Again the device driver documentation should list the supported
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identifiers. In addition the configuration optia@@¥GDAT_IO_FRAMEBUF_DEVICE®ill contain the full list. By
convention the identifier will be specified by#aefine 'd symbol such aFRAMEBUFor in the case of graphics
libraries by a configuration option.

If a platform has multiple framebuffer devices connected to different displays then there will be separate cyg_fb
structures and macro identifiers for each one. In addition some devices can operate in multiple modes. For example
a PC VGA card can operate in a monochome 640x480 mode, an 8bpp 320x200 mode, and many other modes, but
only one of these can be active at a time. The different modes are also represented by different cyg_fb structures
and identifiers, effectively treating the modes as separate devices. It is the responsibility of higher-level code to
ensure that only one mode is in use at a time.

It is possible to use the macro API with more than one device, basically by compiling the code twice with different
values ofFRAMEBURaking appropriate care to avoid identifier name clashes. This gives the higher performance of
the macros at the cost of increased code size.

All of the framebuffer API, including exports of the device-specific cyg_fb structures, is available through a single
header file<cyg/io/framebuf.h >. The API follows a number of conventions. Coordinates (0,0) correspond

to the top-left corner of the display. All functions and macros which take a pair of coordinates have x first, y
second. For block operations these coordinates are followed by width, then height. Coordinates and dimensions
use cyg_ucountl6 variables, which for any processor should be the most efficient unsigned data type with at least
16 bits - usually plain unsigned integers. Colours are identified by cyg_fb_colour variables, again usually unsigned
integers.

To allow for the different variants of the English language, the API allows for a number of alternate spellings.
Colour and color can be used interchangeably, so there are data types cyg fb_colour and cyg_fb_color, and
functionscyg_fb_make_colour ~ andcyg_fb_make_color . Similarly gray is accepted as a variant of grey so

the predefined colousYG_FB_DEFAULT_PALETTE_LIGHTGRENMACYG_FB_DEFAULT_PALETTE_LIGHTGR/ANYe
equivalent.

The APl is split into the following categories:

parameters
getting information about a given framebuffer device such as width, height and depth. Colours management
is complicated so has its owrategory

control
operations such as switching the display on and off, and more device-specific ones such as manipulating the
backlight.

colours
determining the colour format (monochrome, paletted, ...), manipulating the palette, or constructing true
colours.

drawing

primitives for manipulating pixels and blocks of pixels.

iteration

efficiently iterating over blocks of pixels.
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Thread Safety

The framebuffer API never performs any locking so is not thread-safe. Instead it assumes that higher-level code
such as a graphics library performs any locking that may be needed. Adding a mutex lock and unlock around every
drawing primitive, including pixel writes, would be prohibitively expensive.

It is also assumed that the framebuffer will only be updated from thread context. With most hardware it will also
be possible to access a framebuffer from DSR or ISR context, but this should be avoided in portable code.
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Name

Parameters — determining framebuffer capabilities
Synopsis

#include  <cyglio/framebuf.h >

typedef struct cyg_fb {
cyg_ucountl6 fb_depth;
cyg_ucountl16 fb_format;
cyg_ucountl6 fb_width;
cyg_ucountl16 fb_height;
#ifdef CYGHWR_IO_FRAMEBUF_FUNCTIONALITY_VIEWPORT
cyg_ucountl16 fb_viewport_width;
cyg_ucountl6 fb_viewport_height;

#endif
void* fb_base;
Cyg_ucount16 fb_stride;
cyg_uint32 fb_flagsoO;
} cyg_fb;

cyg_fb* CYG_FB_STRUQIFRAMEBUJ

cyg_ucountl6 CYG_FB_DEPTHFRAMEBUE
cyg_ucountlé CYG_FB_FORMATFRAMEBUE
cyg_ucountlé CYG_FB_WIDTHFRAMEBUE
cyg_ucountlé CYG_FB_HEIGHTFRAMEBUE
cyg_ucountlé CYG_FB_VIEWPORT_WIDTIHRAMEBUE
cyg_ucountl6  CYG_FB_VIEWPORT_HEIGHFRAMEBU)
void* CYG_FB_BASEFRAMEBUJ

cyg_ucountlé  CYG_FB_STRIDE FRAMEBUF

cyg_uint32  CYG_FB_FLAGSQFRAMEBUJ;

Description

When developing an application for a specific platform the various framebuffer parameters such as width and
height are known, and the code can be written accordingly. However when writing code that should work on many
platforms with different framebuffer devices, for example a graphics library, the code must be able to get these
parameters and adapt.

Code using the function API can extract the parameters from the cyg_fb structures at run-time. The macro API
provides dedicated macros for each parameter. These do not follow the usual eCos convention where the result is
provided via an extra argument. Instead the result is returned as normal, and is guaranteed to be a compile-time
constant. This allows code like the following:
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#if CYG_FB_DEPTH(FRAMEBUF) < 8
#else

#endif

or alternatively:

if (CYG_FB_DEPTH(FRAMEBUF) < 8) {
} else {

}

or:

switch (CYG_FB_DEPTH(FRAMEBUF)) {

case 1 : ... break;
case 2 : ... break;
case 4 : .. break;
case 8 : ... break;
case 16 : ... break;
case 32 : ... break;

In terms of the code actually generated by the compiler these approaches have much the same effect. The macros
expand to a compile-time constant so unnecessary code can be easily eliminated.

The available parameters are as follows:

depth
The number of bits per pixel or bpp. The common depths are 1, 2, 4, 8, 16 and 32.

format

How the pixel values are mapped on to visibtdours for example true colour or paletted or greyscale.

width
height

The number of framebuffer pixels horizontally and vertically.

viewport width

viewport height
With some devices the framebuffer height and/or width are greater than what the display can actually show.
The display is said to offer a viewport into the larger framebuffer. The number of visible pixels is determined

from the viewport width and height. The position of the viewport is controlled viaan . Within a cyg_fb
structure these fields are only presenCfGHWR_IO_FRAMEBUF_FUNCTIONALITY_VIEWPA&Tefined, to
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avoid wasting data space on fields that are unnecessary for the current platform. For the macro API the view-
port macros should only be usedd¥G_FB_FLAGS0_VIEWPORS set for the framebuffer:

#if (CYG_FB_FLAGSO(FRAMEBUF) & CYG_FB_FLAGSO0_VIEWPORT)

#endif

base
stride

For linearframebuffers these parameters provide the information needed to access framebuffer memory. The
stride is in bytes.
flagsO

This gives further information about the hardware capabilities. Some of this overlaps with other parameters,
especially when it comes to colour, because it is often easier to test for a single flag than for a range of colour
modes. The current flags are:

CYG_FB_FLAGS0_LINEAR_FRAMEBUFFER
Framebuffer memory is organized in a conventional fashion and candessedirectly by higher-level
code using the base and stride parameters.

CYG_FB_FLAGSO0_LE

This flag is only relevant for 1bpp, 2bpp and 4bpp devices and controls how the pixels are organized
within each byte. If the flag is set then the layout is little-endian: for a 1bpp device pixel (0,0) occupies
bit 0 of the first byte of framebuffer memory. The more common layout is big-endian where pixel (0,0)
occupies bit 7 of the first byte.

CYG_FB_FLAGSO TRUE_COLOUR

The framebuffer uses a true colour format where the value of each pixel directly encodes the red, green
and blue intensities. This is common for 16bpp and 32bpp devices, and is occasionally used for 8bpp
devices.

CYG_FB_FLAGSO_PALETTE

The framebuffer uses a palette. A pixel value does not directly encode the colours, but instead acts as an
index into a separate table of colour values. That table may be read-only or read-write. Paletted displays
are common for 8bpp and some 4bpp displays.

CYG_FB_FLAGSO_WRITEABLE_PALETTE

The palette is read-write.

CYG_FB_FLAGSO_DELAYED_PALETTE_UPDATE

Palette updates can be synchronized to a vertical blank, in other words a brief time period when the
display is not being updated, by usi@yG_FB_UPDATE_VERTICAL_RETRAGH the last argument to
cyg_fb_write_palette or CYG_FB_WRITE_PALETTEWith some hardware updating the palette in the
middle of a screen update may result in visual noise.
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CYG_FB_FLAGSO_VIEWPORT
The framebuffer contains more pixels than can be shown on the display. Instead the display provides a
viewport into the framebuffer. Afoctl  can be used to move the viewport.
CYG_FB_FLAGS0_DOUBLE_BUFFER

The display does not show the current contents of the framebuffer, so the results of drawing into the
framebuffer are not immediately visible. Instead higher-level code needs to perform an esplidit
operation to update the display.

CYG_FB_FLAGSO_PAGE_FLIPPING

The hardware supports two or more pages, each of width*height pixels, only one of which is visible on
the display. This allows higher-level code to update one page without disturbing what is currently visible.
Anioctl is used to switch the visible page.

CYG_FB_FLAGSO0_BLANK

The display can bblankedwithout affecting the framebuffer contents or settings.

CYG_FB_FLAGSO0_BACKLIGHT

There is a backlight which can lssvitchedon or off. Some hardware provides finer-grained control over
the backlight intensity.

CYG_FB_FLAGSO0_MUST_BE_ON

Often it is desirable to perform some initialization such as clearing the screen or setting the palette before
the display isswitched onto avoid visual noise. However not all hardware allows this. If this flag is set
then it is possible to access framebuffer memory and the palette befosggtlie on or CYG_FB_ON
operation. It may also be possible to perform some other operations such as activating the backlight, but
that is implementation-defined.

To allow for future expansion there are also flagsl, flags2, and flags3 fields. These may get used for encoding
additionalioctl  functionality, support for hardware acceleration, and similar features.

Linear Framebuffers

There are drawing primitives for writing and reading individual pixels. However these involve a certain amount of
arithmetic each time to get from a position to an address within the frame buffer, plus function call overhead if the
function APl is used, and this will slow down graphics operations.

When the framebuffer device is known at compile-time and the macro API is used then there are additional macros
specifically foriteratingover parts of the frame buffer. These should prove very efficient for many graphics op-
erations. However if the device is selected at run-time then the macros are not appropriate and code may want to
manipulate framebuffer memory directly. This is possible if two conditions are satisfied:

1. The CYG_FB_FLAGS0_LINEAR_FRAMEBUFFHRg must be set. Otherwise framebuffer memory is either not
directly accessible or has a non-linear layout.
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2. TheCYG_FB_FLAGS0_DOUBLE_BUFFHERg must be clear. An efficient double buffer synch operation requires
knowing what part of the framebuffer have been updated, and the various drawing primitives will keep track
of this. If higher-level code then starts manipulating the framebuffer directly the synch operation may perform
only a partial update.

The base, stride, depth, width and height parameters, plusv@eFB_FLAGSO0_LHlag for 1bpp, 2bpp and 4bpp
devices, provide all the information needed to access framebuffer memory. A linear framebuffer has pixel (0,0) at
the base address. Incrementing y means adding stride bytes to the pointer.

The base and stride parameters may be set evendf FB_FLAGS0_LINEAR_FRAMEBUFFHRclear. This can be
useful if for example the display is rotated in software from landscape to portrait mode. However the meaning of
these parameters for non-linear framebuffers is implementation-defined.
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Name

Control Operations — managing a framebuffer
Synopsis

#include  <cyglio/framebuf.h >

int cyg_fb_on (cyg_fb* fhdev );

int cyg_fb_off (cyg_fb* fbdev );

int cyg_fb_ioctl (cyg_fb*  fbdev , cyg_uintl6 key, void* data , size_t* len );
int CYG_FB_ONFRAMEBUE

int CYG_FB_OFEFRAMEBUF

int CYG_FB_IOCTIl FRAMEBUF cyg_uint16 key, void* data , size t* len );

Description

The main operations on a framebuffer are drawing and colour management. However on most hardware it is also
necessary to switch the display before the user can see anything, and application code should be able to control
when this happens. There are also miscellaneous operations such as manipulating the backlight or moving the
viewpoint. These do not warrant dedicated functions, especially since the functionality will only be available on
some hardware, so doctl  interface is used.

Switching the Display On or Off

With most hardware nothing will be visible until there is a caltyg_fb_on or an invocation of th€YG_FB_ON

macro. This will initialize the framebuffer control circuitry, start sending the data signals to the display unit, and
switch on the display if necessary. The exact initialization semantics are left to the framebuffer device driver. In
some cases the hardware may already be partially or fully initialized by a static constructor or by boot code that
ran before eCos.

There are some circumstances in which initialization can fail, and this is indicated by a POSIX error code such as
ENODEVAnN example would be plug and play hardware where the framebuffer device is not detected at run-time.
Another example is hardware which can operate in several modes, with separate cyg_fb structures for each mode,
if the hardware is already in use for a different mode. A return value of 0 indicates success.

Some but not all hardware allows the framebuffer memory and, if present, the palette to be manipulated before the
device is switched on. That way the user does not see random noise on the screen during system startup. The flag
CYG_FB_FLAGSO0_MUST_BE_@tould be checked:

static void
init_screen(cyg_fb_colour background)

{
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int result;

#if (! (CYG_FB_FLAGSO(FRAMEBUF) & CYG_FB_FLAGSO_MUST_BE_ON))
CYG_FB_FILL_BLOCK(FRAMEBUF, 0, 0,
CYG_FB_WIDTH(FRAMEBUF), CYG_FB_HEIGHT(FRAMEBUF),
background);
#endif

result = CYG_FB_ON(FRAMEBUF);
if (0 = result) {
<handle unusual error condition >

}

#if (CYG_FB_FLAGSO(FRAMEBUF) & CYG_FB_FLAGSO_MUST_BE_ON)
CYG_FB_FILL_BLOCK(FRAMEBUF, 0, 0,
CYG_FB_WIDTH(FRAMEBUF), CYG_FB_HEIGHT(FRAMEBUF),
background);
#endif

}

Obviously if the application has already manipulated framebuffer memory or the palette but theg theon
operation fails, the system is left in an undefined state.

It is also possible to switch a framebuffer device off, using the funatjanfo_off  or the macraCYG_FB_OFF
although this functionality is rarely used in embedded systems. The exact semantics of switching a device off are
implementation-defined, but typically it involves shutting down the display, stopping the data signals to the display,
and halting the control circuitry. The framebuffer memory and the palette are left in an undefined state, and appli-
cation code should assume that both need full reinitializing when the device is switched back on. Some hardware
may also provide alankoperation which typically just manipulates the display, not the whole framebuffer device.
Normallycyg_fo_on returns 0. The API allows for a POSIX error code as with fo_on , but switching a device

off is not an operation that is likely to fail.

If a framebuffer device can operate in several modes, represented by several cyg_fb structures and macro identifiers,
then switching modes requires turning the current device off before turning the next one one.

Miscellaneous Control Operations

Some hardware functionality such as an LCD panel backlight is common but not universal. Supporting these does
not warrant dedicated functions. Instead a catcliwall interface is provided, with the arguments just passed
straight to the device driver. This approach also allows for future expansion and for device-specific operations.
cyg_fb_ioctl andCYG_FB_IOCTLtake four arguments: a cyg_fb structure or framebuffer identifier; a key that
specifies the operation to be performed; an arbitrary pointer, which should usually be a pointer to a data structure
specific to the key; and a length field. Key values from 0 to Ox7fff are generic. Key values from 0x8000 onwards
are reserved for the individual framebuffer device drivers, for device-specific functionality. The length field should
be set to the size of the data structure, and may get updated by the device driver.

With most ioctl operations the device can indicate whether or not it supports the functionality by one of the flags,
for example:

void
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backlight_off(cyg_fb* fb)

{
if (fbo->fb_flagsO & CYG_FB_FLAGSO0_BACKLIGHT) {
cyg_fb_ioctl_backlight new_setting;
size_t len = sizeof(cyg_fb_ioctl_backlight);
int result;
new_setting.fbbl_current = 0;
result = cyg_fb_ioctl(fb, CYG_FB_IOCTL_BACKLIGHT_SET,
&new_setting, &len);
if (0 != result) {
}
}
}

The operation returns zero for success or a POSIX error code on failure, for exaxgm 3f the device driver
does not implement the requested functionality.

Viewport
# define CYG_FB_IOCTL_VIEWPORT_GET_POSITION 0x0100
# define CYG_FB_IOCTL_VIEWPORT_SET_POSITION 0x0101

typedef struct cyg_fb_ioctl_viewport {

cyg_ucountl6 fbvp_x; /I position of top-left corner of the viewport within
cyg_ucountl6 fovp_y; /I the framebuffer
cyg_ucountl6 fovp_when; // set-only, now or vert retrace

} cyg_fb_ioctl_viewport;

On some targets the framebuffer device has a higher resolution than the display. Only a subset of the pixels, the
viewport, is currently visible. Application code can exploit this functionality to achieve certain effects, for example
smooth scrolling. Framebuffers which support this functionality will havecthe_FB_FLAGSO0_VIEWPORTag set.

The viewport dimensions are available as additigraabhmeterso the normal framebuffer width and height.

The current position of the viewport can be obtained usinga@_FB_IOCTL_VIEWPORT_GET_POSITIONOCtI
operation. The data argument should be a pointer to a cyg_fb_ioctl_viewport structure. On retilnvpthe
andfbvp_y fields will be filled in. To move the viewport useYG_FB_IOCTL_VIEWPORT_SET_POSITIONvith
fovp_x andfbvp_y set to the top left corner of the new viewport within the framebuffer, flowgp when
set to eitherCYG_FB_UPDATE_NO®W CYG_FB_UPDATE_VERTICAL_RETRACH the device driver cannot easily
synchronize to a vertical retrace period then this last field is ignored.

void

move_viewport(cyg_fb* fb, int dx, int dy)

{

#ifdef CYGHWR_IO_FRAMEBUF_FUNCTIONALITY_VIEWPORT
cyg_fb_ioctl_viewport viewport;
int len = sizeof(cyg_fb_ioctl_viewport);
int result;
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result = cyg_fb_ioctl(fo, CYG_FB_IOCTL_VIEWPORT_GET_POSITION,
&viewport, &len);
if (result !'= 0) {

}
if (((int)viewport.fovp_x + dx) < 0) {
viewport.fovp_x = 0;
} else if ((viewport.fovp_x + dx + fb- >fb_viewport_width) > fb- >fb_width) {
viewport.fovp_x = fb- >fb_width - fb- >fb_viewport_width;
} else {
viewport.fovp_x += dx;
}
if (((int)viewport.fovp_y + dy) < 0) {
viewport.fovp_y = 0;
} else if ((viewport.fovp_y + dy + fb- >fb_viewport_height) > fb- >fb_height) {
viewport.fovp_y = fb- >fb_height - fb- >fb_viewport_height;
} else {
viewport.fovp_y += dy;
}
result = cyg_fb_ioctl(fb, CYG_FB_IOCTL_VIEWPORT_SET_POSITION,
&viewport, &len);
if (result '= 0) {

}

#else
CYG_UNUSED_PARAM(cyg_fb*, fh);
CYG_UNUSED_PARAM(int, dx);
CYG_UNUSED_PARAM(int, dy);
#endif

}

If an attempt is made to move the viewport beyond the boundaries of the framebuffer then the resulting behaviour
is undefined. Some hardware may behave reasonably, wrapping around as appropriate, but portable code cannot
assume this. The above code fragment is careful to clip the viewport to the framebuffer dimensions.

Page Flipping

# define CYG_FB_IOCTL_PAGE_FLIPPING_GET_PAGES 0x0200
# define CYG_FB_IOCTL_PAGE_FLIPPING_SET_PAGES 0x0201

typedef struct cyg_fb_ioctl_page_flip {

cyg_uint32 fopf_number_pages;

cyg_uint32 fopf_visible_page;

cyg_uint32 fopf_drawable_page;

cyg_ucountl6 fopf_when; // set-only, now or vert retrace

} cyg_fb_ioctl_page_flip;

On some targets the framebuffer has enough memory for several pages, only one of which is visible at a time. This
allows the application to draw into one page while displaying another. Once drawing is complete the display is
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flipped to the newly drawn page, and the previously displayed page is now available for updating. This technique
is used for smooth animation, especially in games. Thedlg_FB_FLAGS0_PAGE_FLIPPINGNndicates support
for this functionality.

CYG_FB_IOCTL_PAGE_FLIPPING_GET_PAGEZan be used to get the current settings of the page flipping
support. The data argument should be a pointer to a cyg_fb_ioctl_page flip structure. The resulting
fopf_number_pages field indicates the total number of pages available: 2 is common, but more pages are
possible fopf_visible_page gives the page that is currently visible to the user, and will be between 0 and
(fopf_number_pages - 1). Similarly fopf_drawable_page gives the page that is currently visible. It is
implementation-defined whether or not the visible and drawable page can be the same one.

CYG_FB_IOCTL_PAGE_FLIPPING_SET_PAGEScan be used to change the visible and drawable page. The
fopf_number_pages field is ignoredfbpf visible page andfbpf_drawable_page give the new
settingsfbpf_when should be one ofYG_FB_UPDATE_NOWCYG_FB_UPDATE_VERTICAL_RETRACHIt may

be ignored by some device drivers.

#if (CYG_FB_FLAGSO(FRAMEBUF) & CYG_FB_FLAGS0 PAGE_FLIPPING)
# error Current framebuffer device does not support page flipping
#endif

static cyg_uint32 current_visible = 0;

static void
page_flip_init(cyg_fb_colour background)
{
cyg_fb_ioctl_page_flip flip;
size_t len = sizeof(cyg_fb_ioctl_page_flip);

flip.fopf_visible_page = current_visible;
flip.fbpf_drawable_page = 1 - current_visible;
flip.fbpf_when = CYG_FB_UPDATE_NOW;
CYG_FB_IOCTL(FRAMEBUF, CYG_FB_IOCTL_PAGE_FLIPPING_SET_PAGES,
&flip, &len);
CYG_FB_FILL_BLOCK(FRAMEBUF, 0, 0,
CYG_FB_WIDTH(FRAMEBUF), CYG_FB_HEIGHT(FRAMEBUF),
background);
flip.fopf_visible_page = 1 - current_visible;
flip.fopf_drawable_page = current_visible;
CYG_FB_IOCTL(FRAMEBUF, CYG_FB_IOCTL_PAGE_FLIPPING_SET_PAGES,
&flip, &len);
CYG_FB_FILL_BLOCK(FRAMEBUF, 0, 0,
CYG_FB_WIDTH(FRAMEBUF), CYG_FB_HEIGHT(FRAMEBUF),
background);
current_visible = 1 - current_visible;

}

static void
page_flip_toggle(void)
{
cyg_fb_ioctl_page_flip flip;
size_t len = sizeof(cyg_fb_ioctl_page_flip);

flip.fopf_visible_page = 1 - current_visible;
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flip.fopf_drawable_page = current_visible;

CYG_FB_IOCTL(FRAMEBUF, CYG_FB_IOCTL_PAGE_FLIPPING_SET_PAGES,
&flip, &len);

current_visible = 1 - current_visible;

A page flip typically just changes a couple of pointers within the hardware and device driver. No attempt is made
to synchronize the contents of the pages, that is left to higher-level code.

Blanking the Screen

# define CYG_FB_IOCTL_BLANK_GET 0x0300
# define CYG_FB_IOCTL_BLANK_SET 0x0301

typedef struct cyg_fb_ioctl_blank {
cyg_bool fbbl_on;
} cyg_fb_ioctl_blank;

Some hardware allows the display to be switched off or blanked without shutting down the entire
framebuffer device, greatly reducing power consumption. The current blanking state can be obtained using
CYG_FB_IOCTL_BLANK_GE®Nd the state can be updated usiqgs_FB_IOCTL_BLANK_SETThe data argument
should be a pointer to a cyg_fb_ioctl_blank structure. Support for this functionality is indicated by the
CYG_FB_FLAGS0_BLANKag.

static cyg_bool
display_blanked(cyg_fb_* fb)
{
cyg_fb_ioctl_blank blank;
size_t len = sizeof(cyg_fb_ioctl_blank);

if (I (fbo->fb_flagsO & CYG_FB_FLAGS0_BLANK)) {
return false;
}
(void) cyg_fb_ioctl(fb, CYG_FB_IOCTL_BLANK_GET, &blank, &len);
return !blank.fbbl_on;

Controlling the Backlight

# define CYG_FB_IOCTL_BACKLIGHT GET 0x0400
# define CYG_FB_IOCTL_BACKLIGHT_SET 0x0401

typedef struct cyg_fb_ioctl_backlight {
cyg_ucount32 fbbl_current;
cyg_ucount32 fbbl_max;

} cyg_fb_ioctl_backlight;
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Many LCD panels provide some sort of backlight, making the display easier to read at the cost of
increased power consumption. Support for this is indicated by dN&_FB_FLAGSO BACKLIGHTflag.
CYG_FB_IOCTL_BACKLIGHT_GETcan be used to get both the current setting and the maximum value. If the
maximum is 1 then the backlight can only be switched on or off. Otherwise it is possible to control the intensity.

static void
set_backlight_50_percent(void)

{
#if (CYG_FB_FLAGSO(FRAMEBUF) & CYG_FB_FLAGS0_BACKLIGHT)

cyg_fb_ioctl_backlight backlight;
size_t len = sizeof(cyg_fb_ioctl_backlight);

CYG_FB_IOCTL(FRAMEBUF, CYG_FB_IOCTL_BACKLIGHT_GET, &backlight, &len);
backlight.fbbl_current = (backlight.fbbl_max + 1) >> 1;
CYG_FB_IOCTL(FRAMEBUF, CYG_FB_IOCTL_BACKLIGHT_SET, &backlight, &len);
#endif
}
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Name

Colours — formats and palette management
Synopsis

#include  <cyglio/framebuf.h >

typedef struct cyg_fb {
cyg_ucountl6 fb_depth;

cyg_ucountl16 fb_format;
cyg_uint32 fb_flagso;
} cyg_fb;

extern const cyg_uint8 cyg_fb_palette_ega[16 * 3];
extern const cyg_uint8 cyg_fb_palette_vga[256 * 3];

#define CYG_FB_DEFAULT_PALETTE_BLACK 0x00
#define CYG_FB_DEFAULT PALETTE_BLUE 0x01
#define CYG_FB_DEFAULT_PALETTE_GREEN 0x02
#define CYG_FB_DEFAULT_PALETTE_CYAN 0x03
#define CYG_FB_DEFAULT_PALETTE_RED 0x04
#define CYG_FB_DEFAULT_PALETTE_MAGENTA 0x05
#define CYG_FB_DEFAULT_PALETTE_BROWN 0x06

#define CYG_FB_DEFAULT PALETTE_LIGHTGREY  0x07
#define CYG_FB_DEFAULT PALETTE_LIGHTGRAY  0x07
#define CYG_FB_DEFAULT_PALETTE_DARKGREY 0x08
#define CYG_FB_DEFAULT_PALETTE_DARKGRAY 0x08
#define CYG_FB_DEFAULT_PALETTE_LIGHTBLUE  0x09
#define CYG_FB_DEFAULT_PALETTE_LIGHTGREEN  Ox0A
#define CYG_FB_DEFAULT_PALETTE_LIGHTCYAN  Ox0B

#define CYG_FB_DEFAULT_PALETTE_LIGHTRED 0x0C
#define CYG_FB_DEFAULT_PALETTE_LIGHTMAGENTA 0x0D
#define CYG_FB_DEFAULT_PALETTE_YELLOW O0x0E
#define CYG_FB_DEFAULT_PALETTE_WHITE OxOF

cyg_ucountlé  CYG_FB_FORMATramebuf );

void cyg_fb_read_palette (cyg_fb*  fb, cyg_ucount32 first , cyg_ucount32 count , void*

data );

void cyg_fb_write_palette (cyg_fb*  fb, cyg_ucount32 first , cyg_ucount32 count , const
void* data , cyg_ucountl6 when);

cyg_fb_colour cyg_fb_make_colour (cyg_fb* fb, cyg_ucount8 r, cyg_ucount8 g, cyg_ucount8
b);

void cyg_fb_break_colour (cyg_fb*  fb, cyg_fb_colour colour , cyg_ucount8* r, cyg_ucount8*
g, Cyg_ucount8* b);

void CYG_FB_READ_PALETTERAMEBUF cyg_ucount32 first , cyg_ucount32 count , void* data );
void CYG_FB_WRITE_PALETTE-RAMEBUF cyg_ucount32 first , cyg_ucount32 count , const void*
data , cyg_ucountl6 when);
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cyg_fb_colour CYG_FB_MAKE_COLOURRAMEBUF cyg_ucount8 r, cyg_ucount8 g, Cyg_ucount8
b);

void CYG_FB_BREAK_COLOURRAMEBUF cyg_fb_colour colour , cyg_ucount8* r, cyg_ucount8*
g, Cyg_ucount8* b);

Description

Managing colours can be one of the most difficult aspects of writing graphics code, especially if that code is
intended to be portable to many different platforms. Displays can vary from 1bpp monochrome, via 2bpp and 4bpp
greyscale, through 4bpp and 8bpp paletted, and up to 16bpp and 32bpp true colour - and those are just the more
common scenarios. The variodsawing primitiveslike cyg_fo_write_pixel work in terms of cyg_fb_colour

values, usually an unsigned integer. Exactly how the hardware interprets a cyg_fb_colour depends on the format.

Colour Formats

There are a number of ways of finding out how these values will be interpreted by the hardware:

1.The CYG_FB_FLAGS0_TRUE_COLOURg is set for all true colour displays. The format parameter can be
examined for more details but this is not usually necessary. Instead code canysemake_colour  or
CYG_FB_MAKE_coLou®construct a cyg_fb_colour value from red, green and blue components.

2.If the CYG_FB_FLAGS0_WRITEABLE_PALETTRAg is set then a cyg_fb_colour value is an index into a lookup
table known as the palette, and this table contains red, green and blue components. The size of the palette
is determined by the display depth, so 16 entries for a 4bpp display and 256 entries for an 8bpp display.
Application code or a graphics library camstall its own palette so can control exactly what colour each
cyg_fb_colour value corresponds to. Alternatively there is support for installing a default palette.

3.If CYG_FB_FLAGSO_PALETTHs set butCYG_FB_FLAGS0_WRITEABLE_PALETTS clear then the hardware
uses a fixed palette. There is no easy way for portable software to handle this case. The palette can be read at
run-time, allowing the application’s desired colours to be mapped to whichever palette entry provides the best
match. However normally it will be necessary to write code specifically for the fixed palette.

4. Otherwise the display is monochrome or greyscale, depending on the depth. There are still variations, for
example on a monochrome display colour 0 can be either white or black.

As an alternative or to provide additional information, the exact colour format is provided W tfremat
field of the cyg_fb structure or by th@&vG_FB_FORMAMacro. It can be one of the following (more entries may be
added in future):

CYG_FB_FORMAT_1BPP_MONO_0_BLACK

simple 1bpp monochrome display, with 0 as black or the darker of the two colours, and 1 as white or the ligher
colour.

CYG_FB_FORMAT_1BPP_MONO_0 WHITE

simple 1bpp monochrome display, with O as white or the lighter of the two colours, and 1 as black or the
darker colour.
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CYG_FB_FORMAT_1BPP_PAL888
a 1bpp display which cannot easily be described as monochrome. This is unusual and not readily supported
by portable code. It can happen if the framebuffer normally runs at a higher depth, for example 4bpp or 8bpp
paletted, but is run at only 1bpp to save memory. Hence only two of the palette entries are used, but can be set
to arbitrary colours. The palette may be read-only or read-write.

CYG_FB_FORMAT_2BPP_GREYSCALE_0_BLACK
a 2bpp display offering four shades of grey, with 0 as black or the darkest of the four shades, and 3 as white
or the lightest.

CYG_FB_FORMAT_2BPP_GREYSCALE_0_WHITE
a 2bpp display offering four shades of grey, with 0 as white or the lightest of the four shades, and 3 as black
or the darkest.

CYG_FB_FORMAT_2BPP_PAL888
a 2bpp display which cannot easily be described as greyscale, for example providing black, red, blue and
white as the four colours. This is unusual and not readily supported by portable code. It can happen if the
framebuffer normally runs at a higher depth, for example 4bpp or 8bpp paletted, but is run at only 2bpp to
save memory. Hence only four of the palette entries are used, but can be set to arbitrary colours. The palette
may be read-only or read-write.

CYG_FB_FORMAT_4BPP_GREYSCALE_0_BLACK
a 4bpp display offering sixteen shades of grey, with 0 as black or the darkest of the 16 shades, and 15 as white
or the lighest.

CYG_FB_FORMAT_4BPP_GREYSCALE_0_WHITE
a 4bpp display offering sixteen shades of grey, with 0 as white or the lightest of the 16 shades, and 15 as black
or the darkest.

CYG_FB_FORMAT_4BPP_PAL888
a 4bpp paletted display, allowing for 16 different colours on screen at the same time. The palette may be
read-only or read-write.

CYG_FB_FORMAT_8BPP_PAL888
an 8bpp paletted display, allowing for 256 different colours on screen at the same time. The palette may be
read-only or read-write.

CYG_FB_FORMAT_8BPP_TRUE_332
an 8bpp true colour display, with three bits (eight levels) of red and green intensity and two bits (four levels)
of blue intensity.

CYG_FB_FORMAT_16BPP_TRUE_565

a 16bpp true colour display with 5 bits each for red and blue and 6 bits for green.

CYG_FB_FORMAT_16BPP_TRUE_555

a 16bpp true colour display with five bits each for red, green and blue, and one unused bit.
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CYG_FB_FORMAT_32BPP_TRUE_0888
a 32bpp true colour display with eight bits each for red, green and blue and eight bits unused.

For the true colour formats the format does not define exactly which bits in the pixel are used for which colour.
Instead theyg_fo_make_colour  andcyg_fb_break_colour functions or the equivalent macros should be used
to construct or decompose pixel values.

Paletted Displays

Palettes are the common way of implementing low-end colour displays. There are two variants. A read-only palette
provides a fixed set of colours and it is up to application code to use these colours appropriately. A read-write
palette allows the application to select its own set of colours. Displays providing a read-write palette will have the

CYG_FB_FLAGSO_WRITEABLE_PALETTifag set in addition t&€YG_FB_FLAGSO_PALETTE

Even if application code can install its own palette, many applications do not exploit this functionality and
instead stick with a default. There are two standard palettes: the 16-entry PC EGA for 4bpp displays; and
the 256-entry PC VGA, a superset of the EGA one, for 8bpp displays. This package provides the data for
both, in the form of arraysyg fb_palette_ega and cyg_fb_palette_vga , and 16#define ’'s such as
CYG_FB_DEFAULT_PALETTE_BLACIr the EGA colours and the first 16 VGA colours. By default device drivers

for read-write paletted displays will install the appropriate default palette, but this can be suppressed using
configuration optiolCYGFUN_IO_FRAMEBUF_INSTALL_DEFAULT_PALETTE a custom palette will be used then
installing the default palette involves wasting 48 or 768 bytes of memory.

It should be emphasized that displays vary widely. A colour suchYss FB_DEFAULT_PALETTE_YELLORvay
appear rather differently on two different displays, although it should always be recognizable as yellow. Developers
may wish to fine-tune the palette for specific hardware.

The current palette can be retrieved using_fb_read_palette or CYG_FB_READ_PALETTEThefirst and

count arguments control which palette entries should be retrieved. For example, to retrieve just palette entry 12
first  should be set to 12 armbunt should be set to 1. To retrieve all 256 entries for an 8bpp disfitay,

should be setto 0 armbunt should be set to 256. Thdata argument should point at an array of bytes, allowing
three bytes for every entry. Byte O will contain the red intensity for the first entry, byte 1 green and byte 2 blue.

For read-write palettes the palette can be updated usindb_write_palette or CYG_FB_WRITE_PALETTE
Thefirst  andcount arguments are the same as ¢gg_fb_read_palette , and thedata argument should

point at a suitable byte array packed in the same waywilfifen argument should be one 6ffG_FB_UPDATE_NOW

or CYG_FB_UPDATE_VERTICAL_RETRACRVith some displays updating the palette in the middle of an update
may result in visual noise, so synchronizing to the vertical retrace avoids this. However not all device drivers will
support this.

There is an assumption that palette entries use 8 bits for each of the red, green and blue colour intensities. This is
not always the case, but the device drivers will perform appropriate adjustments. Some hardware may use only 6
bits per colour, and the device driver will ignore the bottom two bits of the supplied intensity values. Occasionally
hardware may use more than 8 bits, in which case the supplied 8 bits are shifted left appropriately and zero-
padded. Device drivers for such hardware may also provide device-specific routines to manipulate the palette in a
non-portable fashion.
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True Colour displays

True colour displays are often easier to manage than paletted displays. However this comes at the cost of extra
memory. A 16bpp true colour display requires twice as much memory as an 8bpp paletted display, yet can offer
only 32 or 64 levels of intensity for each colour as opposed to the 256 levels provided by a palette. It also requires
twice as much video memory bandwidth to send all the pixel data to the display for every refresh, which may
impact the performance of the rest of the system. A 32bpp true colour display offers the same colour intensities but
requires four times the memory and four times the bandwidth.

Exactly how the colour bits are organized in a cyg_fb_colour pixel value is not defined by the colour format. Instead
code should use theyg_fb_make_colour ~ or CYG_FB_MAKE_COLOURiImitives. These take 8-bit intensity levels

for red, green and blue, and return the corresponding cyg_fb_colour. When using the macro interface the arithmetic
happens at compile-time, for example:

#define BLACK CYG_FB_MAKE_COLOUR(FRAMEBUF, 0, 0, 0)
#define WHITE CYG_FB_MAKE_COLOUR(FRAMEBUF, 255, 255, 255)
#define RED CYG_FB_MAKE_COLOUR(FRAMEBUF, 255, 0, 0)
#define GREEN CYG_FB_MAKE_COLOUR(FRAMEBUF, 0, 255, 0)
#define BLUE CYG_FB_MAKE_COLOUR(FRAMEBUF, 0, 0, 255)
#define YELLOW CYG_FB_MAKE_COLOUR(FRAMEBUF, 255, 255, 80)

Displays vary widely so the numbers may need to be adjusted to give the exact desired colours.

For symmetry there are alseyg_fb_break_colour and CYG_FB_BREAK_COLOUprimitives. These take a
cyg_fb_colour value and decompose it into its red, green and blue components.
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Name

Drawing Primitives — updating the display

Synopsis

#include  <cyglio/framebuf.h >

void cyg_fb_write_pixel (cyg_fb*  fbdev , cyg_ucountl6 X, Cyg_ucountl6
colour );

cyg_fb_colour cyg_fb_read_pixel fbdev , cyg_ucountl6

(cyg_fb*

X, Cyg_ucountl6

y, cyg_fb_colour

y);

de )

void cyg_fb_write_hline (cyg_fb*  fbdev , cyg_ucountl6 X, Cyg_ucountl6 y, cyg_ucountl6
len , cyg_fb_colour colour );

void cyg_fb_write_vline (cyg_fb*  fbdev , cyg_ucountl6 X, Cyg_ucountl6 y, cyg_ucountl6
len , cyg_fb_colour colour );

void cyg_fb_fill_block (cyg_fb*  fbdev , cyg_ucountl6 X, Cyg_ucountl6 y, Cyg_ucountl6
width , cyg_ucountl16 height , cyg_fb_colour colour );

void cyg_fb_write_block (cyg_fb*  fbdev , cyg_ucountl6 X, Cyg_ucountl6 y, Cyg_ucountl6
width , cyg_ucountl16 height , const void* data , cyg_ucountl6 offset , cyg_ucountl6
stride );

void cyg_fb_read block (cyg_fb*  fbdev , cyg_ucountl6 X, Cyg_ucountl6 y, C€yg_ucountl6
width , cyg_ucountl6 height , void* data, cyg_ucountl6 offset , cyg_ucountl6 stri

void cyg_fb_move_block (cyg_fb* fbdev , cyg_ucountl6 X, Cyg_ucountl6 y, Ccyg_ucountl6
width , cyg_ucountl6 height , cyg_ucountl6 new_x, cyg_ucountl6 new_y);

void cyg fb_synch (cyg_fb* fbdev , cyg_ucountl6 when);

void CYG_FB_WRITE_PIXEK FRAMEBUF cyg_ucountl6 X, Cyg_ucountl6 y, cyg_fb_colour
colour );

cyg_fb_colour CYG_FB_READ_PIXELFRAMEBUF cyg_ucount16
void CYG_FB_WRITE_HLINE FRAMEBUF cyg_ucountl6 X, Cyg_ucountl6
cyg_fb_colour colour );

void CYG_FB_WRITE_VLINE FRAMEBUF cyg_ucount16
cyg_fb_colour colour );

void CYG_FB_FILL_BLOCK FRAMEBUF cyg_ucount16
cyg_ucountlé  height , cyg_fb_colour colour );
void CYG_FB_WRITE_BLOQK-RAMEBUF cyg_ucountl16

X, Cyg_ucountl6
X, Cyg_ucountl6

X, Cyg_ucountl6

X, Cyg_ucountl6

y)
y, Cyg_ucountl6

y, Cyg_ucountl6
y, Cyg_ucountl6

y, Cyg_ucountl6

cyg_ucountlé  height , const void* data , cyg_ucountl6 offset , cyg_ucountl6 strid
void CYG_FB_READ_BLOEKRAMEBUF cyg_ucountl6 X, Cyg_ucountl6 y, Cyg_ucountl6
cyg_ucountlé  height , void* data , cyg_ucountl6 offset , cyg_ucountl6 stride );

void CYG_FB_MOVE_BLOCRRAMEBUF cyg_ucountl16 X, Cyg_ucountl6 y, Cyg_ucountl6

cyg_ucountl6  height , cyg_ucountl6 new_x, cyg_ucountl6
void CYG_FB_SYNCH-RAMEBUF cyg_ucountl6 when);

new_y);

len ,
len ,
width
width

e )

width

width

1

)

1
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Description

The eCos framebuffer infrastructure defines a small number of drawing primitives. These are not intended to
provide full graphical functionality like multiple windows, drawing text in arbitrary fonts, or anything like that.
Instead they provide building blocks for higher-level graphical toolkits. The available primitives are:

1. Manipulating individual pixels.

2. Drawing horizontal and vertical lines.

3. Block fills.

4. Moving blocks between the framebuffer and main memory.

5. Moving blocks within the framebuffer.

6. For double-buffered devices, synchronizing the framebuffer contents with the actual display.

There are two versions for each primitive: a macro and a function. The macro can be used if the desired framebuffer
device is known at compile-time. Its first argument should be a framebuffer identifier, for exarpoph0x16 ,

and must be one of the entries in the configuration optio@DAT_I0_FRAMEBUF_DEVICE® the examples below

it is assumed thatRAMEBUHas beertdefine 'd to a suitable identifier. The function can be used if the desired
framebuffer device is selected at run-time. Its first argument should be a pointer to the appropriate cyg_fb structure.

The pixel, line, and block fill primitives take a cyg_fb_colour argument. For details of colour handlifgaae-
buffer Colours This argument should have no more bits set than are appropriate for the display depth. For example
on a 4bpp only the bottom four bits of the colour may be set, otherwise the behaviour is undefined.

None of the primitives will perform any run-time error checking, except possibly for some assertions in a debug
build. If higher-level code provides invalid arguments, for example trying to write a block which extends past the
right hand side of the screen, then the system’s behaviour is undefined. It is the responsibility of higher-level code
to perform clipping to the screen boundaries.

Manipulating Individual Pixels

The primitives for manipulating individual pixels are very simple: a pixel can be written or read back. The following
example shows one way of drawing a diagonal line:

void

draw_diagonal(cyg_fb* fb,
cyg_ucountl6é X, cyg_ucountl6é y, cyg_ucountl6 len,
cyg_fb_colour colour)

while ( len-- ) {
cyg_fb_write_pixel(tb, x++, y++, colour);

}

The next example shows how to draw a horizontal XOR line on a 1bpp display.

void
draw_horz_xor(cyg_ucountl6 x, cyg_ucountl6 y, cyg_ucountl6 len)

{
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cyg_fb_colour colour;

while ( len--) {
colour = CYG_FB_READ_PIXEL(FRAMEBUF, x, Y);
CYG_FB_WRITE_PIXEL(FRAMEBUF, x++, y, colour ~ 0x01);

The pixel macros should normally be avoided. Determining the correct location within framebuffer memory cor-
responding to a set of coordinates for each pixel is a comparatively expensive operation. Instead there is direct
support foriteratingover parts of the display, avoiding unnecessary overheads.

Drawing Simple Lines

Higher-level graphics code often needs to draw single-pixel horizontal and vertical lines. If the application involves
multiple windows then these will usually have thin borders around them. Widgets such as buttons and scrollbars
also often have thin borders.

cyg_fb_draw_hline andCYG_FB_DRAW_HLINHraw a horizontal line of the specifieblour , starting at the
x andy coordinates and extending to the right (increasing x) for a totldrof pixels. A 50 pixel line starting at
(100,100) will end at (149,100).

cyg_fb_draw_vline andCYG_FB_DRAW_VLINEake the same arguments, but the line extends down (increasing
y)-

These primitives do not directly support drawing lines more than one pixel thiclglbck fills can be used to
achieve those. There is no generic support for drawing arbitrary lines, instead that is left to higher-level graphics
toolkits.

Block Fills

Filling a rectangular part of the screen with a solid colour is another common requirement for higher-level code.
The simplest example is during initialization, to set the display’s whole background to a known value. Block
fills are also often used when creating new windows or drawing the bulk of a simple button or scrollbar widget.
cyg_fo_fill_block andCYG_FB_FILL_BLOCKprovide this functionality.

Thex andy arguments specify the top-left corner of the block to be filled. Width andheight arguments
specify the number of pixels affected, a totahafith * height . The following example illustrates part of the
process for initializing a framebuffer, assumed here to have a writeable palette with default settings.

int
display_init(void)
{
int result = CYG_FB_ON(FRAMEBUF);
if (result ) {
return result;
}
CYG_FB_FILL_BLOCK(FRAMEBUF, 0, 0,
CYG_FB_WIDTH(FRAMEBUF), CYG_FB_HEIGHT(FRAMEBUF),
CYG_FB_DEFAULT_PALETTE_WHITE);
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Copying Blocks between the Framebuffer and Main Memory

The block transfer primitives serve two main purposes: drawing images. and saving parts of the current display
to be restored later. For simple linear framebuffers the primitives just implement copy operations, with no data
conversion of any sort. For non-linear ones the primitives act as if the framebuffer memory was linear. For example,
consider a 2bpp display where the two bits for a single pixel are split over two separate bytes in framebuffer
memory, or two planes. For a block write operation the source data should still be organized with four full pixels
per byte, as for a linear framebuffer of the same depth. and the block write primitive will distribute the bits over the
framebuffer memory as required. Similarly a block read will combine the appropriate bits from different locations
in framebuffer memory and the resulting memory block will have four full pixels per byte.

Because the block transfer primitives perform no data conversion, if they are to be used for rendering images
then those images should be pre-formatted appropriately for the framebuffer device. For small images this would
normally happen on the host-side as part of the application build process. For larger images it will usually be better
to store them in a compressed format and decompress them at run-time, trading off memory for cpu cycles.

The x andy arguments specify the top-left corner of the block to be transferred, andithle andheight
arguments determine the size. Tdegta , offset andstride  arguments determine the location and layout of
the block in main memory:

data

The source or destination for the transfer. For 1bpp, 2bpp and 4bpp devices the data will be packed in ac-
cordance with the framebuffer device’s endianness as partle FB_FLAGS0_LHlag. Each row starts in a

new byte so there may be some padding on the right. For 16bpp and 32bpp the data should be aligned to the
appropriate boundary.

offset

Sometimes only part of an image should be written to the screen. A vertical offset can be achieved simply by
adjustingdata to point at the appropriate row within the image instead of the top row. For 8bpp, 16bpp and
32bpp displays an additional horizontal offset can also be achieved by adjdating However for 1bpp,

2bpp and 4bpp displays the starting position within the image may be in the middle of a byte. Hence the
horizontal pixel offset can instead be specified withdffeset argument.

stride

This indicates the number of bytes between rows. Usually it will be related tevidith , but there are
exceptions such as when drawing only part of an image.

The following example fills a 4bpp display with an image held in memory and already in the right format. If the
image is smaller than the display it will be centered. If the image is larger then the center portion will fill the entire
display.

void
draw_image(const void* data, int width, int height)

{
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cyg_ucountl6 stride;
cyg_ucountlé x, y, offset;

#if (4 '= CYG_FB_DEPTH(FRAMEBUF))
# error This code assumes a 4bpp display
#endif
stride = (width + 1) >> 1; [/l 4bpp to byte stride

if width < CYG_FB_WIDTH(FRAMEBUF)) {

X = (CYG_FB_WIDTH(FRAMEBUF) - width) >> 1;
offset = 0;

} else {
X = 0;

offset = (width - CYG_FB_WIDTH(FRAMEBUF)) >> 1
width = CYG_FB_WIDTH(FRAMEBUF);

}
if (height < CYG_FB_HEIGHT(FRAMEBUF)) {
y = (CYG_FB_HEIGHT(FRAMEBUF) - height) >> 1;
} else {
y =0
data = (const void*)((const cyg_uint8*)data +
(stride * ((height - CYG_FB_HEIGHT(FRAMEBUF)) >> 1))
height = CYG_FB_HEIGHT(FRAMEBUF);
}

CYG_FB_WRITE_BLOCK(FRAMEBUF, x, y, width, height, data, offset, stride);

Moving Blocks with the Framebuffer

Sometimes it is necessary to move a block of data around the screen, especially when using a higher-level graphics
toolkit that supports multiple windows. Block moves can be implemented by a read into main memory followed by

a write block, but this is expensive and imposes an additional memory requirement. Instead the framebuffer infras-
tructure provides a generic block move primitive. It will handle all cases where the source and destination positions
overlap. Thex andy arguments specify the top-left corner of the block to be movedyadith andheight de-

termine the block sizenew_x andnew_y specify the destination. The source data will remain unchanged except

in areas where it overlaps the destination.

Synchronizing Double-Buffered Displays

Some framebuffer devices are double-buffered: the framebuffer memory that gets manipulated by the drawing
primitives is separate from what is actually displayed, and a synch operation is needed to update the display. In
some cases this may be because the actual display memory is not directly accessible by the processor, for example
it may instead be attached via an SPI bus. Instead drawing happens in a buffer in main memory, and then this gets
transferred over the SPI bus to the actual display hardware during a synch. In other cases it may be a software
artefact. Some drawing operations, especially ones involving complex curves, can take a very long time and it may
be considered undesirable to have the user see this happening a few pixels at a time. Instead the drawing happens
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in a separate buffer in main memory and then a double buffer synch just involves a block move to framebuffer
memory. Typically that block move is much faster than the drawing operation. Obviously there is a cost: an extra
area of memory, and the synch operation itself can consume many cycles and much of the available memory
bandwidth.

Itis the responsibility of the framebuffer device driver to provide the extra main memory. As far as higher-level code

is concerned the only difference between an ordinary and a double-buffered display is that with the latter changes
do not become visible until a synch operation has been performed. The framebuffer infrastructure provides support
for a bounding box, keeping track of what has been updated since the last synch. This means only the updated part
of the screen has to be transferred to the display hardware.

The synch primitives take two arguments. The first identifies the framebuffer device. The second should be one
of CYG_FB_UPDATE_NOYor an immediate update, o€YG_FB_UPDATE_VERTICAL_RETRACEO0me display
hardware involves a lengthy vertical retrace period every 10-20 milliseconds during which nothing gets drawn
to the screen, and performing the synch during this time means that the end user is unaware of the operation
(assuming the synch can be completed in the time available). When the hardware supports it, specifying
CYG_FB_UPDATE_VERTICAL_RETRAGQHeans that the synch operation will block until the next vertical retrace
takes place and then perform the update. This may be an expensive operation, for example it may involve polling
a bit in a register. In a multi-threaded environment it may also be unreliable because the thread performing the
synch may get interrupted or rescheduled in the middle of the operation. When the hardware does not involve
vertical retraces, or when there is no easy way to detect them, the second argument to the synch operation will just
be ignored and the update will always happen immediately.

It is up to higher level code to determine when a synch operation is appropriate. One approach for typical event-
driven code is to perform the synch at the start of the event loop, just before waiting for an input or timer event.
This may not be optimal. For example if there two small updates to opposite corners of the screen then it would be
better to make two synch calls with small bounding boxes, rather than a single synch call with a a large bounding
box that requires most of the framebuffer memory to be updated.

Leaving out the synch operations leads to portability problems. On hardware which does not involve double-
buffering the synch operation is a no-op, usually eliminated at compile-time, so invoking synch does not add any
code size or cpu cycle overhead. On double-buffered hardware, leaving out the synch means the user cannot see
what has been drawn into the framebuffer.
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Name

Pixel Manipulation — iterating over the display
Synopsis

#include  <cyglio/framebuf.h >

CYG_FB_PIXELO_VAR FRAMEBUE

void CYG_FB_PIXELO_SET FRAMEBUF cyg_ucountl16 X, Cyg_ucountl6 y);

void CYG_FB_PIXELO_GETFRAMEBUF cyg_ucountl16 X, Cyg_ucountl6 v);

void CYG_FB_PIXELO_ADDXFRAMEBUF cyg_ucountl6 incr );

void CYG_FB_PIXELO_ADDYFRAMEBUF cyg_ucountl16 incr );

void CYG_FB_PIXELO_WRITE FRAMEBUF cyg_fb_colour colour );

cyg_fb_colour CYG_FB_PIXELO_READFRAMEBUJ

void CYG_FB_PIXELO_FLUSHABSFRAMEBUF cyg_ucount16 x0, cyg_ucountl6 y0, cyg_ucountl6
width , cyg_ucountl16 height );

void CYG_FB_PIXELO_FLUSHRELFRAMEBUF cyg_ucountl6 x0, cyg_ucountl6 y0, cyg_ucountl6
dx, cyg_ucountl6 dy);

Description

A common requirement for graphics code is to iterate over parts of the framebuffer. Drawing text typically involves
iterating over a block of pixels for each character, say 8 by 8, setting each pixel to either a foreground or background
colour. Drawing arbitrary lines typically involves moving to the start position and then adjusting the x and y
coordinates until the end position is reached, setting a single pixel each time around the loop. Drawing images
which are not in the frame buffer's native format typically involves iterating over a block of pixels, from top to
bottom and left to right, setting pixels as the image is decoded.

Functionality like this can be implemented in several ways. One approach is to use the pixel write primitive.
Typically this involves some arithmetic to get from the x and y coordinates to a location within framebuffer memory
so it is fairly expensive compared with a loop which just increments a pointer. Another approach is to write the
data first to a separate buffer in memory and then use a block write primitive to move it to the framebuffer, but
again this involves overhead. The eCos framebuffer support provides a third approach: a set of macros specifically
for iterating over the frame buffer. Depending on the operation being performed and the details of the framebuffer
implementation, these macros may be optimal or near-optimal. Obviously there are limitations. Most importantly
the framebuffer device must be known at compile-time: the compiler can do a better job optimizing the code if
information such as the frame buffer width are constant. Also each iteration must be performed within a single
variable scope: it is not possible to do some of the iteration in one function, some in another.
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The Pixel Macros

All the pixel macros take a framebuffer identifier as their first argument. This is the same identifier that can be used
with the other macros likeYG_FB_WRITE_HLINEandCYG_FB_ONone of the entries in the configuration option
CYGDAT_IO_FRAMEBUF_DEVICESIsing an invalid identifier will result in numerous compile-time error messages
which may bear little resemblance to the original code. In the examples below it is assumedAR@&BUMas
beer#define ’'d to a suitable identifier.

Typical use of the pixel macros will look like this:

CYG_FB_PIXELO_VAR(FRAMEBUF);
CYG_FB_PIXELO_FLUSHABS(FRAMEBUF, x, y, width, height);

ThevARmacro will define one or more local variables to keep track of the current pixel position, as appropriate to
the framebuffer device. The other pixel macros will then use these variables. For a simple 8bpp linear framebuffer
there will be just a byte pointer. For a 1bpp display there may be several variables: a byte pointer, a bit index
within that byte, and possibly a cached byte; using a cached value means that the framebuffer may only get read
and written once for every 8 pixels, and the compiler may well allocate a register for the cached value; on some
platforms framebuffer access will bypass the processor’'s main cache, so reading from or writing to framebuffer
memory will be slow; reducing the number of framebuffer accesses may greatly improve performance.

Because th&#ARmacro defines one or more local variables it is normally placed at the start of a function or block,
alongside other local variable definitions.

One the iteration has been completed there shouldfi&aHABSor FLUSHRELMacro. This serves two purposes.

First, if the local variables involve a dirty cached value or similar state then this will be written back. Second, for
double-buffered displays the macro sets a bounding box for the part of the screen that has been updated. This allows
the double buffer synch operation to update only the part of the display that has been modified, without having to
keep track of the current bounding box for every updated pixel FEOSHABSthe X0 andy0 arguments specify

the top-left corner of the bounding box, which extendsviiith by height pixels. FOrFLUSHRELXO andy0

still specify the top-left corner, but the bottom-right corner is now determined from the current pixel position offset
by dx anddy . More specificallydx should move the current horizontal position one pixel to the right of the
right-most pixel modified, such th&t + dx) - x0 gives the width of the bounding box. Similartly should

move the current vertical position one pixel below the bottom-most pixel modified. In typical code the current pixel
position will already correspond in part or in whole to the bounding box corner, as a consequence of iterating over
the block of memory.

If a pixel variable has been used only for reading framebuffer memory, not for modifying it, then it should still be
flushed. AFLUSHABSwith a width and height of 0 can be used to indicate that the bounding box is empty. If it is
known that the framebuffer device being used does not support double-buffering then again it is possible to specify
an empty bounding box. Otherwise portable code should specify a correct bounding box. If the framebuffer device
that ends up being used does not support double buffering then the relevant macro arguments are eliminated at
compile-time and do not result in any unnecessary code. In addition if there is no cached value or other state then
the whole flush operation will be a no-op and no code will be generated.

Failure to perform the flush may result in strange drawing artefacts on some displays which can be very hard to
debug. AFLUSHABSOr FLUSHRELMacro only needs to be invoked once, at the end of the iteration.

The SET macro sets the current position within the framebuffer. It can be used many times within an iteration.
However it tends to be somewhat more expensive fizbixor ADDY so usuallySET is only executed once at the
start of an iteration.
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CYG_FB_PIXELO_VAR(FRAMEBUF);
CYG_FB_PIXELO_SET(FRAMEBUF, X, y);

CYG_FB_PIXELO_FLUSHREL(FRAMEBUF, x, y, 0, 0);

The GETmacro retrieves the x and y coordinates corresponding to the current position. It is provided mainly for
symmetry, but can prove useful for debugging.

CYG_FB_PIXELO_VAR(FRAMEBUF);
CYG_FB_PIXELO_SET(FRAMEBUF, X, y);

#ifdef DEBUG
CYG_FB_PIXELO_GET(FRAMEBUF, new_x, new_y);
diag_printf("Halfway through: x now %d, y now %d\n", new_x, new_y);
#endif

CYG_FB_PIXELO_FLUSHREL(FRAMEBUF, X, y, 0, 0);

The ADDXandADDYmacros adjust the current position. The most common increments are 1 and -1, moving to the
next or previous pixel horizontally or vertically, but any increment can be used.

CYG_FB_PIXELO_VAR(FRAMEBUF);
CYG_FB_PIXELO_SET(FRAMEBUF, X, y);
for (rows = height; rows; rows--) {
for (columns = width; columns; columns--) {
<perform operation >
CYG_FB_PIXELO_ADDX(FRAMEBUF, 1);
}
CYG_FB_PIXELO_ADDX(FRAMEBUF, -1 * width);
CYG_FB_PIXELO_ADDY(FRAMEBUF, 1);

}
CYG_FB_PIXELO_FLUSHREL(FRAMEBUF, x, y, width, 0);

Here the current position is moved one pixel to the right each time around the inner loop. In the outer loop the
position is first moved back to the start of the current row, then moved one pixel down. For the final flush the
current x position is off byidth , but the current y position is already correct.

The final two macro®READandWRITEcan be used to examine or update the current pixel value.

CYG_FB_PIXELO_VAR(FRAMEBUF);
CYG_FB_PIXELO_SET(FRAMEBUF, X, Y);
for (rows = height; rows; rows--) {
for (columns = width; columns; columns--) {
cyg_fb_colour colour = CYG_FB_PIXELO_READ(FRAMEBUF);
if (colour == colour_to_replace) {
CYG_FB_PIXELO_WRITE(FRAMEBUF, replacement);

}
CYG_FB_PIXELO_ADDX(FRAMEBUF, 1);

}
CYG_FB_PIXELO_ADDX(FRAMEBUF, -1 * width);
CYG_FB_PIXELO_ADDY(FRAMEBUF, 1);

}
CYG_FB_PIXELO_FLUSHREL(FRAMEBUF, x, y, width, 0);
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Concurrent Iterations

Although uncommon, in some cases application code may need to iterate over two or more blocks. An example
might be an advanced block move where each copied pixel requires some processing. To support this there are
PIXEL1, PIXEL2 andPIXEL3 variants of all thePIXELO macros. For example:

CYG_FB_PIXELO_VAR(FRAMEBUF);
CYG_FB_PIXEL1 VAR(FRAMEBUF);

CYG_FB_PIXELO_SET(FRAMEBUF, dest x, dest_y );
CYG_FB_PIXEL1_SET(FRAMEBUF, source_x, source_y);
for (rows = height; rows; rows--) {
for (columns = width; columns; columns--) {
colour = CYG_FB_PIXEL1_READ(FRAMEBUF);
<do some processing on colour >
CYG_FB_PIXELO_WRITE(FRAMEBUF, colour);
CYG_FB_PIXELO_ADDX(FRAMEBUF, 1);
CYG_FB_PIXEL1_ADDX(FRAMEBUF, 1);
}
CYG_FB_PIXELO_ADDX(FRAMEBUF, -100);
CYG_FB_PIXELO_ADDY(FRAMEBUF, 1);
CYG_FB_PIXEL1_ADDX(FRAMEBUF, -100);
CYG_FB_PIXEL1_ADDY(FRAMEBUF, 1);
}

CYG_FB_PIXELO_FLUSHABS(FRAMEBUF, source_x, source_y, width, height);
CYG_FB_PIXEL1_FLUSHABS(FRAMEBUF, 0, 0, 0, 0); // Only used for reading

The PIXELO, PIXEL1, PIXEL2 andPIXEL3 macros all use different local variables so there are no conflicts. The
variable names also depend on the framebuffer device. If the target has two displays and two active framebuffer
devices then the pixel macros can be used with the two devices without conflict:

CYG_FB_PIXELO_VAR(FRAMEBUFO);
CYG_FB_PIXELO_VAR(FRAMEBUF1);
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Name
Porting — writing a new framebuffer device driver
Description

As with most device drivers, the easiest way to write a new framebuffer package is to start with an existing one.
Suitable ones include the PC VGA model3 driver, an 8bpp paletted display, and the ARM iPAQ driver, a 16bpp
true colour display. This document only outlines the process.

Before writing any code it is necessary to decide how many framebuffer devices should be provided by the device
driver. Each such device requires a cyg_fb structure and appropriate functions, and an identifier for use with the
macro API plus associated macros. There are no hard rules here. Some device drivers may support just a single
device, others may support many devices which drive the hardware in different modes or orientations. Optional
functionality such as viewports and page flipping may be supported by having different cyg_fb devices, or by a
number of configuration options which affect a single cyg_fb device. Usually providing multiple cyg_fb structures

is harmless because the unused ones will get eliminated at link-time.

Configuration

The CDL for a framebuffer package is usually straightforward. A framebuffer package should be a hardware pack-
age and reside in thaevs/framebuf  hierarchy, further organized by architecture. Generic framebuffer packages,

if any, can go into generic  subdirectory, and will normally rely on the platform HAL to provide some platform-
specific information such as base addresses. The package should be part of the target definition and hence loaded
automatically, but should beactive_if CYGPKG_IO_FRAMEBUF so that the driver only gets built if the generic
framebuffer support is explicitly added to the configuration.

The configuration optio@€YGDAT_10_FRAMEBUF_DEVICEshould hold all the valid identifiers which can be used

as the first argument for the macro API. This helps application developers to select the appropriate identifier, and
allows higher-level graphics library packages to check that they have been configured correctly. This is achieved
using something like the following, wheneode13_320x200x8 is a valid identifier for the PC VGA driver:

requires { is_substr(CYGDAT_IO_FRAMEBUF_DEVICES, " model3 320x200x8 ") }

The spaces ensure that the CDL inference engine keeps the identifiers separate.

CYGPKG_IO_FRAMEBUEONtains a number of interfaces which should be implemented by individual device
drivers when appropriate. This is used to eliminate some code or data structure fields at compile-time,
keeping down memory requirements. The interfaces @wSHWR_IO_FRAMEBUF_FUNCTIONALITY_32BPP
CYGHWR_IO_FRAMEBUF_FUNCTIONALITY_TRUE_COLOURYGHWR_IO_FRAMEBUF_FUNCTIONALITY_PALETTE
CYGHWR_IO_FRAMEBUF_FUNCTIONALITY_WRITEABLE_PALETT¥EGHWR_IO_FRAMEBUF_FUNCTIONALITY_DOUBLE_BUF
and CYGHWR_IO_FRAMEBUF_FUNCTIONALITY_VIEWPOR®r example if a device driver provides a true colour

display but fails to implement the relevant interface then functionsclilgefo_make_colour  will be no-ops.
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Device drivers for paletted displays should observe the generic configuration option
CYGFUN_IO_FRAMEBUF_INSTALL_DEFAULT_PALETTEand install either cyg_fb_palette_ega or
cyg_fb_palette_vga as part of theieyg_fo_on implementation.

Exported Header File(s)

Each framebuffer device driver should export one or more header filegfo/framebufs . A custom build

step iNCYGPKG_IO_FRAMEBUENsures that application code can j#isiclude cyg/io/framebuf.h and this

will automatically include the device-specific headers. Drivers may export one header per cyg_fb device or a single
header for all devices, without affecting any code outside the device driver.

Each exported header serves two purposes. First it definpathmetersdrawing primitivemacros, andteration
macros for each device. Second it declares the cyg_fb structure.

Parameters

The parameter section should resemble the following:

#define CYG_FB_320x240x16_STRUCT cyg_ipaq_fb_320x240x16

#define CYG_FB_320x240x16_DEPTH 16

#define CYG_FB_320x240x16_FORMAT CYG_FB_FORMAT_16BPP_TRUE_565
#define CYG_FB_320x240x16_WIDTH 320

#define CYG_FB_320x240x16_HEIGHT 240

#define CYG_FB_320x240x16_VIEWPORT_WIDTH 320
#define CYG_FB_320x240x16_VIEWPORT_HEIGHT 240

#define CYG_FB_320x240x16_FLAGS0 (CYG_FB_FLAGSO_LINEAR_FRAMEBUFFER | \
CYG_FB_FLAGSO_TRUE_COLOUR |\
CYG_FB_FLAGS0_BLANK [\
CYG_FB_FLAGS0_BACKLIGHT)

#define CYG_FB_320x240x16_FLAGS1 0

#define CYG_FB_320x240x16_FLAGS?2 0

#define CYG_FB_320x240x16_FLAGS3 0

#define CYG_FB_320x240x16_BASE ((void*)0x01FC0020)

#define CYG_FB_320x240x16_STRIDE 640

Here320x240x16 is the framebuffer identifier for use with the macro API. Application code like:

#define FRAMEBUF 320x240x16
cyg_ucountlé width = CYG_FB_WIDTH(FRAMEBUF);

will end up using thecYG_FB_320x240x16_WIDTH definition. To allow for efficient portable code all parameters
must be compile-time constants. If the hardware may allow some of the parameters to be varied, for example
different resolutions, then this should be handled either by defining separate devices for each resolution or by
configuration options.

The viewport width and height should always be defined. If the device driver does not support a viewport then
these will be the same as the standard width and height.
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To allow for future expansion there aFeAGS1, FLAGS2andFLAGS3parameters. No flags are defined for these at
present, but device drivers should still define the parameters.

Drawing Primitives

For each device the exported header file should define macros for the drawing primitives, using the same naming
convention as for parameters. In the case of true colour displays there should also be macros for the make-colour
and break-colour primitives:

#define CYG_FB_320x240x16_WRITE_PIXEL(_x_, _y_, _colour ) ...

#define CYG_FB_320x240x16_READ_PIXEL( x_, _y ) ..

#define CYG_FB_320x240x16_WRITE_HLINE( x_, _y , _len_, _colour ) ...

#define CYG_FB_320x240x16_WRITE_VLINE(_ x_, _y_, _len_, _colour_) ...

#define CYG_FB_320x240x16_FILL_BLOCK( x_, _y_, _w_, _h_, _colour ) ...

#define CYG_FB_320x240x16_WRITE_BLOCK( x_, .y, _w_, _h , data , _off , _s ) ..
#define CYG_FB_320x240x16_READ BLOCK( x_, .y , w_, _h_, data_, _off , _s ) ..
#define CYG_FB_320x240x16 _MOVE_BLOCK( x_, .y, w_, h, new x , new.y) ..
#define CYG_FB_320x240x16_MAKE_COLOUR(_r_, _g, _b ) ...

#define CYG_FB_320x240x16_BREAK_COLOUR(_colour_, r, g, b)) ..

For typical linear framebuffers there are default implementations of all of these primitives in the generic framebuffer

package, held in the exported headgyio/framebuf.inl . Hence the definitions will typically look something
like:
#include  <cyg/io/framebuf.inl >
#define CYG_FB_320x240x16_WRITE_PIXEL(_x_, _y_, _colour ) \
CYG_MACRO_START \

cyg_fb_linear_write_pixel_16_inl(CYG_FB_320x240x16_BASE, \
CYG_FB_320x240x16_STRIDE, \
_X_, _y_, _colour); \
CYG_MACRO_END
#define CYG_FB_320x240x16_READ_PIXEL(_x_, _y_) \
({ cyg_fb_linear_read_pixel_16_inl(CYG_FB_320x240x16_BASE, \
CYG_FB_320x240x16_STRIDE, \

X, YD

All of the drawing primitives have variants for the common display depths and layouts: 1le, 1be, 2le, 2be, 4le,
4be, 8, 16 and 32. The inlines take the framebuffer memory base address as the first argument, and the stride
in bytes as the second. Similarly there are default definitions of the true colour primitiveBFBr TRUE_332
16BPP_TRUE_565 16BPP_TRUE_555 and32BPP_TRUE_0888

#define CYG_FB_320x240x16_MAKE_COLOUR(r_, g, _b) \
({ CYG_FB_MAKE_COLOUR_16BPP_TRUE_565(r_, _g, _b); }D

#define CYG_FB_320x240x16_BREAK_COLOUR(_colour_, r, g, _b ) \
CYG_MACRO_START \
CYG_FB_BREAK_COLOUR_16BPP_TRUE_565(_colour_, r, _g_, _b); \
CYG_MACRO_END
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These default definitions assume the most common layout of colours within a pixel value, so for example
CYG_FB_MAKE_COLOUR_16BPP_TRUE_5assumes bits 0 to 4 hold the blue intensity, bits 5 to 10 the green, and
bits 11 to 15 the red.

If the hardware does not implement a linear framebuffer then obviously writing the device driver will be sig-
nificantly more work. The macros will have to perform the operations themselves instead of relying on generic
implementations. The required functionality should be obvious, and the generic implementations can still be con-
sulted as a reference. For complicated hardware it may be appropriate to map the macros onto function calls, rather
than try to implement everything inline.

Note: At the time of writing the support for linear framebuffers is incomplete. Only 8bpp, 16bpp and 32bpp
depths have full support. There may also be future extensions, for example r90, r180 and r270 variants to
support rotation in software, and db variants to support double-buffered displays.

Iteration Macros

In addition to the drawing primitives the exported header file should define iteration macros:

#define CYG_FB_320x240x16_PIXELX_VAR( _fb_, _id ) ...
#define CYG_FB_320x240x16_PIXELx SET( _fo_, id, X, _y ) ..

#define CYG_FB_320x240x16_PIXELx GET( _fo_, id, X, y ) ..

#define CYG_FB_320x240x16_PIXELx_ADDX( _fb_, _id_, _incr ) ..

#define CYG_FB_320x240x16_PIXELx_ADDY( _fb_, _id_, _incr ) ...

#define CYG_FB_320x240x16_PIXELx WRITE( fb_, _id_, _colour) ...
#define CYG_FB_320x240x16_PIXELx_READ( _fb_, _id )...
#define CYG_FB_320x240x16_PIXELx_FLUSHABS( _fb_, id , x0_, y0, w_, _h) ..

#define CYG_FB_320x240x16_PIXELx_FLUSHREL( fb_, .id_, x0_, yO_ _dx_, _dy) ..

The _fb_ argument will be the identifier, in this caseox240x16 , and the id_  will be a small number, O for
aPIXELO iteration, 1 forPIXEL1, and so on. Together these two should allow unique local variable names to be
constructed. Again there are default definitions of the macroggitio/framebuf.inl for linear framebuffers:

#define CYG_FB_320x240x16_PIXELX VAR( _fbo_, _id ) \
CYG_FB_PIXELX_VAR_16( _fb_, _id )
#define CYG_FB_320x240x16_PIXELx SET( _fb_, id, x_., y) \

CYG_MACRO_START \

CYG_FB_PIXELx_SET 16( _fb_, _id_, \
CYG_FB_320x240x16_BASE, \
320, X, .y ) \

CYG_MACRO_END

The linearsET andGETmacros take base and stride information. Ab®xandADDYmacros only need the stride.
By convention most of the macros are wrappe@¥G_MACRO_STARKIYG_MACRO_EN ({ /}) pairs, allowing
debug code to be inserted if necessary. However#a&macro must not be wrapped in this way: its purpose is to
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define one or more local variables; wrapping the macro would declare the variables in a new scope, inaccessible to
the other macros.

Again for non-linear framebuffers it will be necessary to implement these macros fully rather than rely on generic
implementations, but the generic versions can be consulted as a reference.

The cyg_fb declaration

Finally there should be an export of the cyg_fb structure or structures. Typically this usesTtiigCTparameter,
reducing the possibility of an accidental mismatch between the macro and function APIs:

extern cyg_fb CYG_FB_320x240x16_STRUCT;

Driver-Specific Source Code

Exporting parameters and macros in a header file is not enough. It is also necessary to actually define the cyg_fb
structure or structures, and to provide hardware-specific versions of the control operations. For non-linear frame-
buffers it will also be necessary to provide the drawing functions. There is a utility n@atsoFB_FRAMEBUFFER

for instantiating a cyg_fb structure. Drivers may ignore this macro and do the work themselves, but at an increased
risk of compatibility problems with future versions of the generic code.

CYG_FB_FRAMEBUFFER(CYG_FB_320x240x16_STRUCT,
CYG_FB_320x240x16_DEPTH,
CYG_FB_320x240x16_FORMAT,
CYG_FB_320x240x16_WIDTH,
CYG_FB_320x240x16_HEIGHT,
CYG_FB_320x240x16_VIEWPORT_WIDTH,
CYG_FB_320x240x16_VIEWPORT_HEIGHT,
CYG_FB_320x240x16_BASE,
CYG_FB_320x240x16_STRIDE,
CYG_FB_320x240x16_FLAGSO,
CYG_FB_320x240x16_FLAGS1,
CYG_FB_320x240x16_FLAGS2,
CYG_FB_320x240x16_FLAGSS3,

0, 0, 0, 0, /I fb_driverO -> fb_driver3
&cyg_ipad_fb_on,

&cyg_ipaq_fb_off,

&cyg_ipag_fb_ioctl,

&cyg_fb_nop_synch,
&cyg_fb_nop_read_palette,
&cyg_fb_nop_write_palette,
&cyg_fb_dev_make_colour_16bpp_true_565,
&cyg_fb_dev_break_colour_16bpp_true 565,
&cyg_fb_linear_write_pixel_16,
&cyg_fb_linear_read_pixel_16,
&cyg_fb_linear_write_hline_16,
&cyg_fb_linear_write_vline_16,
&cyg_fb_linear_fill_block_16,
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&cyg_fb_linear_write_block_16,
&cyg_fb_linear_read_block_16,
&cyg_fb_linear_move_block_16,
0, 0, 0, 0 // fb_spare0 -> fb_spare3

The first 13 arguments to the macro correspond to the device parameters. The next four are arbitrary
CYG_ADDRWORD values for use by the device driver. Typically these are used to share on/off/ioctl functions
between multiple cyg_fb structure. They are followed by function pointers: on/off/ioctl control; double buffer
synch; palette management; true colour support; and the drawing primiiiyesersions of the on, off, ioctl,

synch, palette management and true colour functions are provided by the generic framebuffer package, and often
these arguments to tlierG_FB_FRAMEBUFFHERacro will be discarded at compile-time because the relevant CDL
interface is not implemented. The final four arguments are currently unused and should be 0. They are intended
for future expansion, with a value of 0 indicating that a device driver does not implement non-core functionality.

As with the macros there are default implementations of the true colour primitivesbfgr true_332
16bpp_true_565 , 16bpp_true_555 and 32bpp_true_0888 , assuming the most common layout for these
colour modes. There are also default implementations of the drawing primitives for linear framebuffers, with
variants for the common display depths and layouts. Obviously non-linear framebuffers will need rather more
work.

Typically a true colour or grey scale framebuffer device driver will have to implement just three hardware-specific
functions:

int
cyg_ipaqg_fb_on(cyg_fb* fb)
{
}
int
cyg_ipaq_fb_off(cyg_fb* fb)
{
}
int
cyg_ipaq_fb_ioctl(cyg_fb* fb, cyg_ucountl6 key, void* data, size_t* len)
{
int result;
switch(key) {
case CYG_FB_IOCTL_BLANK_GET: ...
default: result = ENOSYS; break;
}
return result;
}

These control operations are entirely hardware-specific and cannot be implemented by generic code. Paletted dis-
plays will need two more functions, again hardware-specific:



Writing a Framebuffer Device Driver

void

cyg_pcvga_fb_read_palette(cyg_fb* fb, cyg_ucount32 first, cyg_ucount32 len,
void* data)

{

}

void

cyg_pcvga_fb_write_palette(cyg_fb* fb, cyg_ucount32 first, cyg_ucount32 len,
const void* data, cyg_ucountl6 when)

{
}

Future Expansion

As has been mentioned before framebuffer hardware varies widely. The design of a generic framebuffer API re-
quires complicated trade-offs between efficiency, ease of use, ease of porting, and still supporting a very wide range
of hardware. To some extent this requires a lowest common denominator approach, but the design allows for some
future expansion and optional support for more advanced features like hardware acceleration.

The most obvious route for expansion is thetl  interface. Device drivers can define their own keys, values
0x8000 and higher, for any operation. Alternatively a device driver does not have to implement just the interface
provided by the generic framebuffer package: additional functions and macros can be exported as required.

Currently there are only a small numberiaftt operations. Additional ones may get added in future, for example

to support a hardware mouse cursor, but only in cases where the functionality is likely to be provided by a significant
number of framebuffer devices. Adding new generic functionality adds to the maintenance overhead of both code
and documentation. When a new geneésitl  operation is added there will usually also be one or more new
flags, so that device drivers can indicate they support the functionality. At the time of writing only 12 of the 32
FLAGSOflags are used, and a further 96 are availablLinGS1, FLAGS2andFLAGS3

Another route for future expansion is the four spare arguments toweFB_FRAMEBUFFERacro. As an example

of how these may get used in future, consider support for 3d hardware acceleration. One of the spare fields would
become another table of function pointers to the various accelerators, or possibly a struetuxesaflag would

indicate that the device driver implements such functionality.

Other forms of expansion such as defining a new standard drawing primitive would be more difficult, since this
would normally involve changing theyG_FB_FRAMEBUFFERacro. Such expansion should not be necessary
because the existing primitives provide all reasonable core functionality. Instead other packages such as graphics
libraries can work on top of the existing primitives.
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Chapter 31. POSIX Standard Support

eCos contains support for the POSIX Specification (ISO/IEC 9945-1)[POSIX].

POSIX support is divided between the POSIX and the FILEIO packages. The POSIX package provides support for
threads, signals, synchronization, timers and message queues. The FILEIO package provides support for file and
device I/0. The two packages may be used together or separately, depending on configuration.

This document takes a functional approach to the POSIX library. Support for a function implies that the data types
and definitions necessary to support that function, and the objects it manipulates, are also defined. Any exceptions
to this are noted, and unless otherwise noted, implemented functions behave as specified in the POSIX standard.

This document only covers the differences between the eCos implementation and the standard; it does not provide
complete documentation. For full information, see the POSIX standard [POSIX]. Online, the Open Group Single
Unix Specification [SUS2] provides complete documentation of a superset of POSIX. If you have access to a
Unix system with POSIX compatibility, then the manual pages for this will be of use. There are also a number of
books available. [Lewine] covers the process, signal, file and 1/O functions, while [Lewis1], [Lewis2], [Nichols]
and [Norton] cover Pthreads and related topics (see Bibliography, xref). However, many of these books are oriented
toward using POSIX in non-embedded systems, so care should be taken in applying them to programming under
eCos.

The remainder of this chapter broadly follows the structure of the POSIX Specification. References to the appro-
priate section of the Standard are included.

Omitted functions marked with “// TBA” are potential candidates for later implementation.

Process Primitives [POSIX Section 3]

Functions Implemented

int kill(pid_t pid, int sig);
int pthread_Kkill(pthread_t thread, int sig);

int sigaction(int sig, const struct sigaction xact,
struct sigaction xo0act);
int siggueue(pid_t pid, int sig, const union sigval value);
int sigprocmask(int how, const sigset_t xset,
sigset_t x0set);
int pthread_sigmask(int how, const sigset_t xset,
sigset_t x0set);
int sigpending(sigset_t xset);
int sigsuspend(const sigset_t xset);
int sigwait(const sigset_t xset, int *SiQ);
int sigwaitinfo(const sigset_t xset, siginfo_t xinfo);
int sigtimedwait(const sigset_t xset, siginfo_t xinfo,
const struct timespec xtimeout);
int sigemptyset(sigset_t xset);
int sidfillset(sigset_t xset);
int sigaddset(sigset_t xset, int signo);
int sigdelset(sigset_t xset, int signo);
int sigismember(const sigset_t xset, int signo);

unsigned int alarm( unsigned int seconds );
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int pause( void );
unsigned int sleep( unsigned int seconds );

Functions Omitted

pid_t fork(void);

int execl( const char xpath, const char *arg, ... );

int execv( const char xpath, char xconst argv[] );

int execle( const char xpath, const char *arg, ... );

int execve( const char xpath, char xconst argv(],
char xconst envp[] );

int execlp( const char xpath, const char *arg, ... );

int execvp( const char «path, char xconst argv[] );

int pthread_atfork( void( xprepare)(void),

void ( =xparent)(void),
void ( xchild)() );

pid_t wait( int xstat_loc );
pid_t waitpid( pid_t pid, int xstat_loc,
int options );

void _exit( int status );

Notes

- Signal handling may be enabled or disabled with the CYGPKG_POSIX_SIGNALS option. Since signals are
used by other POSIX components, such as timers, disabling signals will disable those components too.

« kill() andsiggueue()may only take gid argument of zero, which maps to the current process.
- The SIGEV_THREADatification type is not currently implemented.
« Job Control and Memory Protection signals are not supported.

« An extra implementation definexl_codevalue,SI_EXCEPT is defined to distinguish hardware generated ex-
ceptions from others.

« Extra signals are defined: _SIGTRAP_, SIGIOT_, SIGEMT _, and _SIGSYS . These are largely to maintain
compatibility with the signal numbers used by GDB.

- Signal delivery may currently occur at unexpected places in some API functions. ldeigjghp()to transfer
control out of a signal handler may result in the interrupted function not being able to complete properly. This
may result in later function calls failing or deadlocking.
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Process Environment [POSIX Section 4]

Functions Implemented

int uname( struct utsname xname );
time_t time( time_t xtloc );
char xgetenv( const char xname );

int isatty( int fd );
long sysconf( int name );

Functions Omitted

pid_t getpid( void );

pid_t getppid( void );

uid_t getuid( void );

uid_t geteuid( void );

gid_t getgid( void );

gid_t getegid( void );

int setuid( uid_t uid );

int setgid( gid_t gid );

int getgroups( int gidsetsize, gid_t grouplist[] );
char xgetlogin( void );

int getlogin_r( char xname, size_t namesize );
pid_t getpgrp( void );

pid_t setsid( void );

int setpgid( pid_t pid, pid_t pgid );

char xctermid( char *S);

char «ttyname( int fd ); /I TBA
int ttyname_r( int fd, char xname, size_t namesize); // TBA
clock_t times( struct tms «buffer ); /Il TBA
Notes

- The fields of thautsnamestructure are initialized as follows:

sysname “eCos”
nodename “* (gethostname() is currently not available)

release Major version number of the kernel
version Minor version number of the kernel
machine “" (Requires some config tool changes)

The sizes of these strings are defined by CYG_POSIX_UTSNAME LENGTH and
CYG_POSIX_UTSNAME_NODENAME_LENGTH. The latter defaults to the value of the former, but may
also be set independently to accommodate a longer node name.
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Thetime()function is currently implemented in the C library.

A set of environment strings may be defined at configuration time with the
CYGDAT_LIBC_DEFAULT_ENVIRONMENT option. The application may also define an environment by
direct assignment to thenviron variable.

At presentsatty()assumes that any character device is a tty and that all other devices are not ttys. Since the only
kind of device that eCos currently supports is serial character devices, this is an adequate distinction.

All system variables supported by sysconf will yield a value. However, those that are irrelevant to eCos will
either return the default minimum defined<timits.h >, or zero.

Files and Directories [POSIX Section 5]
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Functions Implemented

DIR =xopendir( const char «dirname );

struct dirent xreaddir( DIR «dirp );

int readdir_r( DIR «dirp, struct dirent xentry,
struct dirent sxxresult );

void rewinddir( DIR *dirp );

int closedir( DIR *dirp );

int chdir( const char xpath );

char xgetcwd( char  xbuf, size_t size );

int open( const char * path , int oflag , ... );

int creat( const char x path, mode_t mode );

int link( const char xexisting, const char *New );

int mkdir( const char xpath, mode_t mode );

int unlink( const char xpath );

int rmdir( const char xpath );

int rename( const char *0ld, const char *Nnew );

int stat( const char xpath, struct stat «buf );

int fstat( int fd, struct stat «buf );

int access( const char xpath, int amode );

long pathconf(const char xpath, int name);

long fpathconf(int fd, int name);

Functions Omitted

mode_t umask( mode_t cmask );

int
int
int
int
int
int

mkfifo( const char xpath, mode_t mode );

chmod( const char xpath, mode_t mode ); /I TBA

fchmod( int fd, mode_t mode ); /I TBA

chown( const char xpath, uid_t owner, gid_t group );

utime( const char xpath, const struct utimbuf «times ); /| TBA
ftruncate( int fd, off_t length ); /I TBA
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Notes

. Ifacalltoopen() orcreat() supplies the third _mode_ parameter, it will currently be ignored.
+ Most of the functionality of these functions depends on the underlying filesystem.
« Currentlyaccess(pnly checks thé-_ OK mode explicitly, the others are all assumed to be true by default.

» The maximum number of open files allowed is supplied by the CYGNUM_FILEIO_NFILE option. The maxi-
mum number of file descriptors is supplied by the CYGNUM_FILEIO_NFD option.

Input and Output [POSIX Section 6]

Functions Implemented

int dup( int fd );

int dup2( int fd, int fd2 );

int close(int fd);

ssize_t read(int fd, void «buf, size_t nbyte);

ssize_t write(int fd, const void «buf, size_t nbyte);
int fentl( int fd, int cmd, ... );

off_t Iseek(int fd, off t offset, int whence);

int fsync( int fd );

int fdatasync( int fd );

Functions Omitted

int pipe( int fildes[2] );

int aio_read( struct aiocb xaiocbp ); /Il TBA
int aio_write( struct aiocb xaiocbp ); /I TBA
int lio_listio( int mode, struct aiocb xconst list[],
int nent, struct sigevent xsig); /I TBA
int aio_error( struct aiocb xaiocbp ); /I TBA
int aio_return( struct aiocb =aiocbp ); /I TBA
int aio_cancel( int fd, struct aiocb xaiocbp ); /I TBA
int aio_suspend( const struct aiocb xconst list[],
int nent, const struct timespec «timeout ); // TBA
int aio_fsync( int op, struct aiocb xaiocbp );
/I TBA
Notes

+ Only theF_DUPFD command ofcntl() is currently implemented.

+ Most of the functionality of these functions depends on the underlying filesystem.
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Device and Class Specific Functions [POSIX Section 7]

Functions Implemented

speed_t cfgetospeed( const struct termios «xtermios_p );
int cfsetospeed( struct termios «xtermios_p, speed_t speed );
speed_t cfgetispeed( const struct termios «xtermios_p );
int cfsetispeed( struct termios xtermios_p, speed_t speed );
int tcgetattr( int fd, struct termios xtermios_p );
int tcsetattr( int fd, int optional_actions,

const struct termios xtermios_p );

int tcsendbreak( int fd, int duration );
int tcdrain( int fd );

int tcflush( int fd, int queue_selector );
int tcsendbreak( int fd, int action );

Functions Omitted

pid_t tcgetpgrp( int fd );
int tcsetpgrp( int fd, pid_t pgrp );

Notes

« Only the functionality relevant to basic serial device control is implemented. Only very limited support for
canonical inputis provided, and then only via the “tty” devices, not the “serial” devices. None of the functionality
relevant to job control, controlling terminals and sessions is implemented.

« Only MIN =0 andTIME = 0 functionality is provided.
- Hardware flow control is supported if the underlying device driver and serial port support it.

« Support for break, framing and parity errors depends on the functionality of the hardware and device driver.

C Language Services [POSIX Section 8]

Functions Implemented

char «setlocale( int category, const char xlocale );
int fileno( FILE xstream );

FILE =«fdopen( int fd, const char xtype );

int getc_unlocked( FILE xstream);

int getchar_unlocked( void );

int putc_unlocked( FILE xstream );

int putchar_unlocked( void );
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char «strtok_r( char xS, const char *Sep,
char sxlasts );
char =asctime_r( const struct tm «tm, char